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Preface

The business continuity planning process (BCP process) consists of six key
stages:

Risk management

- Business impact analysis
Business continuity strategy development
Business continuity plan development
Business continuity plan testing
Business continuity plan maintenance

R N

Although there are many publications that explain business continuity
planning, very few provide detailed methods on how to implement it; even
fewer cover implementation of all six stages.

The purpose of writing this book is to provide readers a single, compre-
hensive, text that explains the principles of BCP and presents an easy to
follow step-by-step methodology to implement its six stages. The method-
ology is consistent with business continuity industry standards, guidelines,
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and best practices such as ISO/IEC 17799, NFPA 1600, COBIT, and
DRI International. Our goal is to give readers the skills to manage risks,
conduct a business impact analysis, develop a business continuity strategy,
- and develop, test, and maintain a business continuity plan.

The methodology considers protection of mission critical business pro-
cesses, resources, and services. It focuses on various key resources
including IT systems and infrastructure, manufacturing and production
equipment and products, facilities, work areas, vital records, and critical
data.

This book is an excellent resource for those who develop business continu-
ity plans, manage business continuity projects, or want to learn about the
subject of BCP. Itis a valuable reference for people seeking certifications
such as CISSP (Certified Information Systems Security Professional),
CBRP (Certified Business Resilience Professional), or CBCP (Certified
Business Continuity Professional).




Chapter 1
Introduction

1.1 Chapter Overview

Disasters can strike quickly and without warning. Webster’s dictio-
nary defines disaster as:

“a calamitous event, especially one occurring suddenly and
causing great loss of life, damage, or hardship, as a flood,
airplane crash, or business failure” [1].

Floods, earthquakes, tornadoes, and hurricanes are examples of major
calamitous events.

Businesses are vulnerable to the impact of not only major calamities
but also minor business disruptions’. Factors such as increased depen-
dency on technology and “speed to market” pressures have made

'Throughout this book, the terms disruption, business disruption, disruptive event, and
disaster are used interchangeably and refer to an event ranging from a minor business
interruption to a major calamity.
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businesses sensitive to even minor disruptions. Some examples of
minor disruptive events are power outages, information technology
(IT) system failures, manufacturing equipment failures, hazardous
material contamination, voice and data communication failure, and-
- computer viruses.

Over the past decade, the risks of natural disasters, technical and
accidental failures, and malicious activities have incréased the possi-
bility of business disruptions. In spite of increased risks, studies show
that many businesses have remained complacent. According to
Gartner, “... many enterprises that experience a disaster never recover.
Gartner estimates that two out of five enterprises that experience a
disaster go out of business within five years” [2]. These findings
reflect the failure of businesses to invest in adequate disaster planning
and preparations.

Serious consequences of business disruptions can be avoided through
business continuity planning (BCP). BCP is a discipline that prepares
an organization to maintain continuity of business during a disaster
through an implementation of a business continuity plan. A business
continuity plan is a document that contains procedures and guidelines
to help recover and restore disrupted processes and resources to nor-
mal operational status within an acceptable time frame.

This book explains the concept of BCP with a specific emphasis on the
process and methodology for developing, maintaining, and implement-
ing a business continuity plan.

The methodology considers people, business processes, and resources
as essential elements of a business continuity plan. A business conti-
nuity plan cannot function effectively without the collective efforts of
the people assigned to various roles and responsibilities defined in the
plan. Continuity of business cannot be maintained without the con-
tinuous support of critical business processes—tasks and operations
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performed by business units or functions—and various resources
required by these processes.

Figure 1-1 depicts the typical resources involved in a business conti-
nuity plan, namely, IT infrastructure, data centers, manufacturing and
production facilities, critical machinery and equipment, critical
records, office work areas, critical data, voice and data communication
infrastructure, and off-site storage facilities. '

Information
Technology
Infrastructure
Off-site Storage \ R Data
Facility , ® Centers.

Voice & Data Manufacturing &
Communication () BCP Resource () Production
Infrastructure Protection Scope Facilities
Critical ()  Critical
Data MaChinery &
Equipment
O— -
Office Work Critical
Areas Records

Figure 1-1: Typical resources considered in a business
continuity plan



4 ‘ Chapter 1

The remainder of this chapter discusses the following aspects:

¢ Reasons for BCP;

* Relationship of BCP and other planning approaches;
* BCP concepts;

* BCP process, best practices, and guidelines;

* Overview of BCP products and deliverables; and

* Roadmap for the rest of the book.

1.2 Reasons for BCP

Surviving the damaging impacts of unexpected disruptive events is the
main reason for businesses to implement BCP. The importance of BCP
is clearly demonstrated by the recent World Trade Center (WTC)
disaster that directly impacted many businesses within the WTC and
its vicinity [3] [4]. Businesses that had untested, outdated, or no
business continuity plans suffered enormous financial and operational
impacts [5]. Merrill Lynch—a financial management company with
headquarters located across from the WTC—is one of the few organi-
zations that continued business as usual. Their success in surviving
the WTC disaster was attributed to their up-to-date and extensively
tested business continuity plan.

BCP helps businesses survive disruptive events by protecting thelr key
areas of vulnerabilities, such as:

¢ Loss of or Injury to Personnel
The loss of life suffered from events such as the WTC disaster
provides a compelling reason for many businesses to include
safety of employees within the scope of their BCP. Tradition-
ally, safety of employees has been addressed as part of crisis
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management planning (see Section 1.3 BCP and Other Planning
Approaches for a discussion of crisis management planning and
BCP). At the very least, BCP must be integrated and coordi-
nated with an existing crisis management plan. -

Implications of Rules and Regulations _
BCP helps organizations to comply with various laws and regu-
lations and helps to avoid the penalties of non-compliance. |
Examples of laws and regulations related to business contlnulty
planning are

1. Foreign Corrupt Practices Act (FCPA),

2. Gramm-Leach-Bliley Act (GLBA),

3. Comptroller of Currency Banking Circulars and Federal
Financial Information Examination Council (FFIEC),

4. Computer Security Act of 1987,

Electronic Fund Transfer Act (EFTA), and

6. Joint Commission on Accreditation of Health Organizations
(JCAHO).

Wn

See Appendix 1A BCP Related Rules and Regulations for a
detailed discussion of these laws and regulations.

Loss of Revenue

Businesses have concerns of losing significant revenues from
both major and minor operational disruptions. A major disaster
that disrupts the business for days is very likely to have a dev-
astating impact on revenue. A minor disruption that lasts for
several hours can cause considerable loss of revenue for busi-
nesses with real-time sales and service transactions.

Damage to Critical Resources
To support a company’s mission, business functions and opera-
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tions rely on various critical resources such as IT systems,
manufacturing and production equipment, critical records, and
voice and data communication infrastructure. Protecting such
resources from the damaging effects of disaster is one of the
key objectives of BCP.

Loss of Customers ‘ ,

In today’s business environment, customers demand highly
efficient service and timely delivery of products. Losing dissat-
isfied customers to competitors as a result of a business disrup-
tion is a major concern of organizations. One of BCP’s objec-
tives is to recover disrupted critical processes and services in
time to avoid loss of customers to competitors. -

Civil and Criminal Liabilities ‘ | |
An organization and its management can be held accountable to
their customers, business partners, and shareholders for failing

to take proper actions to prevent or mitigate the effects of a

"disaster. BCP helps to reduce the civil or criminal liabilities for

an organization and its management.

Damage to Reputation

The effects of a disaster can extend beyond the loss of assets
and revenue to damage to a company’s image and reputation.
BCP helps businesses recover from a disaster within a time |
frame that reduces damage to its reputation.



SRR S e i)

Introduction ‘ 7

1.3 BCP and Other Planning Approaches

Organizations have traditionally relied on different types of planning
approaches to protect their businesses and assets from the impacts of a
disaster. The following are some of the common types of plannmg
approaches [14] [15] [16] [17]

¢ Disaster Recovery Planning (DRP)
DRP focuses on the recovery of IT services and resources in the
event they are disrupted by a major disaster.

¢ Business Resumption Planmng (BRP)
BRP deals with resumption of business processes effected by an
IT application outage, through the use of work-around proce-
dures. |

e Continuity of Operations Planning (COOP)
COOQP aims to recover the strategic functions of an organization
that are performed at its headquarters facility. These functions,
which exclude IT applications and services, are performed at an
alternate recovery site for a maximum period of up to thirty
days.

e Contingency Planning (CP)

- CP focuses on the recovery of IT services and resources follow-
ing a major disaster or a minor system disruption. It specifies
procedures and guidelines for recovery at both on-site and
off-site (alternate) facilities.

e Emergency Response Planning
The objective of emergency response planning is to safeguard
employees, public, environment, and the organization’s assets,



8 ' , Chapter 1

and to bring the crisis situation under control immediately
following a crisis event. -

Limited focus is a common weakness of these planning approaches.
Each planning approach focuses on the protection of specific aspects
of an organization, while ignoring other critical areas. To address this
limitation, an integrated planning approach is needed to protect all of

the critical areas of an organization. BCP has emerged as a frar_neWorkr

that integrates the scope and objectives of all of these approaches [16]
[18] [19]. | |

Crisis events of the recent past have contributed to the expansion of
the scope and objectives of BCP, which have been historically associ-
ated with the scope and objectives of DRP. The experience gained
from these crises suggests that the scope of BCP needs to include not
only IT services and resources, but also social behavior, business
processes, accidental failures, and major catastrophic events.

One example that shows how traditional planning failed to account for
the effects of disaster on personnel is the recent ice storm of 1998 that
affected Canada and parts of the United States. In this situation, the
companies’ staff members stayed away from work due to concerns
about their families. An important lesson learned from these events is
that the human component must not be ignored in disaster planning.

An example that shows the lack of business process support in most of
the IT-centric recovery plans is the WTC (World Trade Center) attack
of September 11, 2001. The plans used during this disaster overlooked
the importance of manual functions performed by various functional
units such as sales, finance, and payroll. In addition to their reliance
on computer infrastructure, these manual functions relied on paper
records, forms, and documents.

D e ool
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1.4 Business Continuity Planning Concept

Conceptually, BCP can be divided into two areas:
1. Business continuity planning management (BCP management)
2. Business continuity planning process (BCP process)

Figure 1-2 depicts the activities of BCP management and BCP process
on a time line relative to a business disruption.

BC Planning ' Completed Business
Begins ' BC Plan Disruption

Establish a BCP Training and
_ Awareness Program
Create a Business
Continuity Policy
Coordinate BCP with
Pertinent Laws, Regulations,
- Establish a BCP and Industry Standards
g Steering -
£ Committee Coordinate with Other _ PP—
?5 o Internal/External BCP Disaster Execute
oo Establish a Related Agencies Readiness BC Plan
- BC Plan T
1] Development .
= Project Plan Development Project
AR EEEEE' 1y '
- - *

i 1 Time
r Risk Management‘J

("7 Business lmpact BC Plan | .
o g Analysis Testing BC Plan
Qo Maintenance
o9 BC Strategy and Regular

a_" Development Testing

BC Plan
Development

Figure 1-2: A time line of BCP activities
relative to a business disruption
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BCP management focuses on management and organizational compo-
nents of BCP. Some of the key activities of BCP management are:

* Issue an organization-wide business continuity policy that S
‘directs management and staff of each business unit to take ’
responsibility for maintaining continuity of critical business
functions and processes in the event of a business disruption.

e Establish a steering committee with members from senior man-
agement to define the BCP scope, provide ongoing BCP support
and direction, monitor BCP status and progress, and allocate

- BCP funding. |

* Initiate a formal project for developing a business continuity
plan that covers the entire organization.

* Ensure that personnel involved in the development and imple-
mentation of the business continuity plan are adequately
trained. Develop and implement a BCP awareness and training
program for the entire organization.

e Ensure that BCP is in compliance with pertinent government
laws and regulations, and industry standards. Iz

e Coordinate BCP activities with relevant disaster recovery and
business continuity agencies and local authorities.

e Ensure that the business continuity plan remains in a state of
readiness at all times.

¢ Execute the business continuity plan at the time of disaster.
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Together, BCP management and BCP process enable an organization to
develop a business continuity plan, maintain it in a constant ready-
state, and execute in the event of a business disruption.

The BCP process defines a life cycle for developing and maintaining a
business continuity plan. The BCP process life cycle model consists
of the following stages:

1.

Stage 1—Risk Management

Stage 1, risk management, assesses the threats of disastert;
existing vulnerabilities, potential disaster impacts, and identi-
fies and implements controls needed to prevent or reduce the
risks of disaster.

Stage 2—Business Impact Analysis (BIA)

Stage 2, business impact analysis, identifies mission-critical
processes, and analyzes impacts to business if these processes
are interrupted as a result of a disaster. '

Stage 3—Business Continuity Strategy Development

Stage 3, business continuity strategy development, assesses the

requirements and identifies the options for recovery of critical

processes and resources in the event they are disrupted by a £
disaster. :

Stage 4—Business Continuity Plan Development

Stage 4, business continuity plan development, develops a plan
for maintaining business continuity based on the results of
previous stages, specifically, risk management, BIA, and busi-
ness continuity strategy development.
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5. Stage 5—Business Continuity Plan Testing _
- - Stage 5, business continuity plan testing, tests the business
continuity plan document to ensure its currency, viability, and

completeness.

- 6. Stage 6—Business Continuity Plan Maintenance |
Stage 6, business continuity plan maintenance, maintains the
business continuity plan in a constant ready-state for execution.

Stages 1 through 5 are part of the “Plan Development Project” activi-
ties of BCP management. Stage 6 is part of “Maintain Disaster Readi-
ness” activity of BCP management.

1.5 BCP Process: Best Practices and Industry
Guidelines
The BCP process, described in the preceding section, is consistent

with business continuity best practices and industry guidelines. Fig-
ure 1-3 shows the life cycle model of the BCP process.
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Stage 5 /_\ Stage 1

Risk
Management

BC Plan
Testing

Evaluate Monitor
Test Changes
Results Stage 6 and Reassess
Risks
BC Plan '
Update
Stage 4 = ~ S Stage 2
age age
g Monitor . g
BC Plan Monitor - Changes
Development J - Changes and and Reassess
Reassess Impacts
) : Strategy
\ BC /
Strategy

Developmen

Business
Impact
Analysis

Stage 3

Figure 1-3: Six stages of the BCP process

The BCP process life cycle begins with risk management followed in
sequence by business impact analysis, business continuity strategy
development, business continuity plan development, and business
continuity plan testing. The results of each stage are used as input for
the next stage. Business continuity plan maintenance is an ongoing
activity which monitors people, resources, and technological changes
and updates the business continuity plan as needed.

The BCP process is closely associated with business continuity best
practices and guidelines such as:

e DRI International (DRII)
DRI International (DRII) defines six stages in its BCP model
[19]. Risk analysis and control, business impact analysis and
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time-sensitive business functions, and alternative business
continuity strategies are all part of the functional requirements
phase. These correspond to the first three stages in Figure 1-3,
namely, risk management, business impact analysis, and busi-
ness continuity strategy development. '

The third and fourth phases of the DRII model—the Design and
Development phase and the Implementation phase—correspond
to the business continuity plan development stage in Figure 1-3;
the fifth phase—the Testing and Exercising phase—corresponds
to the testing stage in Figure 1-3; and the sixth phase of the
DRII model—the Maintenance and Updating phase—corre-
sponds to the maintenance stage in Figure 1-3.

National Fire Protection Association (NFPA)

NFPA 1600 is a standard on Disaster/Emergency Management
and Business Continuity Programs which 1is issued by the Na-
tional Fire Protection Association (NFPA) [17]. NFPA 1600 is
endorsed by the Federal Emergency Management Agency
(FEMA). The six stages of BCP process life cycle can be
mapped to the specific subject matters described in the

NFPA 1600 standard. The activities of the risk management
stage of the BCP process life cycle are contained within the
hazard identification and risk assessment, hazard mitigation,
and resource management elements of the NFPA 1600 standard.
The activities of the business continuity strategy development
stage and the BIA stage are similar to the “Mitigation Plan” and
the “Business Impact Analysis” elements of NFPA 1600 stan-
dard, respectively. The business continuity plan development
stage is related to the “Recover/Business Continuity Plan” part
of the standard and the testing and maintenance stages are
addressed in the “Exercises, Evaluations & Corrective Actions”
element of the standard.
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e Intermational Organization for Standardization (ISO)
1ISO/IEC 17799 is an international standard for Information
Security Management issued by the International Organization
for Standardization (ISO) [22]. Business continuity manage-
ment, one of its ten security controls, emphasizes the need for a
managed process to develop and maintain business continuity
throughout the organization. The elements of this managed
process include the six stages of BCP process life cycle. The
first element deals with understanding risks, which is similar to
the risk management stage. The second element, Business
Continuity and Impact Analysis, corresponds to the business
impact analysis stage. The third element which deals with the
formulation and documentation of a business continuity strategy
is similar to the business continuity strategy development stage
of the BCP process. The fourth element addresses the formula-
tion and documentation of a business continuity plan and maps
to the business continuity plan development stage of the BCP
process. The fifth element, which includes regular testing and
updating of plans and processes, corresponds to the testing and
maintenance stages of the BCP process.



16 Chapter 1

1.6 Key'Deliverables of the BCP Process

At the conclusion of each stage of the BCP process, a report or a
document is delivered which summarizes the analysis and activities of
that stage. The information contained in a deliverable from one stage
becomes a basis for the analysis and activities involved in the next
stage of the BCP process, as Figure 1-4 illustrates. |

—

.Stage 5
Deliverable

Validated
Business
Stage 5 Continuity ’ Stage 1
— o ~
: Risk
Management

BC Plan
Testing

Stage 1
Deliverables

Monitor
Evaluate Changes
Test

Stage4 /
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Business

Continuity
Plan

r Update
Sta ge 4 %
BC Plan

Developmen

Threats, Exposures,
Risk Levels, and
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Risk Controls.

BC Plan
Maintenance

‘m Business

Monitor ' Changes impact

Changes and Reassess Analysis
and Impacts

Reassess
Strategy

Continuity Business
Impacts: Stage 2
V Critical Processes, [ Deliverables
Operational &
Financial
) ' BC Impacts, and . .
\ Strategy Recovery Requirements.

Stage 3 Strategy:
Developmen

Deliverables Alternative

Critical Resources

and Services, and
Recovery
Methods.

Stage 3

Figure 1-4: Key deliverables of the BCP process
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The following list summarizes the key deliverables of the BCP pro-
cess:

* Risk Assessment Report
A risk assessment report, which is an outcome of stage 1 of the
BCP process, identifies business disruption threats, exposures,
and risks. This report also contains recommendations to control
the risks of business disruption.

* Business Impact Analysis (BIA) Report
Stage 2 delivers a BIA report that identifies areas of the bu81-
ness that are mission-critical, the extent of the potential opera-
tional and financial impact of a business disruption, and re-
quirements for recovering from a business disruption.

e Business Continuity Strategy Report
~ As an outcome of Stage 3 of the BCP process, the business
continuity strategy report identifies viable options for recover-
ing resources and services in the event they are impacted by a
business disruption.

¢ Business Continuity Plan Document
A business continuity plan is the product of Stage 4 of the BCP
process. It contains procedures and guidelines needed to re-
cover and restore damaged resources and disrupted business
processes. Stage 5 tests the accuracy and validity of the plan.
Stage 6 ensures that the plan is maintained in a constant
ready-state for execution, through updates of the plan on a
continuous basis.
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1.7 Roadmap to this Book

The remainder of this book is organized accordin.g to the six stages of

the BCP process: risk management, business impact analysis, business

continuity strategy development, business continuity plan develop-
ment, business continuity plan testing, and business continuity plan
maintenance. S

Chapter 2 Risk Management, presents a risk management framework
for assessing risks to continuity of business operations and for devel-
oping and implementing controls to avoid or reduce risks to acceptable
levels. The chapter is organized in two main parts. The first part
introduces the key concepts of risk and explains methods for risk
assessment. The second part describes the risk management frame-
work in detail.

Chapter 3 Business Impact Analysis, introduces business impact analy-
sis (BIA) concepts; clarifies the relationship between risk assessment
and BIA; lists the benefits of a BIA; describes the methods for con-
ducting a BIA; and explains various pieces of information needed for a
BIA in the context of a disaster-to-recovery time frame. The rest of
this chapter is devoted to a step-by-step process for conducting a BIA.
The BIA process consists of several steps which analyze the impact of
disruption to the normal business operations and 1dentify the require-
ments to restore mission-critical processes.

Chapter 4 Business Continuity Strategy Development, describes a
framework for developing a business continuity strategy. The frame-
work begins with identification of recovery requirements and ends
with a set of recovery options for the business continuity strategy.
This chapter also identifies general considerations for developing a
recovery strategy and provides strategy related recommendations for
recovery contracts and service level agreements.
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Chapter 5 Business Continuity Plan Development, provides guidance
for developing a business continuity plan. The chapter describes the
type of information a plan must include to be effective for maintaining
business continuity if a disaster occurs. The chapter-introduces phases
involved in the implementation of the business continuity plan—initial
response and notification, problem assessment and escalation, disaster
declaration, plan implementation logistics, recovery and resumption,
and restoration. This chapter includes a discussion on the require-
ments for an emergency response plan.

Chapter 6 Business Continuity Plan Testing, explains the key concepts
of business continuity plan testing and provides a structured frame-
work for developing an effective business continuity test plan. The
purpose of the business continuity test plan is to aid the preparation
and execution of business continuity plan tests.

Chapter 7 Business Continuity Plan Maintenance, addresses the busi-
ness continuity plan maintenance stage. It describes various activities
needed to ensure that the business continuity plan always remains
accurate, current, complete, and in a ready-state for implementation.

Chapter 8 BCP Process: Reports and Documents Summary concludes
the discussion of the preceding chapters by presenting a summary of
the information and knowledge gained through the BCP process.

Appendix A BCP Standards, Guidelines, and Best Practices provides a
summary of key published documents that contribute to a common
body of knowledge for BCP.

Appendix B Business Continuity Resource Information, provides
information on and links to business continuity planning organiza-
tions, natural hazard and disaster organizations, and business continu-

TR
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|

ity publications. r%
Lastly, this book has a glossary containing a list of commonly used ! |
BCP terms, a reference section containing a list of references used in P
this book, and an index at the end of this book. Pk
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Appendix 1A: BCP Related Rules and
Regulations

The Foreign Corrupt Practices Act (FCPA) of 1977 [6] contains provi-
sions that prohibit publicly held companies in the United States from
bribing foreign officials. In conjunction with the anti-bribery provi-
sions, FCPA also contains accounting provisions that mandate compa-
nies to maintain and safeguard accurate business transaction records.
Violations of the FCPA provisions can result in criminal penalties for
corporations, business entities, officers, directors, stockholders, em-
ployees, and agents. The criminal penalties range from fines of_ up to
$2,000,000 and prison terms for up to five years.

The Gramm-Leach-Bliley Act (GLBA) [7], known as the Financial
Services Modernization Act of 1999, includes directives for financial
institutions to ensure security and confidentiality of customers’ finan-
cial and personal information, and to protect such confidential infor-
mation against potential threats and hazards.

Financial institutions must comply with Comptroller of Currency
Banking Circulars and Federal Financial Information Examination
Council (FFIEC) guidelines such as BC 177 (1983; revised July 1987)
[8], BC 187 [9], FIL-68-97 [10]. The banking circulars and FFIEC
guidelines require financial institutions to implement corporate-wide
contingency planning which addresses not only information technology
but also key operational areas. FFIEC guidelines, in particular, specify
the financial institutions’ boards of directors and semior management
as those responsible for ensuring corporate-wide implementation of

contingency planning.

The Computer Security Act of 1987 [11] mandates federal agencies to
establish a security plan to protect sensitive information from the risk
of loss, misuse, and unauthorized access and modification.
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The Electronic Fund Transfer Act (EFTA) [12] defines the basic rights,
liabilities, and responsibilities of consumers and organizations that
participate in electronic fund transfer systems. According to this Act
a participating organization is liable to a consumer for all damages
resulting from the organization’s failure to make an electronic fund
transfer in the correct amount or in a timely manner.

The Joint Commission on Accreditation of Health Organizations
(JCAHO) requires accredited health organizations to adapt its Emer-
gency Management Standards [13]. These standards call on JCAHO
accredited organization to address the risk of all potential hazards and
threats through development and implementation of an emergency
management plan. The accredited health organizations are also ex-
pected to test their emergency management capabilities through at
least one community-wide annual drill.

STy
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Chapter 2
Risk Management

2.1 Chapter Overview

Fires, floods, earthquakes, IT system failures, and equipment breakdowns
are a few examples of events that threaten businesses with potentially
disastrous consequences—such as loss of lives, damaged facilities, inoper- 5
able systems and equipment, financial losses, and environmental damages. :
By ignoring various threats and their adverse consequences, organizations -
expose themselves to unwarranted risk of business interruptions. While it
is often difficult to completely eliminate such risks, organizations can
reduce them to acceptable levels through effective use of risk management
methods.

The chapter is organized into two main parts. Section 2.2 Risk Concepts
introduces the key concepts of risk and explains methods for risk assess-
ment. Section 2.3 Risk Management Framework describes a risk man-
agement framework and its seven phases. Appendix 2A Risk Assessment
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Data Collection Process at the end of this chapter explains the process of
collecting the data needed in the first phase of the risk management frame-

work (Risk Assessment).

2.2 Risk Concepts

Risk concepts help to explain, measure, and assess risks and they must be
able to address these requirements: |

e Capture what is meant by the term risk through a representation of
risk and its components

e Define metrics for measuring risk

* Define methods for risk assessment

These requirements are addressed in Section 2.2.1 through to Section
2.2.3:

e Section2.2.1 Risk Representation describes risk through its com-

ponents and their relationships.
e Section 2.2.2 Risk Measurement Metrics explains two commonly

used metrics for measuring risk.
e Section 2.2.3 Risk Assessment Methods describes two common

methods for assessing risks corresponding to the metrics explained'
in Section 2.2.2.

2.2.1 Risk Representation

Risk is a part of our everyday activities, for example, an accident caused
by a driver under the influence of alcohol. In this example, risk can be

AT SR LT R T s
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characterized in terms of these components:

¢ Threat—possibility of an accident caused by a drunk driver; and
* Consequences—the accident results in damage to the car, loss of
* life, or personal injury. '

Threat and its consequences are the two main components central to the
definition of risk. Figure 2-1 represents the risk of a car accident through
its two components.

Threat L Conseque'nces

AND :
Possibility of a car Expected damage to the
accident caused by a car, loss of life, or bodily
drunk driver injury caused by the car

accident

Figure 2-1: Representation of risk for the car accident example

Depending on the risk assessment and management requirements, the threat
component of risk can be further decomposed into subcomponents to
convey additional threat related information such as

* the likelihood of the threat,

* the threat event,

e the source of the threat, and

* the category of the threat source.

T AL L L L i L RS TR
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Figure 2-2 expands the threat component in Figure 2-1 to show the threat
subcomponents. The car accident represents the threat event, and the -
drunk driver represents the threat source. The likelihood of the threat is
expressed as the probability that a drunk driver will cause a car accident.
Figure 2-2 assumes this probability to be 60 percent, that is, the drunk
driver will cause an accident 6 out of 10 times that he/she drives the car.

60 percent ' . |
probability Risk |
that a car
accident will
occur by a Threat Consequences
drunk driver _
\ AND
Likelihood
AND 5
Threat Threat
Expected damage to the B
Source Event car, loss of life, or bodily - ‘
I I ‘ injury caused by the car
Drunk driver Car accident accident

Figure 2-2: Decomposition of the threat component into its
subcomponents

Threat sources are classified into three general categories: natural, techni-
cal, and human. For instance, the threat source (drunk driver) for the car
accident example belongs to the human threat source category. Table 2-1
in Step 1 Threat Source Identification of Section 2.3.1 Risk Assessment
lists examples of natural, technical, and human threat sources. -

The representation of risk used to describe the car accident example is
applicable to business related risk as well. Consider an ice storm scenario
which threatens the power supply of a business. The business depends on
the power supply to support its office facility and computer center.
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Figure 2-3 captures the risk associated with the ice storm scenario. In this
figure, the ice storm represents the threat source. The threat event is the
power outage resulting from the ice storm. As a consequence of the power
outage, the computer center and the office facility could become partly |
inoperable. The loss is expected to be $2.5 million in lost revenue. This
example assumes that the likelihood of the power outage to be once every
four years or 25 percent in an annualized term. :

25 percent

probability Risk
that a power
outage will
occuras a Threat ~Consequences
result of an 1
ice storm AND
Likelihood
AND Expected loss of revenue as
a result of the computer
center and office facility
Threat Threat shut-down: $2.5 Million
Source Event
Ice storm Power outage

Figure 2-3: Representation of an example business risk

2.2.2 Risk Measurement Metrics

There are two basic categories of risk metrics used for measuring and
comparing risks: quantitative and qualitative. Quantitative metrics use
numerical values to measure risks, such as a value of $250,000 used for
the annualized risk of damage to a building due to a threat of an earth-
quake. Compared to the quantitative metrics, the qualitative metrics use
values such as low, medium, or high to describe the annualized risk of
damage to the building structure due to a threat of an earthquake.
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Figure 2-4 uses quantitative metrics to represent the risk described in the
ice storm example. The consequence of the power outage is stated in
quant‘itative terms as an expected loss of $2.5 million. Based on this loss
and probability value of 25 percent, the risk value is expressed quantita-
tively as $625,000.

25 percent . :
probability - Risk Risk value: $625,000
that a power
outage will \
occur as a Threat Consequences
result of an Quantitative

ice StOI’m AND " Metrics

Likelihood /

AND Expected loss of revenue as
a result of the computer
center and office facility
Threat Threat shut-down: $2.5 Million
Source Event
Ice storm Power outage

Figure 2-4: An example of risk using quantitative metrics

Figure 2-5 shows the risk involved in the ice storm example using qualita-
tive metrics. The consequence of the power outage is stated in a qualita-
tive term as a “high” business impact. The risk is also expressed qualita-
tively as a value of “low” which is derived from the “high” business impact
and the threat probability of 25 percent.

Qualitative risk metrics involve simpler computations and require less time
compared to the quantitative metrics. Their main drawback is that the risk
values are subjective and non-repeatable because they are based on
judgments.
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25 percent - .
probability 7 Risk —— Riskvalue:Low -

that a power ,
Consequen‘s ‘

outage will
occur as a Threat

Qualitative
Metrics

result of an

ice storm \ AND
_ Likelihood . /

AND Expected Business
Impact: High
Threat Threat
Source Event
Ice storm Power outage

Figure 2-5: An example of risk using qualitative metrics

Quantitative risk metrics are derived algorithmically using probability and
other mathematical functions. Their main limitation is that considerable
time and effort are required to gather and analyze data, and to explain the
results.

2.2.3 Risk Assessment Methods

A risk assessment method determines the risk value based on the values for
the likelihood and the consequences of a threat. Annualized Loss Expect-
ancy (ALE) and Annualized Impact Expectancy (AIE) are two examples of
risk assessment methods. These methods differ with respect to the types
of metrics used to determine the risk values. The ALE method is based on
quantitative metrics, whereas, the AIE method uses qualitative metrics.
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AIE is suited for situations where the consequences of threats can be
characterized quantitatively. For cases in which the quantitative data is
complex and difficult to obtain, AIE is a more viable option compared to
ALE.

Annualized Loss Expectancy (ALE) Method

ALE determines risk values based on the values of its two components:

1. Annualized Rate of ;fh'reat Occurrence (ART)
2. Single Loss Expectancy (SLE)

Figure 2-6 shows a mapping of the ALE method’s components to the
components of risk described in Section 2.2.1 Risk Representation.

Annualized Rate of Annualized Loss
Threat Occurrence Expectancy
(ART) : (ALE)
Y4 (Power outage Risk Risk value: $625,000

OCCurs once every
four years as a result

of an ice storm) Threat Consequences
\ AND
Likelihood
AND Expected loss of revenue from a
: single impact of power outage to
Y the computer center and the
Threat Threat _ office facility: $2.5 Million
Source Event /
| I Single Loss
lce storm Power outage Ex':gf_té)" <y

Figure 2-6: A mapping of ALE coﬁlponents to the risk representation
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According to the mapping, ART refers to the threat likelthood asan annual-
ized term, and SLE represents the consequence for a single impact of the
threat. In addition, the Annualized Loss Expectancy value corresponds to
the risk value. |

The value of ALE is derived from ART and SLE using the formula |

ALE = Single Loss Expectancy (SLE) * Annua.lized Rate of Threat
Occurrence (ART) |

where

Single Loss Expectancy (SLE) = Asset Loss Potential
Value (ALPV) * Exposure Factor (EF).

The Asset Loss Potential Value (ALPV) measures the potential for a
“monetary loss if the entire asset is impacted by a threat event. The Expo-
sure Factor (EF) indicates the percentage of the Asset Loss Potential Value
exposed to a single occurrence of a threat event.

For the ice storm example, assume that the loss potential is $10 million, if
the entire computer system within the computer center is impacted by the

power outage. In other words, the ALPV is $10 million. The exposure
factor is assumed to be 25 percent of the ALPV for a single occurrence of
power outage. According to the formula above, the SLE is calculated as -

$10,000,000.00 * 25/100 = $2,500,000.
The ice storm may occur at a rate of once every four years. The Annual-
ized Rate of Threat Occurrence (ART) is therefore Ya. Given these values

of SLE and ART, ALE is computed as

$2,500,000 * ¥4 = $625,000.

N T T R e
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Annualized Impact Expectancy (AIE) Method

The AIE method measures risk in qualitative terms based on the values of

its two components:

1. Annualized Rate of Threaf Occurrence (ART)
2. Single Impact Expectancy (SIE)

Figure 2-7 shows a mapping of the AIE method’s components to the
components of risk as described in Section 2.2.1 Risk Representation.
According to this mapping, ART refers to the likelihood of the threat as an
annualized term, and SIE represents the consequence for a single impact of

Annualized Rate of | - -1 Annualized Impact
Threat Occurrence Expectancy
(ART) (AIE)
V4 (Power outage Risk —— Risk value: Low

OCCUrs once every
four years as a resuit

of an ice storm) Threat Consequences
\ AND
Likelihood
AND Expected Business Impact: 80
(where a value of 1 isthe lowest
impact and a value of 100 is the
Threat Threat highest impact)
Source Event /
| | Single Impact
Expectancy -
Ice storm Power outage (SIE)

Figure 2-7: Relationship between AIE method and risk value, threat
likelihood, and consequences
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the threat as a qualitative numeric value. In addition, the Annualized Im-
pact Expectancy value corresponds to the risk value.

The value of AIE is derived from ART and SIE using the formula

AIE = Single Impact Exposure (SIE) x Annualized Rate of Threat
Occurrence (ART) |

where SIE expresses the impact of a single threat event occurrence as a
numeric value. For instance, SIE can be represented with a value selected
from 1 to 100 such that a rati‘hg-of 1 represents lowest impact and a rating
of 100 indicates highest impact._f The meaning of ART is the same a_s itis -
used in the ALE calculation.

For the ice storm example, assume that the expected rate of an ice storm is
once every four years. The annualized rate of threat occurrence (ART) is
therefore %4. The magnitude of the impact is considered to be high with a
numeric SIE value of 80 because of the critical operational importance of
the computer center to the entire organization. Based on the values of SIE
and ART, the AIE is

- 80 * 1 =20.

The numeric AIE value can be mapped to a more meaningful qualitative
term by creating a mapping between the range of values and qualitative
terms. A simple example of this mapping is given below:

e High: if the numeric value is between 67 and 100
e Medium: if the numeric value is between 34 and 66
e Low:if the numeric value is between 1 and 33

According to the above mapping, the power outage caused by an ice storm
1s considered a “low” risk to the organization.
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2.3 Risk Management Framework

This section describes a risk management framework for assessing risks to
business continuity and for developing controls either to prevent risks from
occurring, or to reduce their impact to acceptable levels. The framework
is divided into seven phases as depicted in Figu‘re 2-8. The phases in the
framework are - -

* Phase I: Risk Assessment,

* Phase II: Risk Control Options Assessment, .
* Phase III: Risk Controls’ Cost and Effectiveness Assessment,
* Phase I'V: Risk Reporting,

¢ Phase V: Risk Control Decision,

* Phase VI: Risk Control Implementation, and

* Phase VII: Risk Monitoring and Control.

The outputs from phases I, 11, and III are used in Phase IV to prepare a
report of the risk assessment to management. Theses outputs include the
following information:

1. Threats to Business Continuity
Phase I identifies potential threats to the organization.

2. Risks Associated with the Threats
Phase I determines the consequences, exposed critical assets, and
magnitude of risk corresponding to each threat.

3. Options Available for Controlling Risks
Phase II assesses the options available for eliminating or reducing
the risks identified in Phase I.
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Figure 2-8: Risk management phases

4.Cost of Risk Control Options
Phase I1I estimates the cost of implementing the control options
identified in Phase II.

5. Effectiveness of Risk Control Options

Phase III measures the effectiveness of risk control options by
assessing, through the use of Phase I, the expected reduction in
the magnitude of risk if the control options are implemented.
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6.Comparison of Costs and Effectiveness of Control Options
Phase III compares the cost of implementing risk control options
with the effectiveness of risk control in reducing the risk.

In Phase V, management reviews the report and decides which options are
appropriate for controlling the threats. The decision is based on the as-
sessment and comparison of the implementation costs and the effectiveness
of the options in reducing the risk. Phase VI implements the risk control
options selected in the preceding phase. Phase VII is an on-going process
that monitors and controls risks to the organization.

2.3.1 Phase I: Risk Assessment

Risk assessment is a process that begins with the identification of potential
threats to an organization and ends with a set of risk values for those
threats. Figure 2-9 describes a risk assessment process consisting of six
main steps:

Step 1: Identify Threat Sources

Step 2: Identify Threat Events

Step 3: Identify Consequences

Step 4: Assess Single Loss (or Impact) Expectancies
Step 5: Assess Likelihoods

Step 6: Derive Risk Values

The risk assessment process is founded on the risk concepts introduced in
Section 2.2 Risk Concepts, and it accommodates both the ALE and AIE
methods as explained in Sections 2.2.3 Risk Assessment Methods. Be-
fore starting this phase, either ALE or AIE methods must be selected.
Appendix 2A of this chapter describes a process of collectmg the data
needed to conduct the assessment in this phase.
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Figure 2-9: Risk assessment process

Step 1: Identify Threat Sources

The first step in the risk assessment process is to identify a list of potential
sources of threat to an organization. The output of this step is a list of
threat sources from natural, technical, and human threat source categories.
Table 2-1 shows examples of threat sources and their categories.
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Natural Threats Technical Threats Human Threats

Fire E'Iectric.:al power Hacker

disruption
Earthquake Computer disk failure Computer virus
Tornado Computer server failure | Disgruntled employee
Snow storm sggtware application Robbery

| Heating and

Ice storm air-conditioning Vandalism

equipment failure

Voice or data
High wind communication service | Terrorism

failure _ .

' . . Water or gas plumbing | Work related accident
Volcanic eruption leaks (Chemical spill, Fire, etc.)
Deadly disease . :
epidemic Energy shortage Work place violence
Typhoon Network failure Arson
Flood Plane crash Strike
Heat wave Nuclear disaster War

Table 2-1: Threat source categories and example threat sources

Step 2: Identify Threat Events

Step 2 determines the threat events that can occur as a result of the threats
identified in Step 1. The output of Step 2 is a list of threats represented as
a combination of threat source and threat event. Table 2-2 lists three
examples of threat events as an example output of Step 2. A power outage
and unsafe driving conditions are two possible events that can occurasa
result of an ice storm. The power outage occurs when the power lines are
damaged by the ice. The unsafe driving condition occurs when roads
become icy from the ice storm. Another example of a threat source is a
hacker who obtains unauthorized access to the company’s e-commerce
website.
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Threat Threat
Source Event
Ice storm Power outage
lce storm Unsafe driving conditions “
Hacker Unauthorized e-commerce
website access :

Table 2-2: Example output of Step 2

Step 3: Identify Consequences

Step 3 determines the consequences of threats identified in steps 1 and 2.
In addition to the threats, a list of assets that are critical to the orgamzatlon
are required in Step 3 to assess the damage. The assets generally include
business processes, information, and resources (such as systems, equip-
ment, and people).

For each threat event, Step 3 first selects the assets (from the list of as-
sets) that can be impacted by the threat event. Next, Step 3 describes the
consequences in terms of the ways these assets can be affected by the
threat event.

The following is an example list of assets assumed to be critical to the
organization:

1. Computer center
2. Staff
3. Clients’ personal information

Table 2-3 summarizes the consequences identified in Step 3 for the list of
threats in Table 2-2, and the critical assets exposed to these threats.
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Threat Threat Event Critical Asset Consequence .
Source
Ice storm | Power outage Computer center Computer systems
shutdown
Ice storm Unsafe driving Staff ‘| Shortage of staff
conditions 7 '
Hacker Unauthorized Clients’ personal Unauthorized
access to the information access to personal
company’s information
e-commerce site

Table 2-3: Examples of threat consequences

A power outage can impact the computer center (a critical resource) i
leading to a shutdown of its computer systems. The ice storm can also .
impact the staff (a critical resource) if the road conditions become unsafe
and prevent staff from travelling to work. Therefore, a consequence of : g
unsafe road conditions is a shortage of staff. Anunauthorized access to
the company’s e-commerce website by a hacker may result in an unautho-
rized exposure of clients’ personal information.

The output of Step 3 is a list of exposed critical assets and consequences
corresponding to the list of threats identified in Step 2.

Step 4: Assess Single Loss (or Impact) Expectancies

Step 4 measures the consequenceof a'threat_ (identified in Step 3) as either
a Single Loss Expectancy (SLE) or a Single Impact Expectancy (SIE),
depending on the choice of ALE or AIE risk assessment method deter-
mined at the beginning of Phase I. Both SLE and SIE are described in
Section 2.2.3 Risk Assessment Methods. Section 2.2.3 also explains the
ALE and AIE risk assessment methods.
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The SLE quantitatively measures the portion of the overall value of the
critical asset and resources exposed to the risk. Figure 2-6 shows the SLE
as $2.5 million for the ice storm example (see Annualized Loss Expect-
ancy (ALE) Method in Section 2.2.3 Risk Assessment Methods). It
assumes that the computer center’s Asset Loss Potential Value is estimated
to be $10 million with a 25 percent Exposure Factor. |

The SIE measures the exposure of the critical assets to the conséquences |
(or impact) of a threat event in qualitative terms such as lJow, medium, and
high. Figure 2-5 describes the exposure of computer center to the impact
of a power outage with an SIE value of “high” (see Annualized Impact
Expectancy (AIE) Method in Section 2.2.3 Risk Assessment Methods).

The output of Step 4 is a list of

e threat consequences, and their
 Single Loss Expectancy (SLE) values or Single Impact Expectancy
(SIE) values.

Step 5: Assess Likelihoods

Step 5 assesses the likelihood of a threat as the Annualized Rate of Threat
Occurrence (ART). As explained in Section 2.2.3 Risk Assessment Meth-
ods, ART represents the likelihood of a threat occurrence in an annualized
term. In Figure 2-6, ART is represented with a value of % to indicate that
a power outage (caused by an ice storm) can occur once every four years.

The output of Step 5 is a list of ART values corresponding to the threats
identified in Step 2.
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Step 6: Derive Risk Values

Based on the output of steps 2, 4, and 5, Step 6 computes the risk value
using either the ALE or the AIE method. Both ALE and AIE methods are
explained in Section 2.2.3 Risk Assessment Methods. The ALE is derived
using the formula ‘

ALE = Single Loss Exposure (SLE) * Annualized Rate of Threat
Occurrence (ART)

where SLE and ART are outputs of Step 4 and Step 5, respectively.

The AIE is derived as

AIE = Single Impact Expectancy (SIE) * Annualized Rate of Threat
Occurrence (ART)

where SIE and ART are outputs of Step 4 and Step 5, respectively.
The output of Step 6 1s a list consisting of

¢ threats,
* threat consequences, and
¢ risk values.

Table 2-4 shows the result of Step 6 for the ice storm example using the
ALE method. Table 2-5 shows the result of Step 6 for the ice storm
example using the AIE method and the following mapping of qualitative
terms to numeric values:

e High: if the numeric value is between 67 and 100
e Medium: ifthe numeric value 1s between 34 and 66
e Low: if the numeric value is between 1 and 33
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Result of Step 6 ALE
Components
Threat | Threat | Consequence | Risk Value: | SLE | ART
Source | Event ALE .
Ice Power Computer system | $625,000 $2.5M | %
storm outage shutdown ($2.5M x 14)

Table 2-4: Result of Step 6 with the ALE method .

Result of Step 6 ~AIE
Components
Threat | Threat | Consequence | Risk Value: SIE | ART
Source | Event AlE
Ice storm | Power | Computer system | Low (or a High (or a Va
outage | shutdown numeric numeric
value of 20 = | value of
80 x %4) 80)

Table 2-5: Result of Step 6 with the AIE method

2.3.2 Phase lI: Risk Control Options Assessment

Phase II of the risk management framework 1dentifies available options for
controlling the risks of threats assessed in Phase I. Risk control options
can be divided into four different categories:

1. Risk Acceptance—accept the risk and do nothing /oy e
2. Risk Avoidance—avoid the risk altogether

3. Risk Reduction—reduce the risk to an acceptable level
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4 Risk Transfer—transfer the risk to another entity or organization
(e.g. to an insurance company or service provider)

A risk acceptance control option may be adopted as a control if, for
instance, all other options are extremely costly. Another reason for ac-
cepting risk is when a threat has a negligible risk associated with it.

The most preferred control option is risk aveidance, but in many cases it
may be either impractical or cost prohibitive.

A risk redhc’tion control option is the preferred option next to arisk
avoidance control option. The first step in reducing risk is to determine an
acceptable risk level for a given threat; the second step is to explore
control options that lower the current risk level to the acceptable level.

A risk transfer control option is used to transfer the risk to another
organization that can compensate for the loss or impact caused by a dis-
ruptive event. For instance, risk can be transferred to an insurance com-
pany through an insurance policy that covers the losses from a disruptive
event. Risk can also be transferred to a service provider through an
agreement that requires the service pro‘vider to compensate the organiza-
tion for any service disruption.

Risk transfer can be used in conjunction with risk reduction—risk is re-
duced to a certain level through risk reduction, and the remaining risk is
addressed through risk transfer. -

As an example application of this phase, consider an organization that
delivers mail and parcels overnight and has its facility directly next to an
airport—where the risk of a plane crash is considerably higher than loca-
tions that are away from the airport. Table 2-6 lists four risk control
options for this example.

The first option belongs to the risk avoidance control category. This
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- 'Risk Control Options Risk Control

Category

1 | Relocate the main facility to Risk Avoidance

a safe distance away from

the airport ' ,

2 | Relocate the main facility to | Risk Reduction

a location a few miles away

from the airport

3 | Distribute the main facility Risk Reduction

over three different locations

spread around the airport : ,
4 | Purchase a plane, crash Risk Transfer

1~ [ insurance policy -

Table 2-6: Examples of risk control options

option avoids the risk by relocating the main facility to a safe area away
from the airport.

The second and third options are from the risk reduction control catego-
ries. The second option reduces the risk of a plane crash by relocating the
main facility to an area only a few miles away from the airport. Similarly,
the third option reduces the risk by distributing the main facility to three
different locations spread around the airport.

The fourth option is from the risk transfer control category. This option
transfers the risk by purchasing an insurance policy that covers the losses
to the organization resulting from a plane crash.

The cost and effectiveness of the options in Table 2-6 are explored in the
next section.

e T LR L
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2.3.3 Phase llI: Risk Controls’ Cost and Effectiveness
Assessment

The control options identified in Phase II can differ in their implementation
cost and in their effectiveness in controlling the risk. The objective of
Phase I1I is to assess the cost and effectiveness of the control options
identified in Phase II. | |

There are three main steps in Phase III. The ﬁrSt'step estimates the total

cost of implementing the risk control option; the second step assesses the
effectiveness of control options in reducing the current risk; and the third

step compares the cost with the effectiveness of control options.

Step 1: Cost of Control Options

The total cost for an option is measured in monetary value and includes the
costs related to

equipment/material,

shipping,
service and labor,

® taxes,
® insurance,

rent, and
* maintenance.

Table 2-7 lists the example costs for fmplementihg the options of
Table 2-6.

The cost of options 1 and 2 is estimated to be $200 M, which are the
highest costs compared to the costs of other options, because both involve
relocation of the entire main facility to another location. The cost of imple-
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Risk Control Risk Option Cost
Options Control
_ R » Category :
1 | Relocate the main Risk Avoidance | $200 M

facility to a safe
distance from the
airport

2 | Relocate the main Risk Reduction $200 M
facility to a few miles - R R
away from the airport :
3 | Distribute the main | Risk Reduction | $50 M
facility over three ' _
different locations
spread around the

airport : .
4 Purchase a plane Risk Transfer - | $100 M over 20 -
crash insurance policy : o year period (or

$5 M per year)

Table 2-7: Examples costs of risk control options

menting option 3 is $50 M and it is much lower than option 1 and 2 be-
cause only a part of the main facility is to be relocated. The cost of option
4 is $100 M over a period of 20 years (or $5 M per year) to purchase an
insurance policy to cover the losses in the event of a plane crash.

Step 2: Effectiveness of Control Options

To assess the effectiveness of the control options of Table 2-7, the current
risk value without any control options must determined first. Table 2-8
shows the results of Step 6 Derive Risk Values, of Phase I, for the mail
and parcels organization without implementing the risk control options
described in Table 2-6.
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The risk value (Annualized Loss Expectancy) is estimated to be $20 M
with the single loss expectancy (SLE) of $600 M and the likelihood of a
plane crash of once in 30 years. The SLE takes into account po’itential loss
of assets and impact from of loss of life such as loss ofrév_@p@e_ and legal
liabilities. " |

i Sy
Ry -

Likelihood

Threat | Threat | Consequence Risk Value:
Source | Event ALE -
Aircrafts | Plane Damage to'the $20 M (or A
crash main facility and | $600 M x 1/30) - |t
loss of life :

Table 2-8: Assessment of risk value for the exa’mpl‘e threat of a
plane crash ’

Table 2-9 lists new risk values and their effectiveness in reducing the
original risk when the risk control options described in Table 2-6 are

implemented.

The risk value without implementing any risk control options is $20 M.
The new risk values are obtained by applying Phase I, risk assessment, to

each control option:

e Option 1 reduces the likelihood of a plane crash from once every
30 years to once every 5000 years. As a result, the risk is reduced
to anegligible value 0f $0.12 M from the current risk of $20 M.
The risk reduction is $19.88 M. -

* Option 2 achieves a risk reduction of $10 M because the likelihood
of a plane crash is reduced to once every 60 years.
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‘Risk Risk Option Option’s ‘Risk
Control Control Cost Risk Value: | Reduction
Options Category ALE _

Relocate the Risk - $200 M $0.12M(or = | $19.88 M
main facility to | Avoidance $600 M x (or $20 M —
a safe distance 1/5000) witha | $0.12M) -
from the airport likelihood of

once.every

5000 years
Relocate the | Risk $200 M $10 M (or $10M
main facility to | Reduction $600 M x 1/60) | (or $20 M -
a location a with a $10 M)
few miles away likelihood of o
from the airport once every 60

years
Distribute the | Risk $50 M $6.7 M (or | $13.3 M
main facility to | Reduction $600 M x 1/3 x | (or $20 M —
three different ' 1/30) ' $6.7M)
locations : "

- spread around
the airport
Purchase a Risk $100 M 0 $20 M
plane crash Transfer over 20 (or $20 M — 0)
insurance year
policy period (or
$5 M per
year)

Table 2-9: Risk values for examples risk control options

e Option 3 achieves arisk reduction of $13.3 M by distributing the

main facility to three different locations, thereby reducing the likeli-

hood of a plane crash by 1/3rd of the current likelihood value of

once every 30 years.

* Option 4 achieves a risk reduction of $20 M by compensating for

any losses through an insurance policy.
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Step 3: Cost-Effectiveness Comparison of Risk Control Options
‘The purpose of this step is to facilitate the selection of the best risk control
options through a comparison of their costs and risk reduction effective-
ness values. This section presents an approach that simplifies the compari-
son of risk control options. The approach focuses on the cost of achieving
a unit of risk reduction for each option. The cost per unit of risk redﬁctio_n
is determined by the formula '

Cost per Unit of Risk Reduction (CURR) |
= Cost of Control Option / Risk Reduction.

The CURR value can help management to select the best option from the
risk avoidance, risk reduction, and risk transfer control option categories.
A-risk control option with a low CURR value is preferred over a risk
control option that has a high CURR value. Alow CURR value indicates
that the cost of reducing the risk is low when compared with a high CURR
value. Table 2-10 indicates the Cost per Unit of Risk Reduction for the
control options of Table 2-9.




Table 2-10: Cost per unit of risk reduction for example options

The CURR value for option 3 is the lowest at $3.75. Option 4 has the

next lowest CURR value of $5. Option 1 has the third lowest CURR value’
of $10.06. Option 2 has the highest CURR value of $20.

Risk Management 51
| Risk Risk - Option | Risk Cost per
Control Control Cost Reduction | Unit of Risk
Options Category Reduction
(CURR)

1 | Relocate the Risk $200 M $19.88 M $10.06
main facility to | Avoidance :
a safe distance
from the airport

2 | Relocate the Risk $200 M $10M $20.00
main facility to | Reduction :
a location a few
miles away
from the airport

3 | Distribute the Risk $50 M $13.3 M $3.75
main facility to { Reduction '
three different
locations
spread around
the airport _

4 | Purchase a Risk $100 M $20 M . $5 (assuming
plane crash Transfer over 20 the cost of $100
insurance year M over 20 year
policy period (or period)

$5 M per
year)

According to the CURR values, option 3 can be recommended to manage-

ment as the best risk control option. Because of a relativély small differ-
ence between the CURR values of Option 3 and Option 4, Option 4 can

also be recommended as the next best option.
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In summary, Phase III provides the following information regarding each

risk control option:

1. Cost of implementing the risk control option
2. Effectiveness of the risk control option in reducing the current risk
3. CURR value of the risk control option

2.3.4 Phase IV: Risk Reporting

Once phases I, I, and HI are completed, Phase IV documents their results
in a risk assessment report. The risk assessment report is presented to
management and includes the following:

1. Threats and risks identified in Phase I;
2. Critical assets exposed to the threats;

3. For each threat event, a list of risk control options and their catego-

ries; and

4. For each risk control option
a cost of implementing each risk control option
b risk reduction effectiveness
¢ cost per unit of risk reduction (CURR values)
d the bestrisk control options based on their CURR values.

Moreover, the risk assessment report must document

1. the scope of the risk assessment — for example, the scope may
define the areas of the business, types of threats, types of critical
assets covered by the risk assessment;
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2.assumptions used in the risk assessment;

3. therisk assessment method used in the assessment; and
4. the source of data used in the assessment.

Before presenting the risk assessment report to management, the contents
of'the report must be reviewed to determine the following:

1. Relevance and significance of the threats and risk, identified in the
report, to the organization;

2. Validify of the assumptions used in the report;

3. Accuracy of the cost estimated for implementing control options;
and

4. Best control options recommended in the report.

The risk assessment report may need revisions and updates in the event
that the review reveals errors, inconsistencies, or inaccuracies in risk

assessment.

2.3.5 Phase V: Risk Control Decision Pr0cessl

The risk assessment report prepared in the preceding phase is presented to
management in this phase. Management reviews the report and chooses

the best risk control option.

The first step in the decision process is to establish a range of Acceptable
Risk (AR) values to help with the decision process. The range of AR
values indicates the level of risk management is willing to tolerate for any
given threat. |
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The second step in the decision process is to select threats with a tolerable
level of risk by comparing their current risk values with therange of the AR
values. The risk acceptance control option is adopted for the selected
threats if their current risk values are within the range of AR values. In
other words, management 1s willing to accept the risk associated with the
selected threat and ignore any options specified in the report for avoiding
or minimizing the risk. ' |

The third step in the decision process focuses on threats with current risk
values outside the range of AR values. For each of these threats, risk |
control options that can either reduce the risk to an acceptable level or
eliminate it completely are selected as implementation candidates.

The fourth step in the decision process is to determine the single most
appropriate risk control option for each threat. This decision can be based
on management’s objectives such as to ensure that the risk control option
for athreat

1. minimizes the cost per unit of risk reduction (or has alow CURR
risk value),

2. minimizes disruption to the organization as a result of implementing
the risk control option,

3. minimizes the impact to the shareholders,

4. avoids additional operational costs once the control is implemented,
and

5. minimizes the length of time and effort needed to complete the
implementation.

The outcome of this phase is a range of AR values and a list of risk control

4
3
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options—representing the risk control decisions of management—for each
threat identified in the risk assessment report. :

2.3.6 Phase VI: Risk Control Implementation

This phase aims to implement the risk control decisions of management.
This phase must be tailored to the project implementation guidelines and
procedures established by the organization. In general, this phase can be
divided into three main steps for each risk control option.

The first step is to conduct a feasibility study for implementing the risk
control option. The feasibility study should determine whether or not the
control option is operationally, technically, economically viable. The
findings of the project feasibility study are documented in a project feasi-
bility report to be presented to the management. -

In the second step, the feasibility report and a request for project funding
is presented to management. Management reviews the report to decide

whether or not to approve the project funding request.

The third step implements the risk control project only if management

approves the risk control project and its funding requirements. A complete

project implementation plan is developed and executed in this step.

2.3.7 Phase VIl: Risk Monitoring and Control

This phase represents an on-going monitoring and control of the changes in
the existing threats and addition of new threats to the organization. The
risk monitoring and control phase conducts periodic risk assessments and
risk audits to evaluate changes in the threats and risks to the organization,
and implements appropriate risk control options. Periodic risk assess-
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ments and identification of risk control options is achieved through the
methods explained in phases I through VI. Phases IV, V, and VI are used
to select and implement appropriate risk control options. This phase '
becomes a part of the BC plan maintenance stage of the BCP process.
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Appendix 2A: Risk Assessment Data Collection
Process

Phase I risk assessment of the risk management framework involves a
‘process of collecting risk assessment data. This data is used to determine

the values for the components of risk:

e Threat source

* Threatevent

e Threat likelihood

* Threat consequence

The data collection f))rocess for the risk assessment must be based on a
thorough analysis of the organization’s external and internal areas of risk
exposures and concerns. Examples of external areas of risk exposures and
concerns for an organization include the following:

1. Geography
Is the company site located in a region with a potential for natural
disasters such as earthquakes, tornadoes, and floods?

2. Proximity
Is the company site situated close to a hazardous site such as a
nuclear power plant, chemical factory, or an airport?

3. Accessibility
Is the work site difficult to access in the event of a disruption such
- as atransportation mishap, strike, civil disorder, or bomb threat?

4. Dependency
Is the company dependent on external business partners such as
suppliers, customers, and financial institutions?
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The following are examples of internal areas of risk exposures and con-
cerns: ‘

1. Personnel
a. Isthere apotential for threats from disgruntled employees?
b. Isthere a dependence on rare skilled workers?
c. Does the work involve risks to an employee’s health and safety?

2. Systems and Equipment
a. What is the failure rate of systems and components?
b. What is the age of the systems agd components?
c. Isthere a potential for equipment theft?
d. Isthere a possibility of accidental damage?

3. Facility

a. Are there physical weaknesses in the building plan and struc-
ture? |

b. Isthere a building security exposure?

c. Are there electrical hazards within the facility?

d. Arethe plumbing and water supply lines exposed to potentially
harmful conditions such as rust or extreme weather?

e. Isthere regular maintenance of heating, ventilation, and air-
conditioning systems? |

4. Hazardous Material
a. Isthere a potential for mishandling of hazardous material?
b. Isthere a potential for hazardous material leaks or spillage?
c. Are hazardous materials stored in a safe and secure location?

5. Confidential Data and Vital Records
a. What are the threats to confidential data/information and vital

records?
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b. Are confidential data and vital records stored in a safe and
secure location?

There are a number of sources that can provide the data needed for risk
assessment. A list of potential data sources is given below:

 Existing no-smoking and clear-desk policies;

* Existing contingency plans; :

* Current safety permits that cover fire alarms, ﬁre extmgmshers fire
escape plans, and sprinkler systems;

* UPS and secondary power generators;

* Security monitoring systems;

* Security policies;

* Off-site backup contracts;

e Service level agreements;

* Disaster insurance policies;

* Problem and service maintenance records of systems, equipment,
and building infrastructure;

* Known threats identified by private and government sectors;

o Statistics published by disaster control agencies;

* Log of IT security breaches detected through Intrusion Detection
System (IDS); and |

* History of criminal activities in the region recorded by the local -

police department.
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Chapter 3
Business Impact
Analysis

3.1 Chapter Overview

The Business Impact Analysis (BIA), which is conducted in the second

stage of the BCP process, analyzes the financial and operational impact of ‘
disruptive events on the business areas and processes of an organization. -
The financial impact refers to monetary losses such as lost sales, lost E
funding, and contractual penalties. Operational impact represents

non-monetary losses related to business operations, and can include loss of

competitive edge, damage to investor confidence, poorcustomer service,

low staff morale, and damage to business reputation.

The BIA identifies the following information:

e Mission-critical areas of the business and their processes
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* Extent of potential operational and financial impact to the organiza-
tion
* Requirements for recovering disrupted critical business processes

The findings of the BIA enable an organization to determine the extent of
the overall effort needed to recover from a potential business disruption .
thereby paving the way for developing the business contmmty strategy and
business continuity plan.

The main objective of this chapter is to familiarize the reader with the key
concepts and elements of the BIA and describe a step-by-step process for
conducting it. This chapteris divided into elght sections: Sectlons 3. 2 to
3.7 introduce the key concepts of the BIA; Section 3.8 explams the steps
involved in the BIA process; and Section 3.9 concludes the chapter with a
discussion of a report to summarize the BIA findings.

3.2 Risk Management and BIA

The risk management stage precedes the business impact analysis stage in
the BCP process depicted in Figure 1-3. The risk management stage
assesses possible business continuity threats and risks to the organization.
The overall objective of the risk management stage is to control these risks
through one or more risk control options: risk acceptance risk avoidance,
risk reduction, and risk transfer. '

" There are many factors associated with the risk control options—such as

cost, effort, and feasibility—that often restrict management to only two
options: risk reduction or risk acceptance. Both of these options, unfortu-
nately, leave the organization exposed to the “residual risks” of business
disruption—risks that remain after implementing risk control options.

\ Hence, the organization needs to develop a business continuity plan that

|
l
|
!
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prepares it-to deal W1th the ‘residual risks”.

———————
- e — e e e e T T

The BIA is a crucial link between the risk management stage and the
business continuity plan development stage. The BIA 1dent1ﬁes the mis-

sion-critical areas of business and continuity requlrements whlch become

the main focus of the business cont1nu1ty plan

3.3 BIA Benefits

Business disruptions can have many undesirable consequences such as
financial loss, dissatisfied customers, damage to business reputation, and
legal liabilities. The findings of the BIA raise management’s awareness of
these undesirable consequences and therefore the need for a business .
continuity plan. Hence the BIA is a means for obtaining management’s S
approval for implementing the rest of the BCP process. ‘»

The findings of the BIA also identify the requirements for recovering dis-
rupted mission-critical areas and processes of the organization. These
recovery requirements become the basis for developing a suitable business
continuity strategy and an effective business continuity plan. Moreover, the
BIA can help to determine whether or not the existing business continuity
strategy addresses the recovery requirements. |

The BIA process involves subject matter experts from different parts of the
organization, each able to contribute knowledge and expertise of his/her

own business area. /

By participating in BIA workshop and group meetings, staff can enhance
their knowledge of the business and appreciate the importance of business

continuity planning.

/
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3.4 Who should be involved in a BIA? o :

Business continuity is a concern of the entire organization, not just the IT
department. Therefore, all areas of the organization should be involved in

a comprehensive BIA. At least -Q’nig: representative from each business area
of the organization should participate. . | ‘

The role of the business representative is to understand the BIA process,
scope, and objectives thoroughly. . The representative participates in BIA
interviews and workshops in order to provide the required data and infor-
mation regarding their own areas. They are responsible for communicating
BIA-related information between the BIA team and other members of their

business areas.

Management’s involvement in the BIA is vital as they provide direction on
matters such as the BIA scope and objectives, what constitutes unaccept- *
able losses, criticality levels, and maximum recovery times. The BIA is |
typically sponsored by one or more members of senior management. A

representative from the finance department should be included to help with

the analysis of financial impacts.

Management should appoint a project manager to manage and coordinate
BIA activities. In some cases, external business continuity consultants
provide assistance with the BIA. If external consultants are involved, the
project manager should ensure that they work closely with the internal BIA

team.
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3.5 Methods for Gathering BIA Information

The BIA process relies on the assistance of knowledgeable staff to provide
the information related to processes and resources that support théir areas
of business. Gathering the information needed in the BIA from all relevant
areas of the organization can be a complex and challenging task. A struc-
tured method is recommended to simplify this task. There are three basw
methods available: survey, interview, and workshop

e Survey
This method uses a set of questions which are sent to each business
unit representative. It is accompanied by a cover letter from the
business continuity sponsor outlining the reasons for the survey,
contact information, and time frame in which the survey should be
returned.

The survey method allows respondents the flexibility to complete
the questions at their convenience. There are two main drawbacks. ..

of this method. First, the accuracy of responses becomes an issue
in the event that the survey questions are misunderstood. Second,
the survey responses may not be returned within the time allowed,
causing a delay in the overall BIA project schedule.

e Interview
In this method, the BIA information is collected by personally
interviewing one or more people. Detailed BIA information can be
obtained by tailoring questions for each interview according to the
interviewees’ areas of expertise. The direct interaction between the
interviewees and the interviewer minimizes the possibility of misin-
terpreting questions. This method is generally more costly than the
survey method because of the additional effort needed for planning,
scheduling, and conducting interviews.
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* Workshop _
The workshop method allows a group of people to work collec-
tively to provide the BIA information. Workshop participants
discuss both questions and responses to ensure that the BIA infor-
mation is complete and accurate. Beca_usé of the group participa--
tion, a- workshop generates a large amount of data in a short period
of time. A workshop also provides an opportunity to resolve any
conflicting BIA information. These advantages outweigh the chal-
lenges of bringing appropriate workshop participants together at the
same time.

Cost, efficiency, and information quality are some of the factors that influ-
ence the choice of a survey, interview, or workshop as a method for gath-
ering BIA information. Usually, more than one method is used in combina-
tion to achieve better results. For example, a survey can be sent out to the
participants prior to a workshop, allowing them to prepare for the work-
shop by becoming familiar with the survey questions.

3.6 Recovery Time Requirements

Recovery time requirements consist of several components. Collectively,
these components refer to the length of time available to recover from a
disruption. An understanding of these components is a prerequisite for
conducting the BIA. This section introduces different components of
recovery time requirements such as Maximum Tolerable Downtime (MTD),
Recovery Time Objective (RTO), Recovery Point Objective (RPO), and
Work Recovery Time (WRT).

MTD represents the maximum downtime the organization can tolerate fora
business process. RTO indicates the time available to recover disrupted
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systems/resources. RPO refers to the extent of data loss measured in
terms of a time period that can be tolerated by a business process. WRT
is the time available to recover the lost data, work backlog, and manually
captured data once the systems/resources are recovered or repaired.

MTD, RTO, RPO, and WRT are depicted in Figure 3-1 in the context of a
time frame relative to a disruptive event. | !

-« RPO»|4¢——RTO—p»¢——WRT————»
Recover | Recover Recover
Work Lost co :
Lost Work Backiog Data | Manually
Data Backlog Collected -
Data
Collect Data Manuatly
Systems and
r4— Resources —»§
Unavailable
Emergency
Manuat and
Normal Manual Normal . Normal -
Procedures {Work-around) Procedures =
Procedures ‘
l Procedures :
Last Disruptive Systems/ Start of Normal e
Backup Event Resources Processing

Recovered

Figure 3-1: Disaster-recovery time frame
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The components of recovery time requirements are defined in the context

of three main events:

Last Backup of Data
This event represents the time the data was last backed up to a
secure off-site storage facility prior to the disruption.

Systems/Resources Recovered
This represents the time at which the disrupted systems and re-
sources are replaced or restored to normal conditions.

Start of Normal Processing
This indicates the time when normal processing of operations can
begin using the recovered systems.

Events on the time line occur in the following sequence: last backup, dis-
ruptive event, systems recovered, and start of normal processing. The time
period between these events are characterized below:

Time Period: Last Backup and Disruptive Event

The normal procedures in this time period last until the occurrence
of a disruptive event. The last backup of data to an off-site storage
facility occurs during the normal procedures. The data processed
between the time of the last backup and the disruptive event is lost
because it is not backed up to an off-site storage facility.

Time Period: Disruptive Event and Systems/Resources Re-
covered T

Following the disruptive event, emergency manual procedures are -
implemented until the systems/resources are recovered. The work
processed using these manual procedures is considered as “work
backlog” which will be re-entered or processed later through the
recovered systems.
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* Time Period: Systems/Resources Recovered and Start of
Normal Processing

~Once the systems/resources are recovered, both manual procedures

~ and normal procedures are implemented concurrently until normal

processing can begin. Any new data is recorded or processed
ina_nuallyﬂwhile the lost data and work backlog is entered or pro-
cessed through the recovered systems. Next, data collected manu-
ally is processed through the recovered systems. Normal process-
ing of data begins after manually collected data is processed.

These time periods help to define the MTD, RTO, RPO, and WRT compo-
nents of the recovery time requirements, as shown in Figure 3-1. Maxi-
mum Tolerable Downtime or MTD is the length of time a process can be
unavailable before the company experiences significant losses. MTD
corresponds to the time period between a disruptive event and the start of
normal processing.

Recovery Time Objective or RTO is associated with the recovery of
resources such as computer systems, manufacturing equipment, communi-
cation equipment, facilities, etc. RTO is the length of time between a
disruptive event and the recovery of systems/resources; it indicates the
time available to recover disrupted systems/resources.

Recovery Point Objective or RPO refers to the tolerance for the loss of

data measured in terms of the time between the last backup of data and the -

disaster event. RPO is an indicator of how much lost data can be recov-
ered once systems are recovered and updated with the last backup of data.

Work Recovery Time or WRT is measured as the time between the sys-
tems/resource recovery and the start of normal processing. WRT indicates
the time needed to recover the lost data, work backlog, and manually
captured data once the systems/resources are recovered/repaired.
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3.7 BIA’s Functional Overview

Conceptually, the BIA process can be described as an activity that takes,
as initial input, information related to business processes and produces, as
output, information representing an assessment of the impact of a business
disruption. A businéss process is defined as one or more related tasks or
activities of a business function. Figure 3-2 provides a functional overview
of the BIA process. | |

BIA Input | i BIA Output

> Mission-critical
Business Processes

Financial and Operational

Business , |
Functions & @————P impact Levels
Processes
= ————_ Recovery Time Requirements
Business
IT and Non-IT
Resources '_ > I m p a ct
» — Recovery Priorities
Analysis
Work-around | | — Resource Dependencies
*—Pp

Procedures

————Jpp»  Critical Process Work-
around Procedures

——  Summarized Findings

Figure 3-2: BIA input and output information _
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The initial input to the BIA process includes information re'garding business
functions and their processes:

* Business Functions and Processes
List of business functions and their processes.

e IT and Non-IT Resources
List of IT and Non-IT resources that support each busmess pro-
cess.

e Work-around Procedures
List of work-around procedures that support each business process
in the event its normal operation is disrupted.

The output of the BIA process includes the following information:

e Mission-critical Business Processes
These are business processes whose interruption adversely impacts
the organization’s mission, goals, and objectives.

* Financial and Operational Impact Levels
These levels represent the relative ratings of financial and opera-
tional consequences of disrupted business processes.

° Recovery Time Requirements
These are recovery related time requirements for critical processes
expressed as Maximum Tolerable Downtime (MTD), Recovery
Time Objective (RTO), Recovery Point Objective (RPO), and
Work Recovery Time (WRT).

* Recovery Priorities
These represent the sequence for recovering critical processes.
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* Resource Dependencies
Resource dependencies are characterized as.a list ofIT and non-IT
resources required by a critical process to perform its normal

operation.

* Critical Process Work-around Procedures
Work-around procedures consist of manual or alternative activities
that support critical processes in the event their normal operations

are interrupted.

* Summarized Findings «
These findings provide additional 1ns1ght regardlng the above output
of the BIA in a summarized form. Examples of such findings can
include expected loss of revenue per day, number of critical pro-
cesses that need to be recovered within 24 hours, 48 hours, and 72

hours, etc.

3.8 BIA Process

The BIA process consists of a sequence of steps that interact together to
identify the impacts of a business disruption and determine the require-
ments to restore disrupted critical business processes. As shown in Fig-
ure 3-3, there are eleven main steps in the BIA process:

Step 1:
Step 2: -
Step 3:
Step 4:
Step 5:
Step 6:
Step 7:

Define BIA Objectives, Scope, and Assumptions
Identify Business Functions and Processes
Assess Financial and Operatiomal Empacts
Identify Critical Processes

Assess MTDs and Prioritize Critical Processes
Identify Critical IT Systems and Applications
Identify Critical Non-IT Resources
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Step 8: Determine RTO

Step 9. Determine RPO

Step 10: Identity Work-around Procedures
Step 11: Generate BIA Information Summary

. Step 1 .
Define BIA Objective, Scope, and
Assumptions .

Y

Step2 ,
Identify Business Functions and
Processes

y

Step 3
Assess Financial and Operational
Impacts

Step 4
Identify Critical Processes

]

Step 5
Identify MTDs and Prioritize Critical
Processes

!

Step 6
Identify Critical IT Systems and
Applications

v

Step 7
Identify Critical Non-IT Resources

!

Step 8
Determine RTO

v

Step 9
Determine RPO

v

Step 10
Identify Work-Around Procedures

v

Step 11
Generate BIA Information Summary

Figure 3-3: BIA process steps

TSGR L T L AT



74

Chapter 3

Figure 3-4 shows the information analyzed and produced by various steps

of the BIA process. The rest of this'section explains the analysis and
results of each step.

Step 1
Define BIA Objective, Scope,
and Assumptions

List of

v

Business
Functions
and
Processes

Step 2
identify Business Functions
and Processes

1

Step 3
Assess Financial and
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v

{

T
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MTDs and
Criticality Ranking

P

Prioritized List 1
of Systems and
Applications

Prioritized
List of Non4T |
Resources

et
ca Identify Critical Processes
Processes
4
Step 5
1 Identify MTDs and Prioritize
Critical Processes
'
List of IT Step 6
Systems and | Identify Critical IT Systems
Applications and Applications
List of Step 7
NondT Identify Critical NondT
Resources Resources
Step 8

Determine RTO

e

Y

List of
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Step 9
Determine RPO
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of Business
Processes

ﬁl

Y

Figure 3-4: BIA process steps — input and output information
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3.8.1 Step 1: BIA Objectives, Scope, and Assumptions

This step identifies the objectives, scope, and assumptions needed to guide
the BIA process. It provides a basis for o

understanding management’s expectations regarding the findings of
the BIA, '

defining focus for BIA activities, and

estimating resources, time, and effort required to conduct the BIA.

The primary objective of the BIA is to identify the impact of business
disruption and determine the recovery requirements. The objective of the
BIA should also emphasize specific goals and expectations of management
regarding its outcome. The following are examples of management goals
and expectations: .

i

/

Identify mission-critical areas of the business

Identify potential financial impacts of business disruption

Identify the gaps in the current recovery capabilities of the organiza-
tion ’

Use the results of the BIA to estimate the business continuity plan-
ning budget '

The scope helps to focus the BIA effort to certain areas of the organiza-
tioﬁ./lfofinstance, the BIA scope may define the areas of focus to be one
or more of |

company-wide,

specific company sites,
business functions that are supported by IT systems, or

business functions that are supported by both IT and non-IT sys-
tems and resources.

In addition to the objectives and scope, the initial step of the BIA process



76 ‘ : Chapter 3

specifies certain assumptions that characterize the potential disruptive
events and the organization’s recovery capabilities. These assumptions
become the basis for gathering information related to potential business
impacts. Examples of/LBI_A assumptions are given below:

* The disruption occurs during peak processing times.

* There is no alternate IT recovery facility.

* There is no alternate office work area. |

* There is no alternate manufacturing and production facility.

* The damaged site becomes inaccessible after the disruption.

 The damaged site becomes functional after a certain pre-established

period of time.

3.8.2 Step 2: Identify Business Functions and
Processes

The objective of this step is to identify business functions and processes
that are used to support the company’s mission, goals, and objectives.
Sales, customer service, and shipping are a few examples of business
functions. Business processes represent the tasks and activities that sup-
port the business functions. Table 3-1 lists some examples of business
functions and their processes. '

Business Function Business Process
Sales Generate Orders
Report Sales Data
Marketing Promote Products
- - Maintain Catalog
Customer Service Handle Customer Problems
Process Orders
Shipping Package Product
Ship Product

Table 3-1: Example business functions and processes
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The scope of the BIA serves as a starting point in the identification of
business functions that are analyzed during the BIA process. The company
may already have a business model or an organization chart that can assist
with the identification of business functions that are within the scope of the
BIA. Personnel supporting each business function can identify processes
associated with that function, based on their day-to-day tasks and activi-
ties. This step results in a list of business functions and processes that
become the focus of analysis in other steps of the BIA.

3.8.3 Step 3: Assess Financial and Operational Impacts

This step assesses the financial and operational impacts to the organization |
in the event of a disruption to the business functions and processes identi-
fied in the preceding step. This assessment is based on the BIA assump-
tions and can be performed as two separate tasks: financial impact assess-
ment and operational impact assessment.

Financial Impact Assessment

Financial impacts measure the extent and severity of financial loss to the
business. The assessment of the financial impact is performed for each
business process by asking the question “What would be the extent and
severity of financial loss if the process were interrupted following a disas-
ter?” The question is asked in the context of the assumptions which char-
acterize the disruptive event, as specified in Step 1.

The first part of the financial impact assessment is to determine the extent
of probable monetary losses following a disruptive event. It is useful to
estimate the amount of these monetary losses over a fixed period of time in
order to facilitate a comparison of financial impacts associated with differ-
ent processes. This part of the assessment considers various causes of lost
revenue and extra expenses that may occur from the disruption.
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A common cause of monetary loss is lost sales of products and services,
bat it may also be attributed to other factors, such as:

* penalties due to contractual obligations,
* lost funding, _ |
* loss of discounts, and S ‘ :

* lost opportunities to earn interest.

Extra eXpenses also have financial impacts. Examples of these expenses

are costs associated with

* acquiring temporary employee‘s to help with recovery tasks;
* travel, accommodation, and lodging; '

* overtime wages for additional work;

* shipping systems and equipment; and

* replacement equipment rental. ‘

Table 3-2 lists examples of the rate of financial loss per day for business

processes of Table 3-1.

Table 3-2: Example of financial impacts

Business Business Extent of
Function Process Financial Loss :
(per day)
Sales Generate Orders $700,000
Report Sales Data $0
Marketing Promote Products $10,000 ‘
, Maintain Catalog $5,000 -
Customer Handle Customer
Service Problems _ $5,000
Process Orders ' $500,000
Shipping Package Product $15,000
Ship Product $20,000
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The second part of the financial impact assessment ranks each impact on a
severity level based on its monetary loss value. The following are example
severity levels ranging from “no impact” to “major impact”:

1. Severity level O (no impact) | \
2. Severity level 1 (minor impact) \’ /\,
3. Severity level 2 (intermediate impact) -
4. Severity level 3 (major impact) J

Examples of severity levels for financial impacts of Table 3-2 are listed in
Table 3-3. '

Business Business Extent of Severity
Function Process Financial Loss Level
(per day)
Sales Generate Orders $700,000 3
Report Sales Data $0 0
Marketing Promote Products $2,000 1
Maintain Catalog $5,000 1
Customer Handle Customer
Service Problems $5000 !
Process Orders $500,000 3
Shipping Package Product $15,000 2
Ship Product ' $20,000 2

Table 3-3: Example of financial impacts and severity levels

Operational Impact Assessment

The operational impact assessment measures the negative impact of a
disruptive event on various aspects of business operations related to
adequacy, efficiency, satisfaction, image, confidence, control, morale, etc.
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The following are examples of operational impacts:

* Inadequate cash flow

* Loss of investor confidence *

* Loss of market share

* Loss of competitive edge

* Damage to shareholder confidence <
* Damage to industry reputation <. -

* Low staff morale

* Unsatisfactory customer service < -
* Damage to vendor relations

* Violation of regulatory controls =

The operational impact rankings that are assigned to business processes
represent subjective estimates, provided by BIA participants who are most
knowledgeable about business processes and potential impacts.

The operational impacts can be measured using a quantitative ranking
scheme such as low, medium, high, highest, and none. Forinstance, if the
impact to a business process from an operational aspect is considered -
significant, a ranking of a “high” value may be assigned to that process.

Example operational impact rankings for processes of Table 3-1 are given
in Table 3-4.
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Operational Impacts Rankin
Business | Business P p L 'S
Function | Process | cash | Investor | Market | Competitive | Customer
Flow |Confidence| Share Edge Satisfaction
Sales Generate . . . .
. Orders. high high hlghes_t high none
Report .
Sales Data | oM highest low none none
Marketing | ‘Promote | , . . '
Products low high high highest | low
Maintain . . . .
Catalog low ‘medium high highest high
Customer | "Handle
.Service | Customer | medium low fow medium high
" | Problems
Process . . . .
Orders highest medium low medium highest 4,
Shipping Package . . . . : s
Product high medium low high high )
Ship . . . . .
Product high medium low high high

Table 3-4: Example of operational impact ratings |

The rankings in the above table focus on five different operational aspects:
cash flow, investor confidence, market share, competitive edge, and cus-
tomer satisfaction. The rankings for a business process represent the level
of negative impact in the event it is disrupted. For example, disruption to
the “Maintain Catalog” process is expected to have a significant (high)
negative impact to both market share and customer satisfaction; an ex-
tremely significant (highest) negative impact to competitive edge; an insig- -
nificant (low) impact on cash flow; and a medium impact on investor '
confidence.

3.8.4 Step 4: Identify Critical Business Processes

This step identifies business processes that are critical for maintaining
business continuity. The financial and operational impact rankings assigned
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in Step 3 provide a basis for identifying critical business processes. Se-
lection criteria are established to determine whether a given process quali-
fiesas “critical”. Anexample of selection criteria is given below.

A process is considered critical if any one of the following is true:

—

1 A severity level of 2 or 3 is assigned to its financial impact.

M ;

Q)El' - 2 A ranking of “high” is assigned to at least three of its operational

ef’i impacts.

f ¢ KR 3 Aranking of “high” is assigned to at least two and aranking of

" "’rj “highest” is assigned to at least one of its operational aspects.

- o "‘z_\ 4 A ranking of “highest” is.assigned to at least two of its operational :
dao o\ impacts.

The critical processes listed in Table 3-5 are obtained by applying the :
above selection criteria to the impact rankings of business processes in :
Table 3-3 and Table 3-4. )

Critical Business Critical Business
Function Process

Sales Generate Orders

Marketing Promote Products ‘
Maintain Catalog L

Customer Service Process Orders "

Shipping Package Product !
Ship Products ]

Table 3-5: Critical business processes
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3.8.5 Step 5: Identify MTDs and Prioritize Critical
Processes

Once the critical business processes are known, the BIA process identifies
their Maximum Tolerable Downtimes (MTD) and prioritizes them aCéording.
to their recovery priorities. MTD is the length of time a process can.
remain unavailable before the financial and operational impacts reach an
unacceptable level. Estimates of MTD can be based on elther financial
impacts or operational 1mpacts

As an eXample of how ﬁna‘ncialvimpacts are used to estimate MTD, con-
sider the business process “Generate Orders” in Table 3-3 and Table 3-4.
This process is identified as having a financial impact severity level of 3,
and operational impact values that are either “high” or “highest” with
respect to cash flow, investor confidence, market share, and competitive
edge.

The BIA participants responsible for assessing the financial and operational
impacts are asked the question “What is the maximum period of time that
can be tolerated for this process based on the ﬁnanc onal
_impact levels‘?” Assume that a financial loss of$/7 000 pler dm
unacceptable when it exceeds $21,000 in three days: Therefore, the MTD
is three days since the financial losses will exceed $21,000 if the disruption
continues longer. This example assumes that the operational impacts are
insignificant relative to the financial losses.

Py

An example of how operational impacts are used to estimate MTD, con-
sider the business process, “Promote Products”. The MTD for this pro-
cess is estimated as seven days according to the BIA. The estimate is
based on the premise that a disruption of more than seven days can cause
an unacceptable level of damage to investor confidence, competitive edge,
and market share.
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Given the MTDs of critical business procesées, a priority for their recovery
can be established. A critical business process that has a shorter MTD
compared with another critical process is assigned a higher recovery

_ priority. Table 3-6 shows example MTDs and recovery priorities for the

* critical business processes of Table 3-5.

Critical | _ Critical | MID | Recovery |

Business Business | Priority
Function Process _ '
Sales ' Generate Orders 3 days 1
' Report Sales
, Data ; -5 days 2
Marketing Promote
Products | 7 days 4
Maintain Catalog 5 days 3
gust_omer Process Orders | 3 days 1
ervice .
Shipping Package Product 4 days 2
‘ Ship Product 4 days 2

Table 3-6: MTDs and recovery priorities

3.8.6 Step 6: Identify Critical IT Systems and
Applications

An IT system or an application is considered “critical” if it supports a
critical business process. This step identifies critical IT systems and appli-
cations that support processes identified in Step 4.

The first task in this step 1s to compile a list of all systems and applications
used by the business. Ideally, the IT department within the company
should assist with compiling this list. The next task is to map each critical
business process to the systems and applications which support them.
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Both the IT department and the business process owners should help with
this mapping task. Table 3-7 maps the processes of Table 3-5 to example
systems and applications.

Critical _Critical Business | - Critical IT Systems and
.Business - Process .- Applications
Function - D
Sales | Generate Orders Customer Informatlon System
Order Entry System

E-mail application
'EDI application :
Sales Inquiry Tracking System

Marketing Promote Products” . | Customer Information System
‘E-mail application
Maintain Catalog On-line Catalog Application
Customer | Process Orders | Order Entry System
Service ‘ ' ‘

Inventory Management System
Customer Billing System
Shipping Package Product | Order Entry System

| Shipping and Freight
Management System

Ship Product Shipping and Freight
Management System

Inventory Management System
Order Entry System

Table 3-7: A mapping of critical business processes to critical I'T
systems and applications '

The following is a description of example critical IT systems and applica-
tions listed in Table 3-7.

e Customer Information System: This system maintains customer
information such as company name, contact information, mailing
address, shipping address, credit history, etc. It is used primarily
by the sales and marketing departments. This application interfaces
with the Order Entry System and Sales Inquiry Tracking System.
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Order Entry System: This system is used to enter, process, and
track customer orders. It is used by sales, customer service, and

shipping departments.

EDI Application: EDI (Electronic Data Interchange) application is
used to receive a customer’s order thr‘biigh computer—to_écpmputer
electronic exchange of documents. This application interfaces with
the Order Entry Systefn._ |

Sales Inquiry Tracking System: This system is used by the sales
department to keep track of information related to potential sales
opportunities. It maintains sales inquiry information such as contact
name, company name and address, inquiry date and time, and
potential sales orders and revenues, etc. This system interfaces
with the Customer Information System and Order Entry System.

On-line Catalog Application: This is a web-based catalog appli-
cation that customers can use to obtain product information through
the Internet.

Customer Billing System: This system manages customer invoic-
ing, account receivables, credit control, pricing, and payment
processing, etc. It is integrated with the financial institutions to
process customers’ electronic payments. It interfaces with the
Order Entry System and Shipping and Freight Management System.

Shipping and Freight Management System: This system man-
ages the key functions needed for shipping products to customers,
such as shipment scheduling, weighing, labeling, tracking, and '
rating. This system interfaces with the Customer Billing System and
Inventory Management System. "
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* Inventory Management System: This system maintains, tracks,
and controls inventory. Every item in the inventory is tracked from
the time it is received, from the supplier, to the time it is shipped to
the customer. This system interfaces with the Shipping and Freight
Management System and Order Entry System. :

* E-mail Application: This application is used by the entireorgani-
zation for internal and external communication. ’

3.8.7 Step 7: Critical Non-IT Resources

Non-IT resources are used throughout the organization to support various
functions and services. Below are examples of different types of non-IT
resources:

e IT facility and manufacturing and production facility
¢ Office work area

* Manufacturing and production equipment
¢ Raw material

e Office furniture

¢ Safety equipment

* Voice communication equipment

* Maintenance tools and supplies

* Critical records

* Fax, printing, and copying equipment

* Office stationery

This step identifies critical non-IT resources that are required by the critical
business processes. The business process owners should assist with
compiling a list of non-IT resources that are essential for their business

process.

LT TR RTERT
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Tables 3-8, 3-9, and 3-10 list examples of non-IT resources for critical
business processes shown in Table 3-5. Table 3-8 lists critical manufactur-
ing and production resources for the “Package Product” process.

Table 3-9 lists the critical office work area non-IT resources for the “Gen-
erate Orders” process. Table 3-10 details the office work area facility
requirements of the staff to perform the “Generate Orders”, “Promote
Products”, “Maintain Catalog”, and “Process Orders” processes. |

[ v oye s
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- Critical Manufacturing and Production

Critical Critical
Business | Business Resources
Function { Process Resource Resource Details
Type '
Shipping Package Machinery/ Horizontal case packer
Product Equipment :
' Raw material Corrugated boxes
Sealing materials:
e Hot melt glue
e Tape
e Cold glue
Cushioning materials:
e White Polyethylene Foam
Rolls
e White Polyethylene Foam
Rolls in Dispenser Box
e Anti-Static Polyethylene
 Foam Rolls in Dispenser Box
¢ Poly Foam Bags
e Convoluted Foam Sheets
o Anti-Static Polystyrene Loose
Fill
Tools Forklift; Case packing machinery
repair tools.
Furniture Desk and chairs for supervisor;
A general purpose long desk and
chairs. Lunch room furniture.
Safety Hard safety hats, safety gloves.
equipment
Voice 3 phones with voice mail, call
communication | waiting, and call forwarding
equipment options. ,
Maintenance Machine oil, filters, etc.
Supplies

Critical records

Packaging equipment operation
manual; safety guideline
document. '

Table 3-8: Critical manufacturing and production resources
for “Package Product” process
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N\ Critical - Critical Critical Office Work Area Resources
\Q Business Business '
| Function Process Resource Resource Details
Jo Type __
v a Sales Generate ' Voice 8 phones with voice mail, call
A Orders Communication | waiting, and call forwarding
\ Equipment options. _
Fax 2 faxes;. 1_ for sending and 1
for receiving faxes.
Printer 1 laser printer.
Copier 1 high speed copier.
’ Paper pads, pens, binders,
Stationery staplers, printing and copying
paper, etc.
Critical Or_d_er fo'rms; Product list; :
Records Pricing list; and Customer list;
fax cover page; letter heads.
8 cubicles with desks and
i . chairs; 1 table and 15 chairs
Office Fumiture and a white board for a
meeting room.

Table 3-9: Critical office work area resources for
“Generate Orders” process

Critical Business
Processes

Office Work Area Facility

Generate Orders,
Promote Products,
Maintain Catalog,
Process Orders.

Floor area of 3000 square feet

Parking spaces for 15 cars

Air conditioning, heating, and ventilation

systems.

Smoke and carbon-monoxide detectors,
Emergency exit lights, fire alarms, and sprinkler

system.

Washroom facility for 50 staff

Security controlled facility

Loading dock

Table 3-10: Critical office work area facility
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3.8.8 Step 8: Determine Recovery Time Objective
(RTO) |

Recovery Time Objective or RTO, as depicted in Figure 3-1, is associated
with the recovery of disrupted IT and non-IT resources such as computer
systems, manufacturing equipment, communication equipment, and facili-
ties. RTO is the length of time between a disaster event and recovery of
resources; it indicates the time available to recover disrupted resources.

The information from steps 5, 6, and 7 are used to determine the RTO for
each non-IT and IT resource. The MTD value obtained from Step 5
expresses the maximum limit for the RTO value. The MTD consists of both
RTO and Work Recovery Time (WRT). WRT is the time needed to com- |
plete the disrupted work on a recovered/repaired resource in order to
return it to normal status. For IT systems, WRT represents the time
needed to recover lost data and enter work backlog and manually col-
lected data.

Table 3-11 lists examples of RTO and WRT values for “Generate Orders”
process. According to these RTO and WRT values, the “Generate Orders”

Critical Critical Critical IT Systems RTO WRT
Business Business and Applications
Function Process
Sales Generate Customer Information
Orders System 2.5days | 0.5day
Order Entry System 1 day 2 days
E-mail application 25days | 0.5day
EDI application 2 days 1 day
Sales Inquiry Tracking 28 days | 0.2day
System

Table 3-11: RTO and WRT for IT systems that support
“Generate Orders” process

./-—
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1as an MTD of three days. The IT systems and applications that
his process need to be recovered earlier than three days in order-
.modate both the RTO and WRT. The Order Entry System has the
D value of one day and a WRT value of two days.

tep 9: Determine Recovery Point Objective

iresses the tolerance to a loss of data as a result of a disruptive
is measured as the time between the last data backup and the
e event, as shown in Figure 3-1.

ample of how RPO is determined, consider an electric utility

r’s system that supports an application to track customers’ power
ition. The application is assigned an RPO of 48 hours witha

if data occurring once every 48 hours. This value of RPO indi-

t the company can tolerate a loss of data for up to 48 hours in the
a system disruption. The tolerance of 48 hours is attributed to the
icity of hand-held meter reading equipment which the company
ad customers’ power consumption. The hand-held meter reader
: collected data for up to 48 hours. In the event of a disaster, the
an be recovered by first restoring the data from the last 48 hour
followed by the data stored in the hand-held meter reading equip-

determines RPO for each application by asking participants the
“What is the tolerance, in terms of length of time, to loss of data
occur between any two backup periods?” The response to this
indicates the values of Recovery Point Objectives.
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3.8.10 Step 10: Identify Work-Around Procedures

Work-around procedures allow business processes to continue, in the
event that IT and non-IT resources are unavailable, through alternative
methods. The alternative methods, which often involve manual operatrons
tend_ to be temporary, less efficient, or more expensive compared Wlth
Tormal procedures This step identifies work-around procedures for
“business processes selected as critical in Step 4

The BIA identifies information regarding work-around procedures for each
critical business process, in the event that resources are unavailable, by
asking participants the following questions:

* “Are there any documented work-around procedures that exist for
your process?” |

¢ “Identify any work which is not covered by these work-around
procedures?”
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Table 3-12 provides examples of work-around procedures for the “Gener-
ate Orders” and “Package Product” processes. -

Critical

Critical IT

Critical Work-Around Procedures
Business | Business | Systems and
Function | Process | Applications
Sales Generate Order Entry Manually track customer orders -
Orders System using customer information on
Microfiche records. Manually
process orders with the exception
of financial credit approval.
Process financial credit approval
through the once the system is
recovered and the external credit
check link is established.
Shipping Package Machinery Manually package products for
Product Equipment: small and medium boxes only.
’ Horizontal Package large boxes once the

Case Packer

packaging equipment is
operational.

Table 3-12: Examples of work-around procedures for IT

and non-IT resources

3.8.11 Step 11: Generate BIA Information Summary

Theresults of preceding steps are summarized in this step to provide
additional 1n31ght into the overall findings of the BIA. The summarized
findings, for example can provide the following information:

* Ratio of the number of business processes to the number of critical
business processes per business function
* Average value of RTO for all critical business processes

ST [ ST L
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* Average value of MTD for all critical business processes
e Expected financial loss per day of business interruption

3.9 BIA Report

At the end of the BIA process a report is generated that includes two typres

'.-

of information:

¢ Details of the key outputs from the steps of the BIA process
¢ Summarized findings of Step 11

The output information of the BIA process is shown in Figure 3-4. Below
is a recommended set of outputs of the BIA that should be part of the

report:

e Listof critical processes from Step 4

¢ List of MTDs and criticality rankings from Step 5

* Prioritized list of systems and applications from Step 6
* Prioritized list of non-IT resources from Step 7

* List of RTOs from Step 8 |

* List of RPOs from Step 9

¢ List of work-around procedures from Step 10



Chapter 4
Business Contmmty
Strategy Development

4.1 Chapter Overview

The objective of the third stage of the BCP process (see Figure 1-3) is
to develop a business continuity strategy that satisfies the business recov-
ery requirements identified in the BIA stage. The business continuity-
strategy is composed of a set of recovery options to be utilized as alterna-
tives in the event that existing critical resources become unavailable. Busi-
ness recovery requirements can generally be grouped into four recovery

areas:

* Work areas

e IT systems and infrastructure
¢ Manufacturing and production
¢ Data and critical/vital records
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Below are examples of recovery requirements for these areas:
Lo * Work areas:
! * Arrange an alternate work area for the crisis management team
* Arrange an alternate office work area for staff

* IT systems and infrastructure: .
* Arrange an alternate facility for recovering IT systems

. Recover damaged systems

!-\
Pl
S

gl . Manufacturmg and productlon o ST s
‘ ' * Recover damaged manufacturmg equ1pment

* Data and critical/vital records:
* Restore damaged critical records

¢ Restore lost data

Table 4-1 lists examples of recovery options for the above requirements.
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Recovery | Recovery Option
Requirement 3 ’
Crisis management Book a hotel meeting room after a disaster event to be
team needs an used as a crisis management center.
alternate work area. ‘ '
Staff needs a work Prior to a disaster, establish a contract with a vendor
area. for a mobile site to be delivered to a specified location

within an agreed time. The mobile site is to be used
by staff as an alternate work facility. ’

An alternate facility is Establish a contract, prior to a disaster, for a hot site
required for recovering | complete with installed systems and infrastructure to
IT systems. be.used as an altemate IT recovery facility.

Recover damaged Maintain a surplus of critical parts at a remote ‘site to
manufacturing repair damaged manufacturing equipment.
equipment. , : L _
Restore damaged Acquire a vendor to salvage and restore damaged
critical records. critical records. '

Recover damaged Make arrangements with a vendor to quick-ship
systems. damaged systems within an agreed time frame.

Ensure that data is backed-up daily at an off-site
storage facility.

Restore lost data.

Table 4-1: Example recovery requirements and recovery options

This chapter describes a framework for developing the business continuity
strategy. The framework begins by identifying business recovery require-
ments, and ends with a set of recovery options for the business continuity
strategy. Within the framework, several recovery options are considered
as possible solutions to address the recovery requirements. For instance,
in the area of IT systems and infrastructure, potential recovery optiohs
include a hot site, cold site, or warm site. These options generally have
different recovery times, costs, and capabilities associated with them.
Only those options that meet the recovery time requirements are selected
for further assessment. The final assessment in the framework compares

Y TR
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costs and capabilities of the selected options and determines the most
appropriate and viable option.

This chapter also describes general business continuity strategy consider-
ations and strategy related recommendations for recovery contracts and .

agreements.

4.2 A Framework for BC Strategy Development

The business continuity strategy development framework consists of four

phases:

e Phase A: Recovery Requirements Identification
* Phase B: Recovery Options Identification

¢ Phase C: Availability Time Assessment

e Phase D: Cost-Capability Assessment

Phase A of the framework determines the recovery requirements to be
addressed by the business continuity strategy. Phase B identifies possible
options as solutions to the recovery requirements. Phase C eliminates
those options that do not meet the recovery time requirements. With the
remaining options, Phase D assesses their cost and capability trade-offs to

* select the most viable and effective option.

Figure 4-1 illustrates the four phases of the business continuity strategy
development framework. Phases A through D are described in greater

- details in the Sections 4.2.1 t0 4.2 .4.
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Phase A
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Requirements Options Recovery Options

Busmess
Continuity
Strategy

/

Figure 4-1: Continuity strategy development framework
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4.2.1 Phase A: Recovery Requirements ldentification

Phase A identifies the recovery requirements to be addressed by the busi- |
ness continuity strategy. Phase A consists of five steps as shown in Figure
4-1. Step 1 produces a list of recovery requirements to be addressed by
the business continuity strategy. These requirements, which are primarily
derived from the BIA, identify |

* critical business processes and resources that should be the focus of |
the recovery strategy, and |

. “timéréquirements (MTD, WRT, RTO, RPO) for recovering these
processes and resources.

Step 1 can also produce additional recovery requirements not included in
the BIA. Examples of such additional requirements are the resources
needed to support the crisis management center, a facility from which the
crisis management team directs recovery efforts. The center can be lo-
cated in an office work area or a hotel conference room. For more infor-
mation on crisis management center activities see Chapter 5 Business

Continuity Plan Development.

Steps 2 to 5 of this phase groups the recovery requirements, identified in
Step 1, into different recovery areas. Four common recovery areas are _

e Work areas,

o IT systems and infrastructure,

* Manufacturing and production, and
* Data and critical/vital records. —




Business Continuity Strategy Development : 103

The recovery requirements for each recovery area are further divided into
- different categories. Steps 2 to 5 produce detailed requirements for each
category corresponding to their recovery area. The list below shows the

recovery areas and requirement categories for steps 2 to 5:

Step 2

Step 3

Step 4

Step 5

Recovery Area: Work areas
Recovery Requirement Categories: .
a) Alternate office work areas, for staff to perform work

b) Crisis management center, for crisis management teamto

conduct recovery efforts. -

Recovery Area: IT systems and infrastructure
Recovery Requirement Categories:

a) Critical IT systems and infrastructure

b) Alternate IT recovery facilities

Recovery Area: Manufacturing and production
Recovery Requirement Categories:

a) Critical equipment and resources

b) Critical products

c) Alternate manufacturing and production facilities

Recovery Area: Data and critical/vital records
Recovery Requirement Categories:

a) Critical data' and off-site data storage facilities

b) Critical records and off-site record storage facilities

The recovery requirements from Phase A are assessed in phases B, C, and
D described in sections 4.2.2, 4.2.3, and 4.2.4.

!Critical data can include critical IT applications and components needed to support those
applications, such as operating systems, databases, and data.

Rl mo s ey i
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4.2.2 Phase B: Recovery Options Identification

The objective of Phase B is to identify available recovery options for the
recovery requirements produced in Phase A. As depicted in Figure 4-1,
this phase is divided into four steps, each assigned to a specific recovery
area. These steps identify recovery options available for the requirements
related to their recovery areas. For example; Step 1- identifies three |
options available for recovering IT systems and infrastructure:

1. Pre-established—where ;systems are acquired and installed
prior to a disruptive event and are used only for recovery pur-
poses. ' ;

2. Pre-arranged (quick-ship)—where an agreement is made with
a vendor that guarantees the delivery of the required systems
within an agreed time following a disruptive event.

3. Acquire-as-needed—where the required systems are ordered from
a supplier following a disruptive event.

Tables 4-2 to 4-9 are examples of recovery options available for the
recovery areas assigned to steps 1 to 4. Each table lists recovery options
and their descriptions and categories. The following list shows how the
recovery options relate to the steps and recovery areas:

* Phase B Step 1 7 .

Recovery Area: Work areas
Recovery Requirement Category:
a) Alternate office work areas
b) Crisis management center
Recovery Options: _
See Table 4-2: Recovery options for alternate office work areas
and crisis management center

e R TP LU DEEEP
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Phase B Step 2
Recovery Area: IT systems and infrastructure
Recovery Requirement Category:
a) Critical IT systems and infrastructure
b) Alternate IT recovery facilities
Recovéry_Options: |
a) See Table 4-3: Recovery options for critical IT systems and
infrastructure L '
b) See Table 4-4: Recovery options for alternate IT recovery
facilities

Phase B Step 3
Recovery Area: Manufacturing and production
Recovery Requirement Category:
a) Critical equipment and resources
b) Ciritical products
¢) Alternate manufacturing and production facilities
Recovery Options:
a) See Table 4-5: Recovery options for critical equipment and
resources |
b) See Table 4-6: Recovery options for critical products
¢) See Table 4-7: Recovery options for alternate manufacturing
and production facilities

Phase B Step 4
Recovery Area: Critical data and critical/vital records
Recovery Requirement Category:.
a) Critical data and off-site data storage facilities
b) Ciritical records and off-site record storage facilities
Recovery Options:
a) See Table 4-8: Recovery options for critical data and
off-site data storage facilities
b) See Table 4-9: Recovery options for critical records and
off-site record storage facilities

fie oo
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Pre-arranged
(quick-ship)
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Recovery Recovery Option Description
Option Options. :
Category , .
Commercial | Mobile site A mobile site is an alternate recovery
facility in a vehicle that is delivered to a
desired location. ltis typically pre-
configured with desks, chairs, hardware,
software, data and voice communications
equipment.
Hotel meeting Hotel facilities.
rooms
Fixed site An alternate recovery facility at a fixed
location offered as a service by a vendor.
it may have office equipment,
communication lines, etc.
Company Altemate company | An alternate recovery facility at a fi xed
Owned owned site or company owned location. It may have
branch office office equipment, communlcatlon lines,
etc. :
Employee Home office Pa.rt of an employee’s home used as an
Owned office. ,
Critical Pre-established Critical resources are acquired prior to a
Resource disaster and used for recovery purposes
Acquisition only.
Method

An agreement is made with a vendor that
guarantees the delivery of the required
resources within an agreed time following
a disruptive event.

Acquire-as-needed

The required critical resources are
ordered as needed from suppliers
following a disruptive event.

Table 4-2: Recovery options for alternate office work areas and
crisis management center
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Recovery Recovery Option Description
Option Options
Category :
System Pre-established The systems are acquired and installed
Acquisition - B : prior to a disruptive event and used for
Method -recovery purposes only. ’

Pre-arranged
(qQuick-ship)

An agreement is made with a vendor that
guarantees the delivery of the required
systems within an agreed tlme following a
disruptive event. y

Acquire-as-needed "

The required systems are ordered from
the supplier following a disruptive event
as needed.

Table 4-3: Recovery optlons for crltlcal IT systems and

infrastructure
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Recovery Recovery Option Description
Option Options
Category .
Ownership Company An alternate recovery facility at a fixed
owned remote | company-owned location to be used for IT
site recovery in the event of a disaster.
Mobile site A mobile site is an alternate recovery facility in
‘ a vehicle that is delivered to a desired location.
Itis typically pre-configured with desks, chairs,
hardware, software, data and voice
_ communications equipment.
Reciprocal site | Based on an agreement between two
involving a organizations to share each others facilities for
separate recovery purposes in the event of a disaster.
organization
Commercially An alternate recovery facility, which is
available dedicated to a single organization, offered as a
dedicated site | service by a vendor.
Commercially An alternate recovery facility, which is shared
available by multiple organizations, offered as a service
shared site by a vendor.
Operational | Cold site A cold site is an alternate recovery facility that
Readiness does not have any hardware, software, or data
and voice communication equipment. It may
include amenities such as:
1. Power
2. Air-conditioning
3. ‘Heating
4. Woater
5. Fire sprinklers
6. Data and voice communication lines
7. Raised floors for computing equipment
Warm site A warm site is an alternate recovery facility
that has some of the necessary hardware,
software, data and voice communication
equipment pre-installed. Additional equipment
is normally provided within a certain defined
time period. A warm site may need to be
prepared before receiving equipment.
Hot site A hot site is an alternate recovery facility that

contains pre-configured hardware, software,
data and voice communications equipment.

Table 4-4: Recovery options for alternate IT recovery facilities

e
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Recovery Recovery Option Description
Option Options o
Category ,
Acquire-as-needed | Acquire The manufacturing equipment is
equipment acquired as needed after the disaster

OCCurs.

Acquire parts

The manufacturing equipment parts
are acquired as needed after the
disaster occurs.

Pre-established

Maintain A contract/agreement to salvage and
contracted restore any damaged equipment and
services to resources is established with a
salvage and - vendor prior to a disruptive event.
restore

Maintain a A supply of critical parts is stored prior

backup of critical
parts at an off-
site facility

to a disruptive event at an
off-site storage facility as a backup.

Maintain backups
of critical
equipment at an
off-site facility

Critical equipment is stored as backup
prior to a disruptive event at an off-
site storage facility.

Table 4-5: Recovery options for critical equipment and resources
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Recovery Recovery Option Description
Option Options
Category
Backup Maintain a supply A supply of products is stored at a remote
Supply of raw materials warehouse prior to a disruptive event.
Inventory and products
needed during
recovery time at a
remote warehouse.
Production Establish reciprocal | A mutual agreement is established with
Assistance arrangements with - | another organization such that one
other similar organization can supply products to
organizations for customers in the event the other one is
recovery impacted by a disruptive event.
assistance
Table 4-6: Recovery options for critical products o 05
e YTV ~f
Recovery Recovery Option Description
Option Options
Category
Alternate Use company’s An empty alternate company facility at a
Recovery existing empty remote location having minimum facilities
Facility facility at another such as power, heating, air-conditioning,

location

fire. sprinklers, etc.

Acquire a separate
commercially
available facility as
needed

A commercial facility is acquired for
recovery purposes following a disruptive
event at the primary site.

Rebuild or repair
the damaged site

The damaged primary site is rebuilt or
repaired following a disruptive event.

Share company’s
existing secondary
manufacturing and
production facility

Arrangements are made with another
manufacturing facility within the same
company to produce products in the event
that the primary site is disrupted.

Table 4-7: Recovery options for alternate manufacturing and
production facilities

B —
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Recovery Recovery Option Description
Option Options
Category |
Data » Continuous Data is backed up to an off-site storage location on

Backup ~continuous basis using real-time data replication
Frequency _ 1and backup techniques.
Daily Data is backed up once every day.
Weekly . Data is backed up once every week.
Monthly Data is backed up once every month.
Backup Full A full or normal backup of all files.
Type Incremental A backup of only those files created or changed
: since the last full backup or incremental backup.
Differential A backup of only those files created or changed
since the last full backup.
Backup Remote Data is mirrored at a alternate recovery facility to
‘Method Mirroring provide continuous availability using technology
such as transaction routers, and proprletary fault
tolerant redundant systems.
Wide Area This method uses software and hardware based
High equipment organized as in a wide area network that
Availability can be automatically reconfigured to replace a
4 Clustering failed machine.
Storage Area |High speed high performance network that enables
Network computers with different operating systems to
(SAN) communicate with one storage device.
Storage Combines multiple storage devices into a logical
Virtualization virtual storage device that can be centrally
managed. i is presented as single storage pool.
Disk Mirroring | A controller on a primary disk writes to a controller
on a secondary disk in synchronous mode.
Disk Changes to the data on a primary disk are
Shadowing continuously captured on a log which is later
applied to a secondary server disk in asynchronous
mode.
Application or | An application or a utility sends primary server data
Utility based to a secondary off-site application server.
data
replication
Electronic Backups created automatically via an electronic
Vaulting vaulting provider.
Remote Transaction logs or journals are sent to an alternate
Journaling recovery facility.
Tape backups | Traditional backups using tape media.
Off-site Commercial Remote storage sites offered by a commercial
Storage data storage vendor to store data on backup media. The site is
Facility facility typically secure and environmentally safe.
Company Remote storage site within the company where the

owned remote

data storage
facility

data is stored on backup media. The site is
typically secure and environmentally safe.

Table 4-8: Recovery options for critical data and off-site data

storage facilities
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Recovery Recovery Option Description
Option Options
Category
Backup Daily Records are backed up once every day.
Frequency Weekly | Records are back_ed'up once every week.
Monthly Records ‘are backed up once every month.
Yearly _ Recdrds are backed up once every year.
Storage Microfilm ~ Different types of media to store the critical records
Media Microfiche - as backups
Optical disk ‘
-Magnetic tapes
Disks
Cb
Salvage and Pre-arranged A contract/agreement is established with a vendor
Restore contract with a to salvage and restore any damaged records prior
Method vendor for to a disruptive event.
salvage and
restore operation
Contract on an A contract/agreement is established with a vendor
as-needed basis | to salvage and restore any damaged records
for salvage and following a disruptive event.
restore
Off-site Commercially Remote storage sites offered by a commercial
' Storage operated record | vendor to store records on backup media. The site
Facility storage sites is typically secure and environmentally safe to
protect the stored media.
Company owned | Remote storage site within the company where the
remote record records are stored on backup media. The site is
storage site typically secure and environmentally safe to protect
: the stored media.

Table 4-9: Recovery options for critical records and off-site record
storage facilities
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4.2.3 Phase_.C:-‘vAvaiIability Time Assessment

The purpose of this phase is to determine the viability of recovery options

identified in Phase B through an assessment of Expected Availability Time
(EAT) of resources specified in the options. For éach'option, this assess-
ment involves three main steps: ' ’ S S

Step 1:  Evaluate the EAT of the resources |

Step 2:  Compare the EAT with the recovery time requirements—
Maximum Tolerable Downtimes (MTDs), Recovery Time
Objectives (RTOs), Recovery Point Objectives (RPOs), and
Work Recovery Times (WRTs)

Step 3:  Select the recovery option as viable if its EAT satisfies the
recovery time requirements

As an example of this assessment, assume that a pre-arranged (quick-ship) |
acquisition of IT systems has been selected as a recovery option by Phase
A. Also, assume that the MTD, RTO, and WRT are less than ten days.

The first step evaluates the EAT for IT systems and determines its value as
seven days which allows four days for delivery of IT systems (based on the
pre-arranged acquisition option) and three days for system recovery. The
second step compares the EAT of seven days with the IT systems recovery
requirements of ten days. Step 3 selects this option as viable because the
EAT of seven days satisfies the ten-day recovery requirements.

The options selected in Step 3 are used as input to the next phase; the
options that were not selected are eliminated. /

Step 1 of the assessment requires a detailed evaluation of various concerns
or factors that can adversely impact the EAT of resources. Examples of
availability time concerns for various options are described in the tables of
Appendix 4A “Availability Time Concerns for Recovery Options”, at the
end of this chapter. The information in these tables is not exhaustive and
not all of it will be applicable in every situation.

U
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4.2.4 Phase D: Cost-Capability Assessment

The recovery options that satisfy the recovery time requirements in Phase
C are further analyzed and compared in Phase D. The purpose of this
~analysis and comparison is to select the options which best satisfy the
recovery cost and capability requirements. The selected options become
part of the business continuity strategy. | '

As a simple example of this phase, assume that Phase B identified the
following two system acquisition options for the recovery of critical IT
systems and infrastructure: ‘

—Pre-established
—Pre-arranged (quick-ship)

These two options require further analysis and a comparison of their costs
and capabilities. For instance, compared to the pre-arranged (quick-ship)
option, the cost of pre-established acquisition of systems is generally
higher. The recovery effort with a pre-arranged option, however, is more
difficult because the option often requires additional installation and con-
figuration steps compared to the pre-established option. In the pre- .
established option, such installation and configuration steps occur prior to a
disruptive event. Based on this simple comparison, Phase D may select the
pre-established system acquisition option if the cost is less of a concern
compared with the recovery effort.

There are three main steps in Phase D. S_tep__/"i defines a list of attributes to
measure capabilities of recovery options. The- capability attributes, which
represent specific recovery requirements and preferences of an organiza-
tion, can include the following:

* Effort—estimates how much effort is needed to implement an option




Business Continuity Strategy Development 115

e Quality—estimates the quality of products, data, and service asso-
ciated with an option

* Safety—estimates how well an option satisfies safety requirements

K Control—estimates how much control organizations have over the
use and implementation of an option

\® Security—estimates. physwal and information security aspects of an
option

Step 2 of phase D’ evaluates ach option in order to determine its cost and

assign values to 1ts\eapabﬂ{y attributes. Qualitative metrics such as low,
medium, or high-can be assigned to both cost and capability attributes—a
low value indicates that an option has a high cost or less capability, while a
high value represents a low cost or high capability.

Table 4-10 shows an example assignment of values (ratings) to cost and
capability attributes of the following recovery optlons for the IT systems
and infrastructure recovery area:

IT System and Infrastructure Acquisition Options
1. Pre-established.
2. Pre-arranged (quick-ship)

Alternate IT Recovery Facility Options
‘1. Company owned cold site
2. Commercial hot site

The final step, Step g{selects 1e most appropriate option by comparing
their relative costs arid-eapabilities. The discussion below explains the
selection process for the example options in Table 4-10.
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Table 4-10 Cost-capability ratings ,
Compared with the pre-arranged (quick-ship) option, the pre-established
systems acquisition option requires less recovery effort; results in ahigher
quality of system recovery; and provides more control over the recovery
process. The cost of this type of option, however, is generally much higher
than the pre-arranged (quick-ship) option.

Compared to the company-owned cold site, the commercial hot site option
requires less recovery effort; results in a higher quality of system rec_ov’efy;
offers better safety compliance; and provides better security controls. This
is because the hot site is always equipped and ready for use, whereas, a
cold site needs additional effort to setup, configure, and test systems and
equipment. The safety and security controls are typically provided as part
of the services offered by the hot site vendor. The cost of the hot site
option, however, is significantly higher than the cold site option.

If the cost is not a primary concern, an organization may select the follow-
ing options to be included as part of the continuity strategy based on the
above comparison: - -

IT System and Infrastructure Acquisition Option—pre-established
Alternative IT Recovery Facility Option—commercial hot site

Options Recovery | Quality | Safety | Control | Security | Cost
Effort _ -
. . Not . Not .
1 |Pre-established Low High applicable High applicable High |-
Pre-arranged . : Not 1 Nt o
2 (quick-ship) High Medium applicable . Medium applicable Medium
Company v ' ‘ ’ ,
3 |owned Low Low Low -High | Medium Low
Cold site |
~ [Commercial . o e _ . ,
4 Hot site High ngh! High Low ~ High High |-
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4.3 General Recovery Strategy Consideratioh_s

Thekey to a successful business continuity strategy is to select recovery -, &
options based on an evaluation which considers their characteristicsand =~ ~ . .}

capabilities. For instance, a hot site option requires careful considération
of . .
¢ the distance between the recovery site and the prlmary s1te to
ensure it is less likely to be affected by the same disaster -
* the extent of technical support available durmg recovery
* the response time to have the hot site available once the disaster is
declared

This section provides examples of general considerations for evaluating
recovery options. '

Alternate IT Recovery Facility Considerations:

1. Consider a location that would not be affected by the same disaster

2. Consider the time it would take for the recovery team to arrive at
the location.

3. For the most time critical systems, consider the use of commercial
hot sites with dedicated mirrored systems capabilities.

4. Toreduce the cost, initially use a hot site to recover critical systems
then move to a cold site until the original or a new site becomes
available.

5. Avoid reciprocal agreements if the system and equlpment compat—
ibility is difficult to achieve or maintain.

6. Ensure that the IT recovery facility has adequate power redun-
dancy, fire protection controls, and physical security access con-
trols. |

7. Ensure that the IT recovery facility vendor provides adequate
technical support.

8. Select anIT recovery facility vendor with a long hlstory of support-
ing IT recovery facilities.

T TR T T ¢



C

118

Chapter 4

R ee iz o

Alternate Work Area Considerations:

Consider a work area which is at a location not expected to be
affected by the same disaster.

Consider a contract with a work area vendor for ﬁxed or moblle
office work areas.

Consider “work from home” as an optlon ,
Consider the use of existing remote company locations and spaces.
Ensure that the alternate work area is equipped with adequate data
and voice commumcatlons lmes and equipment, and amenities such
as bathrooms and showers.

Ensure both remote and local personnel can access the alternate
office work area.

Consider the use of hotel conference rooms for the crisis manage-
ment center.

Ensure the alternate work area is equipped with office resources
such as fax, copiers, white boards, and stationary.

Off-site Storage Facility Considerations:

Consider a storage location which is at a safe distance away from
the primary site, where it is unhkely to be affected by the same
disaster. R : -
Ensure that'the hours of operation of the storage vendor meet the
storage and retrieval requirements.

Ensure that the storage facility can adequately protect the storage
media from moisture and temperature damages. '
Ensure that the st storage facility has adequate security and safety
controls.

5. Ensure that the storage facility vendor has proper storage media

handling procedures.

W) T ST
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6. Select a storage vendor with a long history of supportmg storage

facilities.

IT Systems and Infrastructure Acquisition Considerations:- -

For systems with a Recovery Time Objective (RTO) of less than
eight hours, use a pre-established system acquisition strategy where
alternate systems are acquired. prior to the disaster event.

For systems with a Recovery Time Objective (RTO) of less than 72
hours but greater than eight hours, use a pre-arranged (quick-ship)
strategy where alternate systems are dehvered after a disaster
within an agreed time period. |

For systems with a Recovery Time Objective (RTO) greater than 72
hours, use an acquire-as-needed acquisition strategy where the
alternate systems are acquired after the disaster event.

Use i1dentical replacement systems where possible.

Ensure replacement systems are fully tested for recovery prior
to a disaster.

Frequently test each system separately, and with other systems.

Ensure voice and data network systems and equlpment have suffi-
cient capacity for recovery.

Manufacturing and Production Recovery Considerations:

1.

For critical equipment with a short Recovery Time Objective
(RTO), use a pre-established system acquisition strategy where
the replacement equipment is acquired ptior to the disaster
event.

Where possible, replace older model equipment with newer models,
which are easier to repair and replace in the event of a disaster.
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3. Augment the alternate manufacturing and production facility with
measures such as redundant HVAC equipment or backup power
generators.

4. Ensure that the alternate manufacturing and production facility
complies with safety and environmental regulations.

5. Consider maintaining a backup of critical parts at an off-31te
facility.

6. Consider stocking a supply of raw material/product 1nventory ata
remote warehouse.

7. Establish reciprocal arrangements with other similar orgamza—
tions for recovery assistance. ,

8. Consider establishing an agreement with a vendor to salvage and
restore any damaged equipment and resources in the event of a
disaster.

4.4 Recovery Contracts and Service Level
Agreements

Recovery contracts and Service Level Agreements (SLAs) are a means for
ensuring proper implementation of the selected recovery options. Written
contracts and agreements must be comprehensive and should account for
any conditions that can hinder or prevent successful recovery. As a simple
example, consider a hot site as an option for an alternate IT recovery
facility for highly time-critical systems. Even though this option satisfies the
recovery requirements, the recovery may be hindered if the contract allows
the vendor to use untested compatible equipment instead of identical
replacement eqﬁipr_nent. An effective contract will either restrict the recov-
ery to identical replacement equipment or allow an exception for the use of
compatible equipment only if it has been pretested and validated for recov-
ery, prior to a disaster. |
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Commercial contracts and agreements—for work areas, IT systems and
infrastructure, and manufacturing and production recovery areas—should
clearly specify the following: Uigs Tove

<
R

1. Availability of the facility, with the required setup and configu- ) . | .}' -
rations, within the acceptable time period for recovery. S R
2. Adequate frequency and time for testing the facility for recov-

ery. ‘ N

Adequate work area for staff.

Sufficient recovery time.

Access to technical support.

Adequate capacity for voice and telecommunication links.

Availability of identical replacement equipment.

Guaranteed access to a recovery facility through alternate arrange-

ments in the event that the facility is being used by any other organi-

zation. ”

9. Clearly stated roles and responsibilities for both vendor’s support
personnel and the organization’s recovery team.

10. Secure and easy access to the facility.

11. Process for controlling changes to systems, equipment, facilities, -
and resources.

12. Procedures to renew the contract.

© N oL s W

While many of the above concerns also apply to reciprocal agreements,
there are certain aspects of reciprocal agreements that are unique.
Organizations should ensure that reciprocal agreements can accommo-
date the following:

1. Sufficient additional capacity to recover the partner systems, equip-
ment, work areas, communication links, etc.

2. Security controls to protect sensitive data and information while
allowing the other organization to conduct disaster recovery
efforts.

a
:
i
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3. The time required to setup the facility as an alternate recovery
- facility once the disaster is declared by the other organization.

4. Safety conditions stated in the recovery requirements.

5. Environmental safety requirements (such as lead free, dust free,

chemical free, etc.) |
6. Sufficient testing time required to validate the recovery process.

7. ~Alternate arrangements in the event that the existing facility or

equipment is unavailable.
8.  Procedures to notify the other party of changes to facility,

systems, and equipment. .

The terms and conditions in any of the recovery related contracts and

agreements must be carefully reviewed by the organization’s legal depart-

( ments. Itis also important to investigate the short- and long-term financial
and operational status of potential recovery vendors and organization to
support the recovery requirements.

/

—————
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Appendix 4A: Examples of Availability Time
Concerns for Recovery Options |

As indicated in Section 4.2.3 Phase C: Availability Time Assessment,
most recovery options require a detailed assessment of various concerns
that can adversely >impact their availability time. Tables 4-11 to 4-19 show
examples of availability time concerns (ATCs) for recovery options men- -
tioned in Section 4.2.2 Phase B: Recovery Options Identification. The
list below describes each table in terms of its corresponding recovery area
and one or more recovery requirements.

« Table 4-11: ATCs for alternate office work areas and crisis manage-
ment center
Recovery Area: Work areas
Recovery Requirements:
a) Alternate office work areas
b) Crisis management center

e Table 4-12: ATCs for critical IT systems and infrastructure
| Recovery Area: IT systems and infrastructure
Recovery Requirements:
a) Critical IT systems and infrastructure

e Table 4-13: ATCs for alternate IT recovery facilities
Recovery Area: IT systems and infrastructure
Recovery Requirements:

- -b) Alternate IT recovery facilities

e Table 4-14: ATCs for critical equipment and resources
Recovery Area: Manufacturing and production,
Recovery Requirements:

a) Critical equipment and resources
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Table 4-15: ATCs for critical products |
Recovery Area: Manufacturing and production
Recovery Requirements:

b) Critical products

Table 4-16: ATCs for alternate manufacturmg and production

facilities

Recovery area: Manufacturing and production
Recovery requlrements
c¢) Alternate manufacturing and productlon facilities

Table 4-17: ATCs for critical data and off-site data storage facilities
Recovery Area: Critical data and critical/vital records
Recovery Requirements:

a) Critical data and off-site data storage facilities

Table 4-18: ATCs for critical data and off-site data storage facilities
Recovery Area: Critical data and critical/vital records,
Recovery Requirements:

b) Critical/vital records and off-site critical/vital record
storage facilities
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Examples of Availability Time Concerns

Recovery Recovery
Option Options
Category
Commercial | Mobile site The travel distance, route, and traffic
‘ : congestions may impact the delivery of the
N . | mobile site..
Hotel meeting | The recovery can be impacted by the time
rooms needed to find a suitable hotel with available
rooms. This can be a major concern if the
disaster occurs at a regional local level.
Fixed site The distance and travel time needed by staff to
L reach the site can impact the recovery time.
Company Alternate The distance and travel time needed by staff to
Owned | company | reach the alternate company site can impact the
owned site or | recovery time.
branch office { :
Employee Home office | The additional coordination and communication
Owned is needed between home offices to maintain
centralized control can impact the recovery time.
Operational | Work area A work area in a cold site can take considerable
Readiness (cold site) time to prepare the site to receive, install, and
configure equipment.
Work area A work area in a warm site can take between
(warm site) several hours to a day in preparation time before
it becomes ready for use.
Work Area A work area in a hot site is always equipped and
(hot site) ready for use. It can be available within hours.
Critical Pre- The resources are acquired and installed prior to
Resource established the disaster; therefore, this option shortens the
Acquisition recovery time. ,
Method Pre-arranged | The delivery of the resources is guaranteed
(quick-ship) | within an agreed time period by the suppliers.
Additional time needed for setup and
configuration may impact recovery time.
Acquire-as- The required resources are ordered from the
needed supplier after the disaster event. As such, they
may not be available and ready for use within the
expected time for recovery.

Table 4-11: ATCs for alternate office work areas and crisis
management center

R g o sou
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Recovery Recovery Example of Availability Time
Option Options Concerns
Category - o
System Pre-established | The systems are acquired and installed
Acquisition prior to a disaster; therefore, this option is
Method suited for services that need to be

recovered within hours to a few days.

Pre—afrange’d
(quick-ship)

The dellvery of the systems is guaranteed
within an agreed time- period. by the
suppliers. Additional time is needed for

i setup and configuration of systems. This

option can typically support the recovery

| requirements for services within a time
| frame of 2 to 7 days.

Acquire-as-needed

‘The required systems are ordered from

the supplier after a disaster event, and

{ may not be available and ready for use

| within the expected time for recovery.

| This option can support the recovery

| requirements for services that can sustain
“an outage ranging from days to weeks or

longer.

Table 4-12: ATCs for critical IT systems and infrastructure

[SOUNUR——
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Recovery Recovery Example of Availability Time
Option Options Concerns
Category o
Ownership | Company . The distance and travel time needed by staff
‘ owned remote | to reach the dedicated alternate company site
site can impact the recovery time.

Mobile site Untested mobile site configuration may affect
the recovery time. The travel distance, route,
and traffic congestions may impact the
_delivery of the mobile site. ‘

Reciprocal site | Additional time is required to prepare the site

involving a for recovery if the site is being used by the

separate ‘partner organization at the time of the
organization disaster. The distance and location the staff
- must travel to reach the alternate site can
affect the recovery time. Delays can also
‘result from the requirements to comply with
the partner organization’s policies and
_ operational requirements. =

Commercially | The distance and travel time needed by staff

available to reach the dedicated alternate recovery

dedicated facility can impact the recovery time.

facility '

Commercially | Additional time is required to prepare the site

available for recovery if the site was recently used by

shared facility another organization for testing or to recover
from a disaster. The distance and location the
staff must travel to reach the alternate shared
site can impact the recovery time.
Operational | Cold site Requires significant time to acquire, setup,
Readiness and install equipment — possibly up to two or
three weeks.

Warm site It has some of the necessary hardware,
software and voice communication equipment
pre-installed. Additional time ranging from
days to one or two weeks may be required for
procuring, installing, and configuring
additional equipment.

Hot site The hot site is always equipped and ready for
use. As such it is typically available within
hours. :

Table 4-13: ATCs for alternate IT recovery facilities

Pz
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Recovery Recovery Example of Availability Time
Option Options Concerns :
Category ' o
Acquire-as- Acquire Manufacturing equipment which tends to be
needed equipment | expensive and unique in design is generally

not stockpiled and can take several months
of lead time to acquire.

Acquire parts

In some cases the supplier may stockpule

.} the parts to support equipment
‘maintenance. The lead to time to acquire

parts if they are stockpiled can take several
days; otherwise, parts have to be
manufactured which may take several -

_ ,months
Pre-established | Maintain In-many cases, the extent of the damage
- contracted | can be minimized by salvaging equipment,
services to thereby reducing the time to recover.
salvage and In some cases, however, the effects of the
restore disaster event may not allow salvage and
' restore operations to begin immediately.
For instance, a fire may produce additional
contaminations such as PCBs that would
prevent entry for weeks.
Maintaina | The lead time to retrieve the backup parts
backup of depends on the distance between the
critical parts off-site storage facility and alternate
atan off-site | recovery facility, parts packaging, and
facility shipping method.
Maintain The lead time to retrieve the backup
backup of equipment depends on the distance
critical between off-site storage facility and
equipment at | alternate recovery facility, equipment
an off-site packaging, and shipping method.
facility

Table 4-14: ATCs for critical equipment and resources
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with other similar
organizations for
production
assistance

Recovery Recovery Example of Availability Time
Option Options Concerns

~ Category L

Backup Maintain a -The'lead time to retrieve the backup raw

Surplus surplus of raw ‘material depends on the distance between the

Inventory materials and remote warehouse and alternate recovery
products needed | facility, equipment packaging, and shipping
-during recovery method. The products could be shipped to
time ataremote | customers directly from the remote
warehouse. - warehouse with no affect on the recovery

. : time. o : '

Production Make : Thé competitor may delay the supply of

Assistance arrangements products in situations where it is at a full
with competitors | capacity at the time of the disaster, or its own
to supply customers are waiting for the same product.
products :
Make reciprocal | The partner organization may delay the
arrangements - supply of product in situations where it is at a

full capacity at the time of disaster, or its own
customers are waiting for the same product.

Table 4-15: ATCs for critical products

i
i
v
i
i



130 Chapter 4
Recovery Recovery Example of Availability Time
Option Options Concerns
Category L
Alternate Use company’s The site will need considerable preparation
Recovery * | existing empty - time to install equipment and satisfy unique
Facility facility at another | production or regulatory requirements.

location

Acquire a

‘| separate

commercially
available site as
needed

Recovery time can be affected by the
additional time required to find a suitable
commercial site and by the time needed to
negotiate the lease. Additional delays are
expected due to the preparation time
needed to install equipment and satisfy
unique production or regulatory
requirements.

Rebuild or repair
the damaged site

Recovery time can be impacted by the time
needed to assess the damage and
recoverability condition, prepare an
insurance claim, and assign a contract to
rebuild, and to rebuild and satisfy safety and
other regulatory requirements.

Share company’s
other existing

Recovery time can be impacted by the time
needed to re-arrange exXisting configurations

manufacturing to accommodate operations of the original
facility for damaged facility.
production

Table 4-16: ATCs for alternate manufacturing and prodliction

facilities
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Recovery | Recovery Options Example of Availability Time
Option Concerns :
Category ' .
Data Continuous Suitable for RPO of few hours.
Backup Daily Suitable for RPO = 1 day"
Frequency —
Weekly Suitable for RPO = 1 week
Monthly Suitable for RPO = 1 month
Backup Full Compared to incremental aﬁd differential
Type backups, restoration from a full backup
requires the fewest tapes and the shortest
recovery time. -
Differential Compared to incremental backups,
o restoration requires. fewer tapes and
shorter recovery time.
: Incéremental backup' types require the most
Incremental tapes and time to recover.
Backup Remote mirroring Suitable for continuous availability
Method | Transaction routers requirements where RTO = 0; RPO =0
| Wide Area High Suitable for services with RTO < 8 hours
Availability Clustering | and RPO < 30 minutes.
Storage Area
Network (SAN)
Storage Virtualization
Disk Mirroring
Disk Shadowing
Application or Utility
based data
replication
Electronic Vaulting Suitable for services with RTO > 8 hours
- and RTO <72 hours; and RPO < 24 hours.
Remote Journaling
Suitable for services with RTO > 72 hours;
Tape backups and RPO > 24 hours.
Off-site Commercial data The distance between the off-site
Storage storage facility commercial storage facility and alternate
Facility recovery facility and the backup media

shipping method can impact recovery time.

Company owned
remote data storage
facility

Retrieval of backup media can be delayed
if company staff must travel to the off-site
storage facility to obtain it. The distance
between the off-site storage facility and
alternate recovery facility, and the shipping
method can impact the recovery time.

Table 4-17: ATCs for critical data and off-site data storage facilities

131
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Recovery - | Recovery | Example of Availability Time

Option Options - | Concerns

Category

Backup Daily Suitable for RPO =1 day )

Frequency Weekly Suitable for RPO = 1 week ' : o
Monthly | Suitable for RPO = 1 month o
Yearly Suitable for RPO = 1 year

Storage Microfilm The time needed to reprod‘uce information

Media to original form, such as paper, can have a

Microfiche

potential impact on the recovery time. This ;

Optical disk depends on the timely availability and ,
efficiency of the reproduction equipment
such as microfiche readers, tape readers,

Magnetic tapeé

Disks | etc.

CD
Salvage and | Pre-arranged In many cases, the extent of the damage k
Restore contract with a can be minimized by salvaging critical
Method vendor for records, thereby, reducing the time to

salvage and recover.

restore B

operations

Contract on an Considerable time is needed to find a j
as-needed basis | suitable contractor and negotiate an :
for salvage and agreement to salvage and restore critical
restore operation | records.

Oft-site Commercially The distance between commercial off-site ! :
Storage operated record storage facility and alternate recovery ;_ &
Facility storage facility facility, and the backup record shipping ! '

method can impact the recovery time.

Company owned | Retrieval of records can be delayed if
remote record company staff must travel to the off-site
storage facility storage facility to obtain them. The distance
between the off-site storage facility and
alternate recovery facility, and the shipping
method can impact recovery time.

Table 4-18: ATCs for critical record and off-site record storage
facilities




Chapter 5
Business Contmmty
Plan Development

5.1 Chapter Overview

The business continuity plan is developed during the fourth stage of the
BCP process (see Figure 1-3). The business continuity plan contains
predetermined recovery procedures and guidelines which organizations can
follow during a crisis to minimize impact on the business. The predeter-
mined procedures and guidelines prevent organizations from making
on-the-spot critical decisions in the middle of a crisis.

To a certain extent, Business Continuity Planning (BCP) is similar to the
way planning occurs in our personal lives. Consider an example of planning
a long distance driving trip with the objective to reach a specific destination
within a certain time frame. The travel plan contains phases suchas prepa-
ration, travel, and stopovers, as well as resources and sequence of activi-
ties and tasks involved in each phase, such as obtaining maps, finding

i
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directions, driving, eating meals, and resting. A travel planis also based on
a strategy which helps the driver to select various travel options such as the
fastest routes (versus the safest routes) or renting a car (versus using ones
car). BCP shares the following similarities compared with the travel plan-

ning example:

* Planning is designed to achieve an objective at a future time.

* Planning deals with the complexity of the problem by dividing the |
solution into phases. . o | : {

* Planning identifies resources, activities, and tasks needed to |
complete each phase.

* Planning relies on certain strategies for achieving the objective.

The objective of the business continuity plan is to recover critical pro-
cesses within a certain time frame. The business continuity plan addresses
a sequence of events called phases as depicted in Figure 5-1: initial re-
sponse and notification, problem assessment and escalation, disaster
declaration, plan implementation logistics, recovery and resumption, and
normalization. Descriptions of these phases specify personnel, resources
and activities' needed to achieve the objective.

The personnel, resources, and activities, taken together, implement the
‘recovery options selected by the business continuity strategy. The recov- 3
ery options can consist of, for instance, either a pre-established, i
pre-arranged (quick-ship), or acquire-as-needed option for acquiring IT
and non-IT resources. They could also specify a cold site, warm site, or i
hot site option for an alternate recovery facility. These recovery options o
are discussed in Chapter 4 Business Continuity Strategy Development.

~The next section of this chapter identifies essential elements of the business
continuity plan through an example outline. The remainder of the chapter
explains the content of each element.

! The business continuity plan specifies high-level activities, procedures, and tasks which are ‘
defined as follows: a high-level activity consists of one or more procedures and a procedure :
consists of one or more tasks.
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Results in Recovery

Results in

Pre-disaster

Disaster/
Disruptive
Event I
’ lnitiél Results ina
Phase1 | Responsea f— V0O
Notification Problem
B - Report
Results in a
‘ Problem Del:ail :(;
Phase 2 | Assessment &  Problem
. Escalation Report
‘ 7 Results in a'
R Disaster ~ Disaster
Phase 3 Declaration Declaration
: ' Statement
Resuits in Mobilization of
Plan Teams, Backup Media, -
Phase 4 |Implementation and Critical Resources.
_Logistics and Equipment.
: Recovery and of Critical IT and
Phase 5 Resumption Nor-IT Resources
and Processes
Phase 6 | Normalization

Operational

Status

Figure 5-1: Business continuity plan execution phases
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5.2 Business Continuity Plan Outline

Business continuity plans vary in structure and content from one organiza-
tion to the next because of differing business needs. Any business continu-
ity plan is acceptable if it is both comprehensive and feasible:

* Comprehensive—plan takes into account recovery of all critical
processes, and consider all recovery phases: initial response
and notification, problem assessment and escalation, declara- }
tion, logistical preparation, critical applications and resource i
recovery, and transition to normal operation.

. Feasible.v—.,—pvlan is up-to-date, flexible, and is not difficult to imple- )
ment through the available budget, teams, resources, and facilities. , i

At a minimum, the business continuity plan needs to address certain
essential elements such as those listed in the following outline®. Each
element within the outline includes a reference (in parentheses) to the
section of this chapter that explains the element in detail.

Example Business Continuity Plan Outline:

Objective and Scope (Section 5.3) | ‘
Definition of a Disaster (Section 5.4)

Risk Management Summary (Section 5.5)

Business Impact Analysis Summary (Section 5.6)
Business Continuity Strategy Summary (Section 5.7)
Business Continuity Teams (Section 5.8)

Contact Information (Section 5.9)

Activities for BC Plan Execution Phases (Section 5.10): | ;
a. Initial Response and Notification (Section 5.10.1) |
b. Problem Assessment and Escalation (Section 5.10.2)

RN R =

2 Additional elements of a business continuity plan such as an introduction, executive
summary, title, and names of authors are not addressed in this book. l*
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e Ao

Disaster declaration (Section 5.10.3)

Plan Implementation Logistics (Section 5.10.4)
Recovery and Resumption (Section 5.10.5)
Normalization (Section 5.10.6)

9. Mapping Resources to BC Plan Execution Phases, Activities,
Procedures, and Tasks (Section 5.11) |

10. Assigning Activities, Procedures, and Tasks (Section 5.12)

11. BC Plan Change Control (Section 5.13)

12.BC Plan Appendices (Section 5.14):

a.

b
c.
d

M o

Tor @

B

» n.a3 o s

. Critical Office Work Area Equipment and Resource Informa-

Emergency Response Plan

. Crisis Communication Plan

External Contacts

tion

Critical IT Systems and Infrastructure Information
Critical Manufacturing and Production Equipment and
Resource Information

Critical Manufacturing and Production Products

Critical Data and Critical/Vital Records

Alternate IT Recovery Facility Information

Alternate Manufacturing and Production Facility Informa-
tion o |
Alternate Office Work Area Information :
Crisis Management Center Resource Information :
Critical Data and Critical/Vital Record Storage/Retrieval

Procedure

Insurance Policy Information

Service Level Agreement Information

BCP Guidelines and Standards Information - -
Forms

Risk Assessment Report Information

BIA Report Information
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t. Business Continuity Strategy Report Information
u. Business Continuity Plan Distribution List -
v. Glossary -

The sections in the remainder of the this chapter describe these key
plan elements in detail. Appéndices at the end of this chapter provide
additional information related to an emergency response plan, a crisis
‘communication plan, and critical data and records: o

* Appendix 5SA Emergency kesponse Plan Requi’rements
* Appendix 5B Crisis Communication Plan Requirements

e Appendix 5C Critical Data and Critical/Vital Records Off-site
Storage Requirements

5.3 Objective and Scope

The objective of the business continuity plan is to reduce consequences of
a disruption to an acceptable level through execution of pre-established
continuity and recovery procedures. Continuity and recovery of critical
processes identified during the BIA are the main focus of the business

continuity plan.

The scope of the business continuity plan specifies the operational and
technical areas—both inside and outside the organization—that are cov-
ered by the plan. Below are some areas typically addfessed in the scope:

* Specific company sites and locations;
* Business units;

RS I L T i
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* Alternate IT recovery facilities, alternate office work areas, alter-
nate manufacturing and production facilities, and crisis management
~ center;
* Off-site storage facilities for data and vital records;
* Business partners and customers;
e Suppliers of critical IT and non-IT equipment and resources;
¢ Civil authorities (fire, police, and ambulance services). |

This section also includes additional scope related information such as:

* The maximum length of time assumed for recovery operations.

e ‘Types of events that can invoke the plan, such as loss of critical
services, disk failures, and lack of access to buildings.

* Areas not addressed by the plan. For example, the plan may not
address specific remote business locations, or it may cover disrup-
tion to data communication services but exclude voice communica-
tion services.

5.4 Definition of a Disaster

T

The purpose of defining a disaster in the business continuity plan is
beneficial both during the plan development stage and immediately
following a business disruption. A concise disaster definition provides
clear focus during plan development. Following a business disruption,
a pre-established definition of a disaster helps to determine whether or not
the disruption qualifies as a disaster and thus whether to involve the mea-
sures in the plan, or address the interruption through other means, such as
standard operational procedures, outsourcing the response, or some other -
means.

The following is an example of a disaster definition: A disasteris an event
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that disrupts mission-critical business processes and degrades their service
levels to a point where the resulting finaneial and operational impact to an
organization becomes unacceptable.

The disaster definition section of the plan also classifies a disaster accord-
ing to its severity level. The purpose of disaster classification is to help the
business continuity teams determine appropriate responses in a timely
manner during a crisis situation. Minor, intermediate, and major represent
an example disaster classification. This classification is described below.

5.4.1 Minor Level Disaster

This type of disaster occurs more frequently in normal day-to-day opera-
tions, compared to an intermediate or a major disaster. The severity level
is considered minor because the effects are often isolated to a small subset
of critical business processes. The business units that depend on these
critical processes can still continue to operate for a certain length of time.
The cause of the disruption is often the failure of a single component,
system, or service. Example causes of minor level disasters can be failures
of manufacturing equipment parts, system disks, and voice network hard-
ware.

5.4.2 Intermediate Level Disaster

An intermediate level disaster occurs less frequently but with greater
impact compared to the minor level disaster. This kind of event disrupts
normal operations of some but not all critical business units. The opera-
tional disruptions result from major failures of multiple systems and equip-
ment. Example causes of the intermediate level disaster include water
leakage into the computer room, structural damage to the part of the
building housing critical equipment, etc.
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5.4.3 Major Level Disaster

The possibility of this type of disaster occurring is very small but the extent
of the impact is significant compared to the minor and intermediate level
disasters. This event disrupts normal operations of most or all of the
critical business processes. The operational disruptions are the result of
inaccessibility or failure of most or all of the systems and equipment. |
Example causes of this type of disaster can include destruction of or inabil-
ity to access company facilities due to fires, earthquakes, storms, or sabo-

tage.

5.5 Risk Management Summhary

This section of the plan summarizes the risks to the organization. Informa-
tion for this section is extracted from the risk assessment report produced
in stage 1 of BCP process (see Section 2.3.4 Phase IV: Risk Reporting).
The risk management summary should include the following information:

1. A list of threats and risks
2. Alist of critical assets exposed to the threats
3. A list of implemented risk controls and residual risks

This section should also include a reference to the risk assessment report
for additional information.

5.6 Business Impact Analysis Summary

This section of the plan summarizes the BIA findings related to the critical
business processes. The BIA is conducted during the second stage of the
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BCP process (see Chapter 2 Business Impact Analysis). The summary ]
should list the critical processes and their recovery requirements in terms of

the following:

Maximum Tolerable Downtime (MTD)

Critical IT systems and applications

Critical non-IT resources : o
Recovery Time. Objectives (RTOs), Recovery Point Objectives -
(RPOs), Work Recovery Times (WRTs) of critical applications
and resources |

O R S

This section should include a reference to the BIA report for additional

information.

5.7 Business Continuity Strategy Summary f |

During the business continuity strategy development stage, various.options
were investigated for recovering disrupted data, records, applications,
systems, equipment, and_facilities. This section summarizes the recovery
options selected for the following recovery areas and requirement catego-

I1€s:

* Recovery Area: Work areas
Recovery Requirement Categories:
a) Alternate office work areas, for staff to perform work
b) Crisis management center, for crisis management
team to conduct recovery efforts

* Recovery Area: IT systems and infrastructure
Recovery Requirement Categories:
a) Critical IT systems and infrastructure
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b) Alternate IT recovery facilities

* Recovery Area: Manufacturing and production
Recove'ry Requirement Categories:
a) Critical equipment and resources
b) Critical products |
c) Alternate manufacturing and production facilities

* Recovery Area: Data and critical/vital records
Recovery Requirement Categories: ,
a) Critical data and off-site data storage facilities
b) Critical records and off-site record storage' facilities

This section should include a reference to the business continuity strategy
document for accessing additional information.

5.8 Business Continuity Teams

This section of the business continuity plan defines the organization of the
business continuity teams, and their roles and responsibilities. The size and
the number of teams depend on the scope and complexity of the plan.

Figure 5-2 describes a typical business continuity team structure. In

this structure, teams are classified into three layered groups represent-
ing crisis management, business resumption, and technical and opera-
tional recovery.

Members of a team are chosen based on their knowledge and experience
of activities, procedures, and the tasks assigned to the team. Ideally,
teams are staffed with the personnel who perform the same or similar tasks -
under normal conditions. For example, operating system recovery team
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Crisis Management Group

Teams Business Resumption l

‘ Group
Teams Technical and Operational
I Recovery Group

Teams I l

Figure 5-2: Business continuity plan team structure

members should include operating system administrators. If possible, each
member is designated as an alternate for another team member in the event
he/she is unavailable during the recovery period. Team members are
expected to be familiar with the goals and procedures of other teams to
facilitate intra-team activities.

This section of the plan should also address the possibility that a disaster
can prevent most team members from par‘ticipating in the recovery effort.
To deal with such situations, teams should include members from other
geographic areas such as staff from remote company branches, vendor
personnel, and contractors.

Each team is led by a team leader who directs overall team operations,
acts as the team’s representative to management, and liaises with other
team leaders. The team leader disseminates information to team members
and approves any decisions that are made within the team.

The rest of this section provides a brief description of the teams and their

responsibilities.
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5.8.1 Crisis Management Group
The Crisis Management Group consists of

Crisis Management Team (CMT),

Business Continuity Coordinator (BCC),

Damage Assessment Team (DAT),

Notification Team (NT),

Emergency Response Team (ERT),

Crisis Communication Team (CCT), |
Resource Procurement and Logistics Team (RPLT), and
Risk Assessment Manager (RAM).

0 2 N bW N

Crisis Management Team (CMT)

The CMT manages and controls the execution of the business continuity
plan, emergency response plan, and crisis communication plan. The re-
quirements for an emergency response plan and crisis communication plan
are described in Appendix SA Emergency Response Plan Requirements
and Appendix 5B Crisis Communication Plan Requirements. During the
initial and subsequent periods of the crisis, the CMT uses a crisis manage-
ment center to conduct its operations.

It is essential for this team to have at least one senior manager as the team -
leader, responsible for its overall guidance. The organization’s chief oper-
ating officer is an example of a person for this role. The CMT leader has
the final decision and authority to invoke the plan. Other members of the
team include the business continuity coordinator, and leaders of emergency
response, damage assessment, crisis communication, notification, resource
procurement and logistics, and risk assessment teams. These members
provide information about their teams’ activities to the CMT. The CMT
can include representatives from IT, human resources, legal, and finance
departments, as well as representatives from relevant business units.
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Figure 5-3 illustrates the crisis management team in relation to crisis man-
agement, business resumption, and technical and operational recovery

groups.
iQi Crisis
: Crisis Management :
:  Management Team Leader :
: (Senior Executive) :
H Team ¢
Risk .
T Assessment ggﬁgﬁ; Business Unit :_Tégg// :
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Figure 5-3: Crisis management team

Business Continuity Coordinator (BCC)

The BCC has the overall responsibility for managing the plan execution
phases: initial response and notification, problem assessment and escala--
tion, disaster declaration, plan implementation logistics, recovery and
resumption, and normalization. The BCC coordinates the activities and
provides an important communication link between the CMT and other
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teams. The -BCC is also responsible for the development, testing, and
maintenance of the plan.

Damage Assessment Team (DAT) .

The DAT is mobilized immediately after the occurrence of a disruptioh. It
is responsible for assessing the extent of the damage based on pre-estab-
lished guidelines, and for estimating the time to recover.

Notification Team (NT)

The NT is responsible for notifying business continuity teams and personnel
needed to execute the plan and its recovery procedures. The notification is
performed according to pre-established notification procedures. An
example notification method using contact lists is described in Section 5.9

Contact Information.

Emergency Response Team (ERT)

The ERT is responsible for protecting life, property, and the environment
immediately after a disruption. The ERT facilitates personnel evacuations,
internal rescue operations, medical assistance, and incident containment.
By coordinating activities with fire, police and ambulance departments, the
ERT attempts to stabilize the situation. ERT uses an emergency response
plan containing procedures and guidelines for handling emergency situa-
tions. Appendix 5A Emergency Response Plan Requirements at the end
of this chapter details general requirements for an emergency response plan
and includes descriptions of emergency response team members and their
responsibilities.

kL
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Crisis Communication Team (CCT)

The CCT is responsible for providing consistent, timely, and accurate crisis
information to staff, management, external business partners, customers,
and public. Based on pre-established communication guidelines, specified
in the crisis communication plan, the CCT provides information regarding
the nature of the disruption, its status, actions that are being taken, and
expected recovery time. Guidelines for the crisis communication plan are
identified in Appendix 5B Crisis Communication Plan Requirements, at
the end of this chapter. |

Resource Procurement and Logistics Team (RPLT)

RPLT is responsible for ensuring expedient and timely acquisition of re-
sources and equipment needed for recovery. It is also responsible for
mobilizing people, resources, equipment, and supplies to the alternate
recovery facilities.

Risk Assessment Manager (RAM)

The role of Risk Assessment Manager '(RAM) 1s to assess and control
the risks associated with the disruption and the execution of the business
continuity plan. The assessment includes risks related to security,‘ insur-
ance, legal obligations, and safety.

5.8.2 Business Resumption Group

The business resumption group consists of the User Management Team
(UMT) and a number of Business Unit Teams (BUT).

¢ T TETEERRR
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Figure 5-4 illustrates the business resumption group.

: Buéiness
Continuity
Coordinator

User' Business
Management Unit Teams
Team (UMT) (BUT)

C
T ' -

Figure 5-4: Business resumption group

User Management Team (UMT)

The UMT’s role is to conduct an overall assessment of the user depart-
ments’ immediate needs, monitor the recovery progress and status, and
coordinate the recovery activities between the business unit teams and the
IT technical recovery teams (defined below). The UMT consists of
main leads from the business unit teams.

Business Unit Teams (BUT)

A business unit team represents a single business unit. Its membership
consists of key users of critical systems and resources. The role of BUT is
to assess the current needs of the unit, and assist the IT technical recovery
team to recover lost data and resources, re-enter manually kept data, and
to validate successful recovery.

LT AT T s
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5.8.3 Technical and Operational Recovery Group

“The technical and operational recovery group is illustrated in Figure 5-5.
This group consists of IT and non-IT‘resource recovery teams as listed ;
below: ' ' '

1. IT Technical Recovery Teams (ITTRT)
2. Manufacturing and Production Technical Recovery Team » '_ |
3. Safety and Hazardous Material Handling Team
4. Vital Records Salvage and Restoration Team ]
5. Data and Critical Record Backup Retrieval Team
6. Administration Support Coordination Team
7. Restoration Team
Business
Continuity
Coordinator -
|
|
i
- - |
ITRTechmcal Manufacturing Vital Records Administration o
_?covery and Production Salvage and Suppport and -
”‘3?&".? Technical |- | Restoration Coordination ‘
l ( ) Recovery Team Team Team " i
[ o
Data and Safety and :
Critical Record Restoration Hazardous
- Backup Team Material -
Retrieval Team : Handling Team

Figure 5-5: Technical and operational recovery group
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The teams in the technical and operational recovery grouﬁ are described in
the following sections.

IT Technical Recovery _Teams (ITTRT)

IT technical recovery'teams consist of a number of different téamé‘,‘
each focused on the recovery of a specific technical area. Example of
these teams include ' o

¢ Operating Systems Platform Team,

* Networking and Telecommunications Team,
¢ Database Systems Team,

¢ Applications Team,

¢ Systems Backup Team,

* Security Control Team, and

* Integration and Testing Team.

Manufacturing and Production Technical Recovery Teams
(MPTRT)

These teams are responsible for the salvage and recovery of critical manu-
facturing and production equipment and resources. Examples of these
teams include:

¢ Equipment Damage Assessment and Salvage Team,
* Equipment Repair and Restoration Team, '

¢ Equipment Testing Team,

¢ Safety Control Team,

¢ General Support Team,

¢ Mechanical Engineers,

¢ Equipment Technicians, and

¢ Electricians.
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Safety and Hazardous Material Handling Team

This team assists with both the recovery task at the alternate recovery
facilities, and the restoration of the damaged site. It is responsible for
inspecting unsafe conditions and contaminations, and implementing proper
safety controls. Depending on the type of potential hazards involved, this
team can include fire safety inspectors, hazardous material spe.cialiSts,' :
representatives from ‘utility companies (gas, water, electrial), and experts in
toxicology, microbiology, etc.

Vital Records Salvage and Restoration Team

The objective of this team is to salvage damaged records by providing

immediate and special care to prevent further loss, and to apply proce---

dures that help to restore records to their original conditions. The
safety and hazardous material handling team assists this team with the
salvage and restoration effort.

Data and Critical Record Backup Retrieval Team

This team is responsible for retrieving from the backup facility copies of
operating systems, applications, data, critical records, and manuals and
documents needed for recovery. It is also responsible for ensuring security
of the backup media. Itis important that at least one member of this team
is from the organization’s record management department or group to
assist the team with the retrieval of critical and vital records.

Administration Support Coordination Team

This team’s role is to coordinate the recovery process with alternate
recovery facilities, off-site storage facilities, and hardware/software ven-
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dors. It is responsible for food, accommodations, and travel arrangements,
as well as for tracking expenditures.

Restoration Team

Responsibility of the restoration team is to facilitate transition from the
alternate recovery facility to the original facility or a new facility.

5.9 Contact Information'

Contacting personnel spread across the organization tends to be diffi-
cult under normal conditions; in a disaster it can prove to be even more
difficult to contact the teams and their members. Therefore, it is critical to
maintain accurate and up-to-date contact information within the business
continuity plan.

A common approach for maintaining contact information is to use a “call
tree” along with a “contact list”. A call tree is a hierarchical structure that
represents team members and their notification sequence. A team member
represented as a node in the call tree list is notified by another member at a
higher level node if they are linked together. Each node for a team member
in the call tree should reference another member of the team designated as
an alternate contact person.

Sirteiaecy i
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Primary:
Alternate:

Business
Continuity
Coordinator

An example call tree for the IT technical recovery teams is depicted in

Figure 5-6.
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Desktop Support Telecom Database Application
Specialist Technician Administrator Administrator
Primary: Primary: Primary: Primary:
Alternate: Alternate: Alternate: Alternate:
] I
Platform Support Telecom
Specialist Technician
Primary: Primary:
Alternate: Alternate:

Figure 5-6: Sample call tree for IT technical recovery teams

¢ Team name

e Member’s name
e Member’s role

A contact list contains information on how to contact each member. There
may be more than one contact list. For instance, a master list with names
of all contacts in alphabetical order, and a list for each business continuity
team with each individual on the list having the following information:

e e G st
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* Office telephone number

* Cell phone number

* Pager number

* Home number

* Email address N

* Alternate team member (used in the event that the primary
member is not reachable)

J Expécted notifications and communications

The expected notifications and communications entry indicates the corre-
spondence the team member will receive when the business continuity plan
is executed. The notification team, for instance, uses this information to
notify and deliver communications to appropriate teams. The communica-
tion may include the preliminary problem report, detailed problem report,
or disaster declaration statement. The type of communication that mem-
bers will receive depends on their role as defined in the member’s role

field.

Critical contact information regarding suppliers, service providers, and
customers is attached to the business continuity plan as an appendix (see
the External Contacts appendix in Section 5.14 BC Plan Appendices).
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5.10 Activities for BC Plan Execution Phases

This part of the document describes various phases for executing the plan.
Figure 5-1 shows typical business continuity plan execution phases:

* Phase 1: Initial Response and Notification '
A preliminary problem report is prepared as an immediate response
to a disruption. Appropriate teams are notified based on the type
and extent of the damage. - '

* Phase 2: Problem Assessment and Escalation
A detailed problem report is prepared after a thorough inspection of
the disrupted site. Appropriate teams are notified based on the
findings in the detailed problem assessment report. '

* Phase 3: Disaster Declaration
The detailed problem report is reviewed and a decision is made
on whether or not to declare a disaster. A disaster declaration
statement 1s prepared in this phase. The remaining phases are
executed once a disaster is declared.

* Phase 4: Plan Implementation Logistics
Logistical procedures are executed to prepare the recovery envi-
ronment and mobilize the required teams and resources for the
recovery and resumption, and normalization phases.

* Phase 5: Recovery and Resumption
Critical IT and non-IT resources are recovered and critical process
work is resumed at the following facilities: alternate IT recovery
facility, alternate office work area, alternate manufacturing and
production facility, and crisis management center.
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* Phase 6: Normalization
The environment and operations are normalized to pre-disaster
conditions by transitioning from an alternate recovery facility to
either the restored original site or to another facility such as a cold

site.

These six phases are presented in Figure 5-7 on a time line starting with a

disaster event.

Emergency Response Stabilize
Plan Execution

. Disaster
Emergency

Manage BC Plan

Initial
Response &
Notification

Problem
- Assessment &
' Escalation

Disaster
Declaration Plan
Implementation
Logistics

Phase 3
/ Phase 4 Recovery &

Crisis / Resumption

- Management
Center (CMC)

Disaster
Site

Phase 5

Nommalization

Alternate IT Recovery
Facility, Office Work

Area, Alternate /
Manufacturing &
Production Facility Cold Site or
Original Site

Phase 6

Disaster Time Normal

Figure 5-7: Business continuity plan execution phases

A disruptive event may trigger execution of both the emergency response

plan and the business continuity plan. The emergency response plan

focuses on the safety of employees and protection of the organization’s

gt e
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assets. It contains procedures to stabilize an emergency through coordina-
tion with the civil authorities such as fire, police, and ambulance depart- -
ments. Appendix 5A of this chapter contains general requirements for an

emergency response plan. ,

The execution of the business continuity plan begins with Phase 1 Iniftial
Response and Notification and results in the preliminary problem report.
Phase 2 Problem Assessment and Escalation follows Phase 1 and results-
in a detailed problem report. If the findings of these two phases indicate a
serious business impact, the crisis management group is mobilized to
manage the execution of the business continuity plan. The main focus of
phase 1 and 2 is the disrupted site.

Phase 3 Disaster Declaration is executed by the crisis management team.
Phase 4 Plan Implementation Logistics begins once the disaster 1s de-
clared. Phases 3 and 4 are normally executed at the crisis management

center.

Phase 5 Recovery and Resumption occurs at the alternate recovery
facilities. Phase 5 can begin during the same time period as Phase 4. For
instance, recovery at the alternate office work area may begin as soon as
the required logistics are completed; even though, logistics for other alter-
nate recovery facilities have not been completed. .

Phase 6 Normalization typically focuses on the restoration of the damaged

site or a cold site.

The remainder of this section describes the six business continuity
plan execution phases in more detail. - -
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5.10.1 Phase 1: Initial Response and Notification

The initial response and notification phase begins immediately after the
disruption. In this phase, the business continuity coordinator is alerted; the
business continuity plan is activated; the damage and extent of the impact
are assessed at a high level; and notification is sent to the crisis manage-
ment team, damage assessment team, and fire and safety authorities if
needed.

The business continuity plan specifies activities for appropriate teams to
follow. These are sample high-level activities® for this phase:

1. Receive initial alert regarding the disruption from on-site personnel,
senior management, emérgency response team or safety authorities.
2. Alert fire and safety authorities (if required) unless they have al-
ready been notified.
3. Access business continuity plan related documents.
If the disruptive event occurs during non-business hours, travel to
the facility.
Determine if the facility is accessible.
Notify and mobilize damage assessment team.
Conduct a preliminary assessment of the damage.
Conduct a preliminary assessment of the cause of the damage.
9. Conduct a high-level evaluation of the extent of the damage impact.
10. Prepare a preliminary problem report.
11. Notify the notification team.
12. Notify the crisis management team.

o0 2 O

The preliminary problem report prepared during activity 10 above provides
an overview of the cause and extent of the damage. Appropriate teams are
notified through activities 11 and 12 according to the information contained
in the preliminary problem report.

3 The business continuity plan specifies high-level activities, procedures, and tasks which are
defined as follows: a high-level activity consists of one or more procedures and a procedure
consists of one or more tasks.
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5.10.2 Phase 2: Problem Assessment and Escalation

The objective of this phase is two-fold: first, determine the extent of the

problem based on the preliminary problem report produced in the preced-

ing phase; second, decide whether or not to escalate the problem to the

next phase.

These are sample high-level activities for this phase:

9.

Receive the preliminary p:robl’em report.

Review the preliminary problem report for the extent and im-
pact of the damage.

Inspect the disrupted site for detailed assessment of d1saster

impact.

Assess health and safety related risks.

Assess the building, structural damage, the interruption to manufac-
turing processes, damaged equipment, etc.

Estimate the financial loss.

Determine the severity level of the disaster based on the
pre-established disaster definition—minor, intermediate, or major
(see Section 5.4 Definition of a Disaster).

If there is no impact to critical processes at the current time, con-
tinue to monitor the situation; otherwise, proceed to the next phase
of the plan execution.

Prepare a detailed problem report.

10. Notify business resumption group teams, and technical and

operational recovery group teams via the notification team.

The detailed problem report prepared in activity-8 above, provides
detailed information regarding the following:

1.

Disaster level;
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. Estimated financial loss;

Source of the damage such as fire, flood, and earthquake;

Extent and magnitude of the damage such as '

a. building structures affected by the d1saster (floors, bulldmgs
neighborhoods); :

b. business units affected by the dlsaster

c. typesand number of IT systems, infrastructure, etc.;

d. number of critical processes disrupted.

Physical condition of the original facility; -

Safety status of the original facility;

Presence of hazardous contaminants;

Risk of further damage; and

Estimated length of the recovery period.

5.10.3 Phase 3: Disaster Declarationw

The decision to declare a disaster in this phase is based on the review of
the detailed problem report produced by the preceding problem assess-
ment and escalation phase. A suitable recovery approach is selected; a
disaster declaration statement is prepared and used as a guideline for the
remaining plan execution phases; and appropriate personnel are notified.

Below are sample high-level activities for the this phase:

1.

Review the disaster level, risks, and impacts described in the
detailed problem report.

Review the available recovery options descrlbed in the busmess
continuity strategy section. i
Decide on the best recovery options for the current situation. Two
simple examples of recovery options are to recover at the original
site or at alternate recovery facilities, or to involve pre-arranged
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(quick-ship) or acquire-as-needed arrangements for recovering
systems and equipment. -
4. Prepare a disaster declaration statement containing the followmg
information: \
a. Occurrence of the disaster
b. Date and time of the disaster
c. Selected disaster severity level (minor, mtermed1ate or major)
and descriptions of the possible seventy levels. |
Selected recovery optlons
Recovery location lanrmation
Estimated time of the recovery , o
Name of the disaster declaration authority (names of indi-
viduals responsible for issuing disaster declaration state-

R o o

ment)
h. Contacts for clarification and additional information

5. IsSqe disaster declaration statement via the notification team.
6. Notify crisis communication team.

5.10.4 Phase 4: Plan Implementation Logistics

This phase focuses on the logistical tasks of preparing the recovery envi-
ronment and mobilizing the business continuity teams and resources for the
recovery and resumption, and normalization phases. The information from
the previous phases (such as the disaster declaration statement and de-
tailed problem report) guide the activities for this phase. For instance, the
Resource Procurement and Logistics Team (RPLT) examines the disaster
declaration statement and orders the recovery resources according to the

selected recovery options. - -
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The following is an example of a list of high-level activities for prepanng
alternate recovery facilities:
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10.

Order computer hardware and software.

Order voice and data communication equipment.

Order faxes, printers, and copiers.

Order magnetic tapes and hard disks.

Order forms used to track manual procedures.

Order electronic calculators and stationery. |

Ship key documents including business continuity plan to the alter-
nate recovery facility. ‘ o
Prepare for receiving ordered equipment at the recovery facility.

. Prepare forreceiving tapes and critical records at the recovery

facility from the off-site storage facility.

Prepare the alternate IT recovery facility, alternate office work
area, alternate manufacturing and production facility, and crisis
management center to accommodate teams. :

Team preparation activities ensure that each member of the team has
access to the information, resources, and facilities he/she needs to
travel to the alternate recovery facility and carry out the assigned tasks.
Below is an example list of the activities for preparing teams:

Identify who is available for recovery operations.

Identify who will be traveling where and for how long.
Identify who will be working at the original site if it is still
accessible.

Identify the resources required such as laptops, maps, copies of the
business continuity plan document, and equipment inventory lists.
Make the necessary travel arrangements.

Provide security clearance for the recovery team to access the
alternate recovery facilities.

Provide the resources needed.

Provide the travel documents.
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9. Provide information regarding the point-of-contact at the alternate

recovery facilities.

10.Provide information about the technical support available at the

alternate recovery facilities.

11. Provide alternate recovery facility contract information including the
expected recovery environment and configuration.

12. Provide information on what is being shipped to the alternate recov-
ery facilities.

5.10.5 Phase 5: Recovery and ReSumption

The recovery and resumption phase deals with the planned activities at the
these facilities:

Original damaged facility

Alternate IT recovery facility

Alternate office work area

Alternate manufacturing and production facility
Crisis management center

VoA W N

The following sections describe typical activities performed at each of
the above facilities.

Original Damaged Facility Activities

The recovery activities at this site are carried out by the technical and
operational recovery group. The technical and operational recovery group
is responsible for salvaging critical IT and non-IT resources, and vital
records. The damaged site activities can be divided into four phases:
preparation, inspection and assessment, salvage and restoration, and
transportation.
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1. Preparatidn

oo o

Ensure all required teams have arrived at the damaged site.

Ensure teams have the list of critical resources at the damaged site.
Ensure team members have proper safety equipment. |
Review detailed problem report.

Review safety procedures and guidelines.

Inspection and Assessment

R oo o

Inspect building and utilities (water, gas, electrical, etc.).

Inspect the resources and vital records for any hazardous contami-
nation such as chemicals, molds, PCB, and asbestos.

Inspect the resources and vital records for the type of damage such
as water, fire, dust, and ice.

Inspect the resources and vital records for the extent of damage.
Assess the potential for further damage or deteriorations.
Determine the salvage and restoration recovery options.
Determine the length of time available to apply salvage procedures
to prevent further deterioration.

Document the inspection and assessment findings.

Salvage and Restoration

Acquire special salvage and restoration equipment/resources as
needed. ‘

Remove hazardous contaminants if required.

Execute procedures to avoid further deteriorations such as by
controlling the humidity and temperature to prevent growth of
molds on water damaged resources and vital records.

If necessary, relocate salvaged resources and vital records to an
area better suited for restoration work.

Apply appropriate restoration procedures.

Document the salvage and restoration results.
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4. Transportation

a. Determine the location to transport the salvaged and restored
resources and vital records, such as an alternate office work
area, alternate IT recovery facility, alternate manufacturing and
production facility, etc. |

b. Prepare guidelines for safe and secure handling of the salvaged and
restored resources and vital records. '

c. Arrange for transportation. v
d. Transport salvaged and restored resources and vital records ac- i

cording to the secure handling guidelines.

Alternate IT Recovery Facility Activities

The activities at the alternate recovery facility can be divided into I
three phases: preparation, staging critical IT systems and infrastruc- L
ture, and critical IT applications restoration. :

1. Preparation

a. Ensure all required teams and their members have arrived at the
recovery facility. » -

b. Ensure everyone on the team is aware of the recovery time require-
ments such as MTDs, RTOs, RPOs, and WRTs.

c. Ensure team members have the inventory lists and recovery

procedures.
d. Review the equipment at the alternate recovery facility and ensure
- - that it is consistent with recovery requirements, for instance, in
terms of equipment quantity, type, and size configurations.
e. Review handling procedures for shipped equipment.
f. Receive network related shipped equipment.
g. Receive off-site backup media.
h. Inspect the integrity of the backup media.

§
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1.

Inspect the shipped equipment once it arrives and ensure it is
consistent with the list of shipped inventory referenced in the
business continuity plan.

2. Staging Critical IT Systems and Network Infrastructure

&~
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Review floor layouts for IT systems and LAN infrastructure,
and ensure that they are properly located.

Review network diagram and ensure proper location and connectiv-
ity of LAN infrastructure and equipment such as servers, bridges,
gateways, routers, etc. ' .
Ensure all critical IT systems are connected to the network.
Review the network and system addressing and configuration
information. '

Run procedures to configure modems and controllers.

Restore LAN data from backup media to network servers.
Restore security systems including firewalls.

Redirect voice and data network to the alternate IT recovery
facility.

Provide network and system interfaces to alternate office work
areas and alternate manufacturing and production facilities.
Test and verify network connectivity.

. Critical IT Application Restoration

Review recovery priorities for critical IT systems and applications.
Review the next highest priority critical IT system and application
restoration procedure.

Ensure passwords are available.

Restore operating systems from backup media.

Configure operating systems.

Verify network connectivity.

Restore applications from backup media.

Verify application functionality.
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i. Restore data from backup media.
J- Verify integrity of the data and its currency.
k. Ensure application is accessible from alternate office work

areas and alternate manufacturing and production facilities.

. Hand over applications to users.

Alternate Office Work Area Activities

Alternate office work area activities can be divided into three phases:
preparation, staging office work area office equipment and computer
infrastructure, and process restoration.

1. Preparation

e o

Ensure all required teams and their members have arrived at the

alternate office work area.
Ensure everyone on the team is aware of the recovery time require-

ments, such as MTDs, RTOs, RPOs, and WRTs.

Ensure team members have the alternate office work area inven-
tory lists.

Review the equipment at the alternate office work area and
ensure that it is consistent with recovery requirements, for
instance, in terms of equipment quantity, type, and size configu-
rations.

Review handling procedures for shipped critical resources.

Receive the network related shipped equipment.

Receive the backup media.

Inspect the shipped equipment once it arrives and ensure it is
consistent with the list of shipped office work area inventory
referenced in the business continuity plan.
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2. StagingAlternate Office Work Area Office Equlpment and Com-
puter Infrastructure

S a6 o

-l

n.

- Review the floor layout for office furniture.

Setup office furniture and assign desks to team members.
Review the floor layout for setup of computer 1nfrastructure
Rev1ew network diagram. ‘ '

Setup and install office work area LAN.

Setup and install workstations, printers, etc.

Ensure workstations and printers are connected to the network.
Setup copiers and faxes. '

Setup telephones.

Provide office stationeries and supplies.

Provide documents and manuals retrieved from off-site storage.
Redirect voice and data network to alternate office work area.

. Ensure network connectivity between office work area and

alternate recovery facility LANs.
Setup help desk at the alternate office work area.

3. Process Restoration

Restore user workstations.

Ensure workstation user identifications and passwords are
known to users.

Restore workstation data using backup media.

Receive critical records from off-site storage.

Receive and process requests/transactions manually until the sys-
tems are recovered at the alternate IT recovery facility.

Take over the recovered systems and verify the data and applica-

“tion integrity.

Recover work backlog by entermg the manually collected data
into the system.

Begin using the recovered systems for processing any new
request/transactions.
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Alternate Manufacturing and Production Facility Activities

Alternate manufacturing and production facility activities-can be divided
into three phases: preparation, staging the manufacturing and productlon
facility, and test equipment and products.

1. Prepa‘ratio.n

o

RS

Ensure all required teams and their members have arrived at the
alternate manufacturing and production facility.

Ensure everyone on the team is aware of the recovery time require-
ments such as MTDs, RTOs, RPOs, and WRTs.

Ensure the manufacturing and production fac111ty complies with
safety requirements and standards.

Ensure the facility’s environmental conditions, such as dust and
humidity levels, are conducive to maintaining the required quality
standards for equipment and products.

Inspect the adequacy of the storage area for hazardous materials.
Inspect the facility for safety controls. |

Ensure sufficient electrical power and wiring is in place for
operation of machines and equipment.

Ensure team members have the alternate manufacturing and produc-
tion facility inventory lists.

Review the equipment at the site and ensure that it is consistent with
recovery requirements; for instance in terms of equipment quantity,
type, and size configurations.

Review handling procedures for shipped equipment and parts.
Receive any shipped critical equipment and parts.

Receive any shipped surplus products and inventories.

. Inspect the shipped equipment once it arrives and ensure it is

consistent with the list of shipped manufacturing and produc-
tion facility inventory lists.
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2. Staging Alternate Manufacturing and Production'Facility

a. Review floor layout for manufacturing equipment and machinery,
and products setup. '

b. Setup manufacturing equipment and machlnery

c. Setup copiers and faxes. :

d. Setup telephones. : .

e. Provide equipment operation documents and manuals retrieved from
the backup storage. N

f Redirect voice network to manufactunng and production facility.

g. Setup computer workstations and LAN equipment.’

h. Setup network connectivity between mamifacturing and production

facility, and alternate IT recovery facility LANS.
3. Test Equipment and Products

Test equipment and machinery.

Test products.

Test voice communication network.

Test connectivity between manufacturing and production facility
and alternate IT recovery facility.

f. Ensure workstation user identifications and passwords are known to

oo e

users. . .
g. Restore workstation data using backup media.

Crisis Management Center (CMC) Activities

The first task at the CMC is to prepare the facility for crisis manage-
ment activities. The following are example preparation tasks:

a. Ensure all required teams and their members have arrived at the
crisis management center. |
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b. Review the equipment at the facility and ensure that it is consistent

with the work area requirements for CMC, for instance in terms of |
_equipment quantity, type, and size configurations. -

c. Inspect the shipped equipment once it arrives and ensure it is
consistent with the list of the CMC inventory.

d. Ensure the existence of uninterruptable power supplies, water, and
communication lines. o

e. Review the floor layout for office areas, meeting rooms, etc.

f. Setup office furniture and assign desks to team members. -
Provide a laptop with overhead projection for presenting busi-
ness continuity plan and related information.

Review floor layouts for setup of computer infrastructure.
Setup and install workstations, printers, etc.

Ensure workstations and printers are connected.

Setup copiers and faxes. '

Setup telephones.

. Provide office stationery and supplies.

Provide documents and manuals retrieved from off-site storage.

g T e

Once the preparations are complete, the crisis management team can
begin the planned activities. Their activities can be grouped into a number
of different areas such as alternate recovery facilities, crisis communication,
human resources, finance, insurance, and legal. Examples of activities in
these areas are given below.

Alternate Recovery Facilities

Oversee recovery, resumption, and normalization phases.

Review the recovery progress with respect to the MTDs.

Assess risks. :

Resolve problems, issues, and risks.

Decide if additional capacity and/or recovery time is needed at the
alternate recovery facilities.

ooR W
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Crisis Communication

1. Activate the crisis communication plan, if it is not already actlvated

through the disaster declaration phase
2. Oversee communication messages and ensure they are dehvered

Human Resources

1. Keep track of staff not available for work due to 1njurles vacations,
deaths, etc. ,

2. Provide support (medical, financial, and legal) to injured staff and
their families. o

3. Provide support to families of staff who may have lost thelr lives.

4. Prepare a head count of staff available for normal operations and
recovery operations.

5. Hire temporary staff if needed during the disaster recovery period.

6. Keep track of time spent by contractors and staff on regular and
overtime work during the recovery period.

7. Disburse salaries to staff and payments to contractors.

8. Ensure staff is rotated on shifts to allow for adequate rest periods.

Finance -

1. Review financial status of the organization and ensure availability of
sufficient cash flow to pay creditors, suppliers, and staff.

2. Ensure bills and invoices are issued and outstanding payments are
received on time from customers and business partners.

3. Keep track of the spending during the recovery period.

4. Estimate the cost of repairing facilities and resuming normal opera-
tions.

5. Provide financial condition assessments to senior management.
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Insurance

Review the property and casualty insurance documents.

Notify insurance company regarding the disaster. . -

Conduct an internal insurance claim assessment for disaster loss.

Gather documents and records required for insurance claims.

Submit loss estimates and required documents and records to.the

insurance company. | -

Review the discrepancies between the internal assessment and

the insurance company’s assessment.

7. Review the insurance document for any clauses indicating the
maximum time allowed for appealing the loss discrepancies.

8. Notify the senior management regarding insurance cla1m status and

1Ssues. ' ‘

Rt

=

Legal

Notify company lawyers.

Review legal and legislative due diligence requirements.

Review legal issues related to injuries,death, and property damage.
Review contract documents for legal implications.

SIS

5.10.6 Phase 6: Normalization

In this phase arrangements are made to return either to the original site or
to go to another site such as a cold'site. The objective 1s to return the
environment and operations to pre-disaster conditions. There are four =
stages of activities associated with this phase, namely, site determination,
site repair, preparation, and transition. With the exception of the transition
stage, all other stages can occur in parallel with recovery and resumption
phase activities. The transition stage begins once the recovery and re-
sumption phase is complete. Example activities for the original facility
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determination, site repair, and preparation stages are listed below.
Original Facility Determination:

1. Review the inspection and assessment findings prepared by the |
technical and operational recovery group during the recovery
and resumption phase. :

2. Determine the feasibility of returning to the original site.

Explore the option to move to another site such as a cold site.

4. Consult with senior management to determine a transition site.

w

Repairs
1. Approve repairs to the damaged site.
2. Hire contractors to repair the damaged site. |
3. Supervise repairs. |
4. Obtain required government permits such as bulldmg safety and

occupation permits.
5. Review the inventory of damaged equipment for types, model,
quantity, and configuration; and place orders to replace equip-
ment.
Receive and inspect ordered equipment. .
Install power and LAN cables.
Install phone lines.
9. Install office furniture.
10. Install and test workstations, printers, telephones, copiers, etc.
11. Supply stationery.

o~ O

Preparation

1. Review network diagram and ensure proper location and connectiv-
ity of LAN infrastructure equipment such as servers, bridges,
gateways, routers, etc.
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2. Install systems.

3. Ensure all critical IT systems are connected to the network.

4. Review the network and system addressing and configuration
information.

5. Run procedures to configure modems and controllers.

6. Restore LAN data from backup media to network servers.

7. Restore security systems including firewalls.

Transition

1. Determine the time frame for transition.

2. Notify team of transition schedule and task assignments.

3. Freeze production environment at the alternate recovery facility.

4. Prepare full data backups of the alternate recovery facility environ-
ment. |

5. Prepare shipments of vital records and documents to original or
new site.

6. Transfer team, data backups, and vital records to original or
new site. |

7. Restore IT systems, applications, and data at original or new site.

8. Verify environment such as network, application, data, etc.

9. Compare and verify the application and data with that at the

alternate recovery facility.

10. Redirect voice and data network to original or new site.

11. Provide new passwords and user identifications to users.

12. Distribute vital records.

13.Resume normal operation.

14. Initiate normal backup procedures.

15. Setup technical support line.

16. Clean up alternate recovery facilities in accordance with the con-

tract and security procedures. Destroy secret or confidential data
and applications residing on the IT systems at the alternate recovery
facilities. Remove and discard confidential documents remain-
ing at the alternate recovery facilities.
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5.11 Mapping Resources to BC Plan Execution
Phases, Activities, Procedures, and Tasks

The purpose of this section is to associate each resource with the
business continuity plan execution phases, high-level activities®, proce-
dures, and tasks in which the resource is utilized. There are two steps
needed to create this mapping: first, determine procedures and tasks
required for each high-level activity in the business Continuity plan execu-
tion phases; and second, map each resource to the busmess contmulty plan
phases, activities, procedures, and tasks.

Determining Procedures and Tasks

Each high-level activity in a business continuity plan execution phase may
have one or more lower level procedures. Inturn, each procedure may be
have one more lower level tasks. For example, the “Send Notification”
activity for the notification team can be accomplished through the proce-
dures and tasks indicated below.

1. Procedure: review disaster declaration statement.
2. Task: review the call tree(s), and notify appropriate personnel.
3. Task: review the contact list(s), and notify appropriate personnel.

This section must include the procedures and tasks needed to accomplish
each high-level activity specified in the business continuity plan execution
phases.

4 The business continuity plan specifies high-level activities, procedures, and tasks which are
defined as follows: a high-level activity consists of one or more procedures and a procedure
consists of one or more tasks.
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Mapping Resources to BC Plan Execution Phase_s,-ActiVities_, Proce-
dures, and Tasks

Table 5-1 shows an example mapping of an EDI server and application
resource to the business continuity plan execution phases, activities, pr,oceF
dures, and tasks. | o '

Resource BC Pian Activity Procedure  |Task NamefiD
Execution Name/lD Name/lD : ' :
Phase : _
EDI server and  |Phase 4 Plan Order IT systems |Order EDI server |Obtain EDI -
application Implementation |and applications |hardware ‘|serverand--.:
Logistics (PL: 1) application |application server
(PL: 1, a) (PL: 1, a, 4)
Place order
(PL: 1, a, 5)

Update list.of -

shipped IT

systems and

applications

(PL: 1, a, 6)
Phase 5 Setup, install and | Setup, install, Setup EDI server
Recovery and configure IT configure EDI hardware
Resumption systems and server hardware {components

applications (ITTRT: 2, b) (fTTRT: 2, b, 1)

(ITTRT: 2)
Install EDI server
operating system
(ITTRT: 2, b, 2)

Configure EDI
server operating

system

(ITTRT: 2, b, 3)
Instatl and Install EDI
configure EDI application
application (ITTRT: 2, ¢, 1)
(ITTRT: 2, ¢)

Configure EDI

application

(TTRT: 2, ¢, 2)

Table 5-1: Example resource mapping to activities, procedures, and
tasks

J i TRRTIEERE
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9.12 Assigning Activities, Procedures, and
Tasks |

The business continuity plan specifies the organization of the business
continuity teams, and their roles and responsibilities (see Section 5.8
Business Continuity Teams). The business continuity plan execution
phases specify high-level activities needed to complete the phase (see
- Section 5.10 Activities for BC Plan Execution Phases).

The purpose of this section is as follows:

1. Assign high-level activities to business continuity teams.

2. Assign procedures and tasks (identified in the preceding section) to
team members. _

3. Provide any additional useful information for managing and control-
ling activities, such as a time line for high-level activities.

Each business continuity plan execution phase specifies high-level
activitiesneeded to complete the phase. The business continuity teams
and their team members are assigned predefined procedures and tasks
that are used to implement the high-level activities.

The information in this section of the plan can be represented through
a set of tables such as tables 5-2, 5-3, and 5-4. These tables show ex-
ample activities, procedures, and tasks for the notification team.

Table 5-2 indicates the team’s identification number, name, reference to its
predefined roles and responsibilities, and the team leader. Table 5-3
shows each team member’s identification number, name, reference to his/
her roles and responsibilities, and the business unit to which he/she be-
longs. Inthis case, additional tables are needed to represent team roles
and responsibilities, and team member roles and responsibilities.

RETET
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Team Team Name | Reference to Team’s | Team Leadér 7 8
Identification Roles and ‘ -

Number Responsibilities :
NT Notification Reference to NT in Smith, G. o
Team team roles and .
‘ responsibilities table 3
Table 5-2: Business continuity team responsibilities
Team Members { Member’s Reference to Team
Identification Name Member's Roles | Member’s
Number (ID) and Functional
Responsibilities | Unit
6807 Smith, G Reference to entry | HR ;
in table of team :
member roles and '
responsibilities , _’ =
Table 5-3: Business continuity team member
‘responsibilities | P
| .
BC Plan  {Activity Procedure [Task Activity/ Team Team Reference
Execution [Name/ID [Name/ID [NamelD |Procedure/ }Assigned |Member(s)|to Related
Phase Task ID Assigned/ |Documents
Dependency iD
Phase3 |Send Review Determine |Crisis Notification |Smith, G  {Reference
disaster  |notification |disaster appropriate |management |[team (ID 6807) [to calltrees
declaration |(NT: 1) declaration |calllist(s) [team: disaster and contact
phase statement {and notify  [declaration lists
(NT:1,a) [personnel |statement
(NT: 1, a, 1) {activity
(CMT: 5)
Determine
appropriate
contact
list(s) and _
notify
personnel
(NT: 1,3, 2)
Table 5-4: BC plan execution phase activity assignments
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Table 5-4 lists business continuity plan phases, and high-level activities.
For each high-level activity, Table 5-4 lists its corresponding procedures
and tasks; procedure and task dependencies; team assigned to the activity;
team member assigned to the activity; and references to related documents
to assist with recovery efforts. In this example, the notification team has a
reference to the call trees and contact lists.

The procedures and tasks corresponding to a high-level activity must be
sufficiently detailed and comprehensive. An example of the procedures
and tasks for the business continuity coordinator is given below:

e Receive initial notification of the disruption.
* Manage and lead business continuity plan execution phases.
* Coordinate activities between crisis management team and other
teams.
* Dispatch damage assessment team to the disaster site for assess-
ment.
* Notify risk assessment manager.
* Receive and evaluate preliminary and detailed problem report.
* Inform crisis management team members to evaluate the situa-
tion.
* Review risk assessment report.
¢ Inform and assemble notification team.
* Ensure that teams are properly assembled and executing their
responsibilities. |
* Oversee funds and expenses.
* Arrange security access to alternate recovery facilities for business
continuity teams. ' ' ’
* Monitor recovery activities.
* Document status, progress, problems, and issues.
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Table 5-5 lists each high-level activity and its begin and end times. This
information is useful for managing and controlling activities. ¥or instance,
the begin and end times can be mapped to a time line that visually repre-

sents each activity.

BC Plan Activity Name/ID Begin Time End Time
Execution (relative to the time | (relative to the time.
Phase : ' of disaster) of disaster)
Phase 3 | Prepare disaster 55 minutes 70 minutes
disaster declaration
declaration statement (CMT: 5)
phase Send notification  +{ 70 minutes 80 minutes
(NT: 1)

Table 5-5: BC plan execution phase activity begin
| and end times

5.13 BC Plan Change Control

Organizations experience frequent changes in terms of people, pro-
cesses, and technology. The business continuity plan needs to be
synchronized with these changes to ensure its readiness and the accuracy
of its recovery information. The changes to the business continuity plan
document must be controlled through change control procedures in order
to maintain the plan’s integrity and validity. This section contains proce-
dures for updating and revising the business continuity plan. These proce-
dures are part of Step 3 Process BC Plan Change Requests, in the busi-
ness continuity plan change management process described in Chapter 7
Business Continuity Plan Maintenance. -

A formal change request form is useful for requesting revisions and updates
to the plan. A blank change request form should also be included in the
plan (see the Forms appendix in Section 5.14 BC Plan Appendices). In
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addition te using the change request form, this section of the plan must
include arecord of all changes to the business continuity plan.

An example of a high-level change control procedure is described below.
This procedure assumes that a change request form is submitted for pro-
cessing as part of the change control management process and that there is
a change manager with the responsibility to coordinate the processing of
the change request with the business continuity teams. |

. Review the change reql_iest.

. Determine the nature of the changes required (e.g. people, process,
or resource change).

. Determine the sections or parts of the plan affected by the
change.

. Identify the personnel responsible for the affected areas of the plan
who then either create a draft document containing revisions and
changes to their respective areas of the plan, or reject the change
request related to their part of the plan and document the reasons.
. Review all draft documents for any dependancies, conflicts, and
inconsistencies; and revise the draft documents if necessary.

. Finalize the draft documents and obtain signatures from authorized
personnel.

. Update the business continuity plan document according to the
changes and revisions specified in the approved documents, and
apply version control.

Record the changes in this section of the plan.

Distribute the business continuity plan to the individuals on the
business continuity plan distribution list (see “Business Continuity
Plan Distribution List” in Section 5.14 BC Plan Appendicés).”

T
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5.14 BC Plan Appendices

Business continuity plan appendices provide additional details and docu-
ment references that supplement the information in one or more areas of
the plan. The following are examples of business continuity plan appendi-

ces:

a. Emergency Response Plan
This appendix contains the emergency response plan (see Ap-
pendix 5SA Emergency Response Plan Requirements, for informa-

tion regarding emergency response plans and a sample plan outline).

b. Crisis Communication Plan
This appendix contains the crisis communication plan (see
Appendix 5B Crisis Communication Plan Requirements, for a
general crisis communication plan outline).

c. External Contacts
This appendix contains contact information for critical suppli-
ers, service providers, and customers (see Section 5.9 Contact
Information, for details regarding business continuity team call tree
and contact list). '

d. Critical Office Work Area Equipment and Resource Informa-
tion
This appendix contains a list of office work area equipment and
resources at the original site that support critical business
processes. For each item, the list should describe its manufacturer,
type, model number, and quantity. Examples of information in this
appendix include furniture, workstations, fax machines, printers,
telephones, etc.

q
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e. Critical IT Systems and Infrastructure Information

This appendix contains a list of IT systems and infrastructure at
the original site that support critical business processes. Ex-
ample information in this appendix includes critical IT systems and

, applications; LAN, WAN, and voice communication hardware and
components such as bridges, routers, switches, firewalls, PBXs,
gateways, and s:ervers; and network diagrams. The manufacturer,

_ type, model number, and quantity of the item should be included.

f. Critical Manufacturing and Production Equipment and Re-
source Information i ‘ ' ,
This appendix contains a list of manufacturing and production
equipment, and resources at the original site that support critical
business processes. Example information in this appendix includes
floor layouts, manufacturing equipment, machinery, parts, etc. For
each item, the list should describe its manufacturer, type, model
number, and quantity. )

g. Critical Manufacturing and Production Products
This appendix contains a list of manufacturing and production
products at the original site that support critical business pro-
cesses. Example information.in this appendix includes list of prod-
ucts, components, raw materials, etc. For each item, the list should -
describe its manufacturer, type, model number, and quantity.

h. Critical Data and Records
This appendix contains a list of critical data and records stored at
the off-site storage facility that support critical business functions
(see Appendix 5C Critical Data and Critical/Vital Records
Off-site Storage Requirements for more information on storing
data and records in off-site storage).
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Alternate IT Recovery Facility Information

This appendix contains a list of IT systems and infrastructure at
the alternate IT recovery facility that support critical business
processes. Example information in this appendix includes critical IT
systems and applications; LAN, WAN, and voice communication
hardware and components such as bridges, routers, switches,

firewalls, PBXs, gateways, and servers); and network diagrams.

For each item, the list should describe its manufacturer, type, model
number, and quantity.

Alternate Manufacturing and Production Facility Information
This appendix contains a list of manufacturing and production
facility equipment, resources, and products such as floor lay-
outs, network diagrams, manufacturing and production equip-
ment, machinery, and parts. For each item, the list should describe
its manufacturer, type, model number, and quantity.

. Alternate Office Work Area Information

This appendix contains a list of office work area equipment and
resources at the alternate recovery facility. For each item, the list
should describe its manufacturer, type, model number, and quantity.
Examples of information in this appendix include furniture, worksta-
tions, fax machines, printers, telephones, etc.

Critical Crisis Management Center Equipment and Resource
Information

This appendix contains a list of equipment and resources to
support the activities of the crisis management team at the crisis
management center. For each item, the list should describe its type,
model number, and quantity.

. Off-site Data and Critical/Vital Record Storage/Retrieval

Procedure
This appendix contains the procedure for retrieving data and criti-
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cal/vital records from the off-site storage facility (see Appendix 5C
Critical Data and Critical/Vital Record Off-site Storage Require-
ments, for general steps regarding this procedure.

n. Insurance Policy Information _
This appendix contains summaries and references to property
and casualty insurance policies. The information in this appen-
dix should enable the organization to substantiate and recoup losses
in a timely manner. Examples of information included in this appen-
dix are adjuster and insurer contact information; insurance coverage
details for the damaged property, casualty, and business interruption
insurance; claim tasks and procedures; and references to claim
forms.

0. Service Level Agreement Information .
This appendix contains summaries and references to internal
and external service level agreements.

p. BCP Guidelines and Standard Information
This appendix contains summaries and references to internal
and external business continuity planning guidelines and stan-
dards. '

EEs

q. Forms ,
This dppendix contains forms to support the business continuity
plan. Examples include forms for equipment ordering, insur-
ance claims, business continuity plan change requests, prelimi-
nary damage report, detailed problem report, and disaster decla-

ration report.

r. Reference to Risk Assessment Report
This appendix contains a reference to the risk assessment report.
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Reference to BIA Report
This appendix contains a reference to the BIA report.

Reference to Business Continuity Strategy Report
This appendix contains a reference to the business continuity

strategy report.

. Business Continuity Plan Distribution List

This appendix contains a list of people to receive copies of the
plan, as part of the plan’s change control procedures. Thislist
should be carefully defined to prevent distribution to unauthorized
individuals and avoid compromising the sensitive and confidential
plan information.

Glossary o
This appendix contains a glossary of common business continu-

ity terms and definitions.

TRaxSIELNT, FATTE T L rrEIomt i ey
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Appendix 5A: Emergency Response Plan
Requirements

An emergency response plan contains predetermined guidelines and proce-
dures used to carry out a managed, coordinated, and effective response to
an emergency immediately after a crisis. An emergency is any disr_tip,tive or
harmful event that endangers people, environment, or an organization’s
property and assets. Examples of disruptive events can include fires, |
floods, storms, hazardous material spills, riots, and accidents. The emer-
gency can be small, as in a fire contained by employees using ﬁre ﬁghtmg
equipment, or large as in a disaster resulting from an earthquake ora
tornado.

The objective of the emergency response plan is to protect life, envi-
ronment, and assets, and to bring the crisis under control. The actual
response can be carried out by both the internal business organization
(employees) and external authorities (fire, police, ambulance, and/or public
works departments).

Both emergency response plans and business continuity plans deal
with crises: emergency response plans focus on life and safety issues,
whereas business continuity plans focus on continuing mission-critical
business functions.

5A.1 Emergency Response Team (ERT)
An emergency response plan requires an Emergency Response Team
(ERT) to oversee its development, maintenance, and execution. An ex-

ample ERT may include the following personnel:

* Emergency Response Team Leader
The emergency response team leader is responsible for coordi-
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nating all emergency response activities. These include plan activa-
tion, evacuation, incident logging and assessment, and notification of
business continuity coordinator and civil authorities. The team
leader also activates the safety and hazardous material handling

team ifrequired. This role is assigned to a person who has exp'eri-
ence or training in emergency response activities and is familiar with
the organization’s staff, facilities, resources, and operational envi-
ronment. ' -

* Evacuation Leaders B
Evacuation leaders are responsible for evacuating personnel to'a
safe area, keeping track of personnel, and relaying important life
and safety related information to the emergency response team
leader and civil authorities. An evacuation leader may be assigned
to each floor. | ‘

e Medical Staff
These are on-site medical staff such as nurses and doctors that can
provide immediate emergency medical (first-aid) assistance. '

* Rescue Staff
Rescue staff are personnel specially trained in emergency rescue

operations.

5A.2 Emergency Response Plan Activation

The emergency response team leader is responsible for activating the
emergency response plan by notifying the civil authorities (fire and police
departments and ambulance services) and employees, and initiating an
evacuation of the affected area. The emergency response team leader also
notifies the business continuity coordinator who may then initiate the busi-
ness continuity plan. Both the emergency response plan and business
continuity plan can be executed in parallel.
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9A.3 Emergency Response Plan Considerations

An emergency response plan requires careful pre-emergency provisioning
and preparations. Prior to developing an emergency response plan, the
following high-level elements should be considered:

1. Emergency control functions
a. Coordination between the emergency response team leader
and crisis management team
b. Incident command system interface and protocols
c. Provisioning of the crisis management center

2. Communications during emergencies

a. Primary and alternate emergency communication methods
Emergency incident alerting and escalation methods
Communicating with emergency response team
Communicating with an employees’ family members
Communicating with civil authorities

o oo o

3. Protection of employees, public, assets, and environment

Alerting systems and methods

Evacuation requirements - | |
Shelter provisions —
First aid provisions |
Equipment and building shutdown requlrements
Building protection systems

Hazardous material handling, containment, and clean up

®m e Aan o

4. Awareness and training

5. Emergency scenarios
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5A.4

Emergency Response Plan Outline

The structure and content of emergency response plans can vary from one
organization to the next. The intent of this section is to highlight elements

that are part of typical emergency response plans through the following
example plan outline:

(O QN
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10.

11.

12.
13.

. Policy, objectives and assumptions

Authority and scope

a. Building/site

b. Employees

Visitors and on-site personnel

Emergency response plan maintenance
Emergency response team functional description and responsi-
bilities

Reference to business continuity plan
Reference to crisis communication plan
Employee responsibilities

General emergency handling procedure and plan activation
c. Notification of emergency response team
d. Notification of civil authorities

e. Notification and evacuation of personnel
Evacuation procedures

a. Alarms, signals, evacuation leaders

b. Escape routes

c. Designated assembling areas

d. Personnel accounting

Shelter-in-place procedures _

a. Alarms,; signals, evacuation leaders

b. Designated safe areas

c. Provisions for shelter areas

Search and rescue procedures

Building and equipment shutdown procedures
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14. Organization-specific emergency response procedures
a. Fires
b. Earthquakes
c. Hazardous material spill control procedures
15. Post-emergency response procedures
16. Appendices
a. Emergency response contact lists
1) External civil authorities
(1) Fire
(2) Police
(3) Ambulance
) Emergency response team (primary and alternates)
(1) Emergency response team leader
(2) Evacuation leaders
(3) Medical staff
(4) Rescue staff
b. Maps
1) Escape routes
(1) Primary route
(2) Secondary route
i1) Floor plans
(1) fire extinguishers
(2) gas and water lines
(3) electric panels
c. Emergency supplies and equipment
i) First aid supplies
i1) Hazardous material safety equipment
i11) Hazardous material clean up equipment
1v) Fire suppressant equipment
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Appendix 5B: Crisis Communication Plan
Requirements

A crisis communication plan guides the crisis management team in providing
timely, consistent, and accurate information to company personnel, busi-
ness partners, and the public. The following is an example outline for a
crisis communication plan:

Communication objectives
Authorized communication coordinator
Conditions for invoking the plan
Plan assumptions
List of contacts for issuing updates
Message Content
a. General information:
i) Notification and clarification of disruptive event
1) Impact of the event
ii1) Current status and conditions
iv) Time of nextupdate
b. Specific requests or directions for
i) Employees
i1) Business partners
ii1) Customers
iv) Public
c. Contact details for additional information
7. Means of communication

AN N bW N =

a. Media
b. Telephone (landline, satellite, etc.)
c. Emails

8. Frequency of communication
9. Crisis communication approval and authorization process.

10.Plan update log
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Appendix 5C: Critical Data and Critical/Vital
Record Off-site Storage Requirements

Both critical data and critical records are vital to the recovery of business
proéesses. Critical data can include critical IT applications and compo-
nents needed to support those applications, such as operating systems,
databases, and data. Critical records are any documents, drawings, and
photographs that are essential for supporting critical business processes. A
critical record is considered as vital if it is either irreplaceable or very
difficult and expensive to reproduce.

Critical IT applications and critical records were identified during the BIA,
Stage 2 of the BCP process. The off-site data and records backup options
were selected during the business continuity strategy development stage.
The business continuity plan contains information needed to transfer and
retrieve backups to and from the off-site storage facility, and to track all
backup media and their contents.

This section lists some of the key information needed for tracking and
storing critical data and critical records at an off-site storage facility.

5C.1 Critical Data Backup Information

1. Business Unit
Name of business unit that creates, updates, and destroys the

backup data.

2. Backup Owner
Name and contact information of the individual or department who

own this data.
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10.

11.

. Dependent Critical Processes

Critical processes that depend on data.

. Recovery Sequence/Priority
‘Recovery priority of this data during the retrieval and recovery
procedures. ‘ '

. Data Category

Category of the data such ‘as appllcatlon operatmg system,
database. '

. Backup Data Name

Name of the system, appllcatlon and database as known w1th1n

the organization.

. Stbrage Format
'Format of the data on the media such as binary or ASCIL

. Backup Storage Vendor

Name and contact of the off-site storage vendor.

Backup Storage Location
Address of the off-site storage location.

Backup Storage Media
Storage media that contain the data, such as microfilm, microfiche,

optical disk, magnetic tape, disk, or CD.

Data Size
The size of the backup data.

BESIIUL CLNLAEAT LD TR U [ LTt e
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12. Information Confidentiality Level
Privacy level of the information contained in the backup media, such
as open, restricted, or top secret.

13. Transportation Information |
Name and contact information of transportation company, shlppmg
procedures, and shipping forms

14. Backup Frequency
Frequency of backup of data to the off-site storage facility such
as daily; weekly, monthly, and yearly.

15. Type of Backup
Type of backup, such as full, incremental, or differential.

16.Backup Storage and Retrieval System
Commercial software used to store and retrieve data to backup
media.

17. Media Storage Life
‘The length of time the media are reliably used for storage before
they begin to deteriorate. |

18. Backup Record Identification
Mechanism for uniquely identifying the record such as bar-
codes and labels.

19. Backup Location and Access
Exact location where the data is stored such as building and room
number, shelf number, and drawer number.

20. Safe Data Handling and Preservation Practice
Recommendation for properly handling and preserving of backup
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mediain order to prevent damage to the media and loss of the
stored information. An example recommendation is as follows:
media must be transported and stored in a dust free container at
certain temperature and humidity levels to prevent the harmful
effects of impurities, heat, and condensation. |

5C.2 Critical Record Backup Information

1.

Business Unit .
Name of the business unit-that creates, updates, and destroys
this critical record.

Record Owner . .
Name and contact information of the individual who owns this

record.

. Dependent Critical Processes

Critical processes that depend on the use of the record.

Recovery Sequence/Priority
Recovery priority of this record during the retrieval and recov-
ery procedures.

. Record Information Type

Type of information contained in the record, such as accounts
payable, lease, insurance, operational policy, and equipment
inventory. '

Record Category
Category of the critical record, such as business form, business

document, and legal document.
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7.

10.

11.

12.

13.

14.

15.

Information Confidentiality Level
Privacy level of the information contained in the backup media,
such as open, restricted, or top secret.

Off-site Storage Vendor
Name and contact of the off-site storage vendor.

Off-site Storage Location
Address of the off-site storage location.

Type of off-site Storage Media
Type of storage media that contains the critical record, such as
microfilm, microfiche, optical disk, magnetic tape, disk, or CD."

Record Volume
The volume of the record in storage in terms of number of
document pages, file size, etc.

Transportation Information
Name and contact information of the transportation company.

Backup Frequency :
Frequency of the backup of the record to the storage fac111ty
such as daily, weekly, monthly, and yearly.

Record Retention Period
A period of record retention specified as the date of creation to the
date of final destruction.

Backup Storage and Retrieval System and Equipment

Devices used to store and retrieve the record. For instance, micro-
photography and microfiche readers are two devices needed to
store and retrieve documents stored on microfiche.
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16. Media Storage Life : . *’*
The length of time the media are considered reliable for storing 3
critical records before they begin to deteriorate.

17.Record Identification .
Mechanism for uniquely identifying the record, such as the
bar-code.

18. Record location and Access |
Exact location where the record is stored, such as building and
room number, shelf number, and drawer number.

19. Record Reproduction Method
Method of reproducing the stored record in specific format and Lo
form required during the recovery process. Document format may |
include, for instance, paper, electronic database, etc.; document
form may specify part of the document, complete document, or : R
document summary.

20. Safe Record Handling and Preservation Practice
Recommendation for properly handling and preserving record
storage media in order to prevent damage to the media and loss of
the stored information.

5C.3 Data and Critical/Vital Record Storage/Retrieval
Procedure

Example Storage Procedure
1. Obtain approval for storage from owner of the data or critical/

vital records.
2. Obtain the storage vendor’s forms to be filled out. '
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10.

11.
12.

13.

Review the safe handling procedure.

Review the information confidentiality level and limit access accord-
ingly.

Ensure that media storage life is still valid.

Verify accuracy of backup frequency and type of backup.

Create a record’s bar code for tracking and storage.

Update the backup inventory.

Package the backup media according to the safe handling proce-
dure. o

Update the backup log for the current backup media.

Contact the backup vendor using the contact information.
Contact the media transportation company using the transporta-
tion information.

Transport the media according to the safe handling procedure.

Example Retrieval Procedure

. Obtain approval for retrieval from owner of the data or critical/

vital records.
Obtain the storage vendor’s forms to be filled out.

3. Contact the backup vendor using the contact information.

-
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Contact the media transportation company usmg the transporta- ‘
tion information.
Transport the media according to the safe handhng procedure
Update the backup inventory.

Review the safe handling procedure.

Review the information confidentiality level and limit access
accordingly.

Verify type of backup and frequency.
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Business Contlnmty
Plan Testmg

6.0 Chapter Overview

The business continuity plan is tested in the fifth stage of the BCP process
(see Figure 1-3), following the business continuity plan development stage
described in the preceding chapter. The value of testing the business
continuity plan cannot be overstated. A business continuity plan must not
be considered acceptable until it has been completely validated.

The purpose of the testing stage is to validate the business continuity
strategy, assumptions, activities, procedures, and guidelines specified in the
business continuity plan against likely interruption scenarios; and to identify
any gaps and weaknesses within the plan. Certainly, it is highly desirable
to find the gaps and weaknesses during a test rather than during a real
Crisis.
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BC Test Plan
BC Test Plan
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Figure 6-1: Business continuity plan testing phases

The business continuity plan testing stage consists of four phases, as de-
picted in Figure 6-1: | |

W N e

BC test plan development phase
Test preparation phase “
Test execution phase
Test evaluation phase

The business continuity plan document provides input to all four of these

phases.

The BC test plan development phase results in a BC test plan document
containing information needed to conduct the remaining phases and to
enable evaluation of the test results (See Section 6.4 A Framework for
Business -Continuity Test Plan Development for detailed steps to de-

velop the BC test plan).
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The test preparation phase begins once the BC test plan document is
developed. The activities in this phase include meeting with off-site storage
vendors and alternate recovery facility providers. The business continuity
test teams! (BC test teams) visits the alternate recovery facilities in order

to become familiar with the facility and its systems, equipment, and re-

Sources.

The actual test is conducted during the test execution phase. The BC test
plan specifies such details as the date and time of the test and the test
method to use. Depending on the scope of the test, this phase covers
testing of various parts of the business continuity plan’s activities and
procedures, and the recoverability of critical systems, equipment, and
resources.

The test evaluation phase begins after the test execution phase. This phase
evaluates the results of the test execution phase to determine how well test
objectives were achieved. The outcome of this phase is a test evaluation
report which measures the test successes and failures, and identifies
strengths and weaknesses in both the business continuity plan and the test
execution. The findings from this phase can help to improve the business
continuity plan and future BC test plans, increase the effectiveness of the
business continuity teams, and minimize future test expenses.

This chapter is divided into two parts. The first part of this chapter (Sec-
tions 6.1 to 6.3) describes the objectives of the business continuity plan
testing stage; benefits of business continuity plan testing; and introduces
various test methods. The second part of this chapter (Sections 6.4 and
6.5) discuss merits of the business continuity test plan and a structured
framework for developing the BC test plan. -

! The teams defined in the business continuity plan form the basis for selecting the business

continuity test teams. The structure and size of the business continuity test teams, however,
can vary from the teams defined in the business continuity plan depending on test’s objec-
tives, scope, and constraints.

TR
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6.1 Objective of BC Plan Testing Stage

The testing stage of the BCP process has two main objectives. The first
objective is to détermine if the business continuity plan is adeqUate for
recovering the business within an acceptable time frame. The second

- objective is to identify any weaknesses and gaps that may existin the
business continuity plan. To accomplish these objectives, the testing stage
may involve several tests, each focusing on certain aspects of the overall
test objectives. These tests, for instance, may verify the following:

Correct and timely execution of the notification procedure and
accuracy of the information in the call trees and contact lists
Ability to execute operational tasks to recover systems on an
alternate platform from backup media

‘Completeness of the resource inventory at off-site storage facilities

Timely arrival of a complete set of backup media

Integrity of the backup data and ability to restore backups
Responsiveness of alternate recovery facility providers
Ability of vendors to deliver hardware within an acceptable
time frame

6.2 BC Plan Testing Beneﬁtsl

There are several benefits of testing the business continuity plan:

Testing validates the functionality of the plan
Testing identifies weaknesses in the plan
Testing verifies the currency of the plan
Testing trains the BC test teams

- e A
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6.2.1 Validation of BC Plan Functionality

One of the main benefits of testing is that it can validate the functionality of
the business continuity plan. The functionality of the business continuity
plan is validated if the test objectives were achieved, for example:

1. Successful completion of all procedures and activities in the plan
within acceptable time frames |

2. Successful recovery of critical processes and resources within the
acceptable time frames

6.2.2 Identification of BC Plan’s Weaknesses

Testing can reveal gaps and weaknesses in the business continuity plan’s
activities, procedures, and recovery options. Testing can also identify
omissions, such as missing names of crucial team members, critical re-
sources that were never backed-up, missing documents, etc. Finally,
testing can expose logistical weaknesses such as delays in the arrival of
team members and resources to the alternate recovery facility.

Often, certain details are overlooked during the development of the plan.
For instance, licensed software that depends on a Central Processing
Unit’s (CPU) serial number will not work unless the software is also li-
censed for the recovery platform CPU’s serial numbers. Testing can help
to identify these errors so they can be corrected before an interruption.

Execution of the business continuity plan is a team effort. The BC test
teams are normally divided into smaller group.s responsible for specific
activities, procedures, and tasks. Effective team communication is essen-
tial for successful recovery. Testing can uncover weak communication
points within and across business continuity groups and teams.
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6.2.3 Verification of BC Plan’s Currency

Organizations can experience many changes related to people, processes,
and technology. The test findings can verify if the information in the BC
plan is current and consistent with such changes. The following are ex-
amples of changes and corresponding test findings which indicate that the

information in the BC plan is not current:

1. A team member is not reachable because he/she has moved and the
contact information in the call trees or contact lists has not been
updated.

2. The vendor for acquiring resources or systems is not reachable.
The vendor has merged with a larger company and its telephone

numbers have changed.
3. Anew service pack was added to an operating system at the pro-
duction level but certain applications failed during testing due to the

lack of the service pack at the recovery site.

6.2.4 Personnel Training

The value of training is obvious for those organizations that have conducted
regular testing. The initial test is the most challenging because the BC test
teams are often unfamiliar with the information contained in the business
continuity plan and the alternate recovery facility. Regular testing improves
morale and confidence, and reduces time required to execute procedures
and tasks. Testing trains team members to:

* Follow their assigned procedures and checklists, such as system
configurations, data recovery from backup media, Local Area
Network (LAN) installation, etc.

* Deal with unexpected situations and events, such as undocumented
assumptions within the business continuity plan, delays in the arrival
of documents, backup tapes, etc.
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* Become familiar with alternate recovery facilities, vendor’s teams

and their culture.

6.3 Test Methods

The following are the main methods for testing the business continuity plan:
checklist test, walkthrough test, simulation test, parallel test, full-interrup-
tion test, announced test, and unannounced test. As explained in the
sections below, these methods vary in terms of costs, effort, and interrup-
tions to normal operations. | |

6.3.1 Checklist Test

A checklist test is the most basic type of test, and it is generally conducted -
prior to other more complex types of tests. In it, staff review the business

continuity plan, and check the availability and adequacy of information and

resources required for executing the plan. The required resources are

typically located at the alternate recovery facilities and off-site storage.
Some examples of items on the checklist include

system and application documents,

current telephone numbers on the call trees and contact lists,
vital records,

backup media,

forms, .

work-around procedures, and

application installation manuals. -

N N AW




210 : Chapter 6

6.3.2 Walkthrough Test

Walkthrough testing, often called tabletop testing, is an inexpensive
testing method. It is typically performed prior to conducting a simulation
test. In this test, BC test teams meet to verbally describe what activities,
procedures, and tasks they will follow. This test allows test team members
to become familiar with the business continuity plan, recovery resources,
and other team members. o

During test preparation meetings, téam meiynb__e}rs"a_re prévided with a
document describing their assigned procedures and responsibilities. They
are also given the test objectives and a scenario for the test. During the
walkthrough test, team members walk through their assigned procedures in
the presence of the entire team to validate the correctness and effective-
ness of the overall plan. During the walkthrough teams and team members
assist each other to improve their performance and the plan’s procedures.

6.3.3 Simulation Test

In this test, a business disruption is simulated through a disaster scenario.
It provides an opportunity for the BC test teams to practice execution of
the business continuity plan and to validate one or more parts of the plan.
Simulation testing has these characteristics:

1. It can combine both a simulation of plan’s activities (which pro-
duces simulated results) and actual execution of the plan’s activities.
2. It may require testing at the alternate recovery- facility.
- 3. It may require some business units to cease their normal operations.

A simulation test minimizes the cost of testing and interruption to normal
operations as a result of the following:

1. Simulating some plan activities instead of actual execution
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2. Limiting the number of team members that must travel to the alter-
nate recovery facility
3. Limiting the test scope to certain parts of the plan

The scope of the simulation test may cover one or more activities and -
procedures of the business continuity plan. These activities and proce-
dures may include the following: |

. Notification procedures

Temporary work-around procedures

IT system and application installation procedures

Recovery of backed-up data

Recovery of vital records

Recovery of data and voice communications equipment and services

SN D AW N -

Simulation test results can reveal valuable information about the perfor-
mance of BC test teams, and any weaknesses and gaps in the tested parts
of the business continuity plan.

6.3.4 Parallel Test

A parallel test at the alternate recovery facility runs concurrently with the
production environment at the original facility. The production environment
continues to function as normal. The systems at the alternate recovery
facility are recovered using the last full backup of data. During the time
that systems are being recovered at the alternate recovery facility, any
transactions at the production environment are recorded manually. These
manual transactions are then applied to the systems at the alternate recov-
ery facility. Atthe end of the test the state of environments at both the
alternate recovery facility and original facility are compared. The test is
successful if the two environments are identical with respect to the data
processed. The parallel test is performed with careful planning, and only
after other more simpler types of tests have been successfully completed.
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6.3.5 Full-interruption Test

A full-interruption test activates all components of the business continuity
plan and assumes all critical business processes are disrupted. The full-
interruption test involves all BC test teams, alternate recovery facilities,
off-site storage facilities, service providers, and vendors. Unlike the
simulation test, this test is larger in scope and involves actual operations
and activities specified in the plan. In this test, the BC test teams perform
actual operations and activities specified in the business continuity plan
compared with the simulation test, which may involve simulated operations
and activities. :

This type of test is costly and can interrupt normal operations, therefore
careful test planning and scheduling is needed to minimize cost and inter-
ruptions. Communication and coordination with internal and external
business entities are included in this type of test and peak workload peri-
- ods for critical business processes are avoided. '

This test method is recommended once the BC test teams have gained
sufficient practice and confidence by thoroughly testing the business conti-
nuity plan using other simpler methods such as the simulation test.

6.3.6 Announced Test vs. Unannounced Test

An ideal program for business continuity plan testing combines both an-
nounced and unannounced tests methods. In an announced test, the timing
and schedule of the test is communicated to the business continuity teams
well in advance of the start date. In contrast to an announced test, the
timing and schedule of an unannounced test is kept secret from the business
continuity teams until the start of the test.

In an announced test members of the business continuity teams have the
opportunity to prepare for the test and minimize potential interruptions to

P ]
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their normal day-to-day activities. An announced test, however, fails to

test the constant readiness and the ability of the business continuity teams

to react in short notice—such a test of the business continuity teams is ‘7
important because disasters usually occur without warning. An alternative
is to use unannounced tests for testing the constant readiness of the teams
and their ability to react to the surprise announcement of the test. -

An organization should conduct a series of announced tests before at-
tempting unannounced tests.. Unannounced tests can begin once the busi-
ness continuity teams have gained appropriate training and confidence in
announced tests. As a precaution, limit the scope of the initial unan-
nounced test, for instance, to a single business unit. For subsequent unan-
nounced tests, gradually expand their scope as the teams gain confidence in
this type of test. ' ' ‘

6.4 BC Test Plan Document

Initiating a test without proper preparations and planning not only increases
the risk of failure but can also damage the reputation and spirit of the BC.
test teams. Participants in the test may regard the test as a waste of time '-
and effort, and may not cooperate in the next test. In addition, it may
become difficult to obtain management’s approval for the next test because |
of the costs and effort incurred in previous unsuccessful tests. ,

A business continuity test plan is a document that provides guidance for
preparing and executing the test. It conveys critical information to the BC
test teams, such as:

* What parts of the business continuity plan are to be tested?
*  When and where will the test occur?
*  What resources are involved?
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*  Who will conduct the test?
* What activities occur before, during, and after the test?

* How will the test be evaluated?
* Who will observe the test?

The business continuity test plan must be reviewed by the teams to ensure

the following:

* The test planis accurate, up-to-date, and does not contam any gaps
* The testplanis cost-effective '

* The test planis feasible
* The test plan contains realistic and practical test objectives and

scenarios
* Team members understand what is expected of them before, during,

and after the test

The next section describes a framework for developing the BC test plan.

6.5 A Framework for BC Test Plan
Development |

Developing a business continuity test plan is a complex process that in-
volves careful analysis of test resources, environment, and activities. A
structured approach is recommended to manage the complexity of devel-
oping the test plan. Figure 6-2 presents a structured BC test plan devel-
opment framework which consists of eight steps:

Step 1: Review Previous BC Test Plans and Results
Step 2: Identify Test Objectives and Scope
Step 3: Assess Test Constraints
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Step 4: Develop Test Strategy
Step 5: Specify Test Logistics
Step 6: Specify Test Schedule , |
Step 7: Identify Test Risks - -
Step 8: Integrate BC Test Plan Components ‘

"Results in:
Financial Constraints,
Service Disruption,

Step1 Step 3 Security Restrictions,
" : Test Period, .
, I;?;v![? w tPFr)?Vlougsl A_?_Sefs Quality of Technical Support,
estrians & est - -» Space Limitations,
Step 2 “Results Constraints Dissimilar Recovery Systems
& Equipment,
Identify Test Availability of BC Test Teams.
Objectives & :
Scope :
T .
: Step 4 Step 5 Step 6 Step 7 ‘
: Develop Specify Specify Identify
: . Test — Test —— Test o Test
i ] Strategy Logistics Schedule Risks
! ! ] I
! : i i
i
| : Step 8 t—===mmm - \ 4
: 1 ’ Resulits in:
I La—3p! Integrate BC Test PIan-Components | Test Risks. :
+ 1 ! o
b oor oo oo o= - -
Results in: : : Results in: -
Primary Objectives, $ ‘Test Preparation, )
Secondary Objectives, BC Test i Test Execution, X
Test Scope. Results in: Plan ¥ TestEvaluation. 4
Test Timing, Document Results in: -
Test Method, BC Test Teams Formation, f
Test Scenario, Test Resource Procurement,
Test Evaluation Criteria, Personnel Mobilization,
Test Spending Plan. Test Facilities Provisioning.

Figure 6-2: A framework for BC test plan development
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-Step 1 leverages the information and experience gained from previous test
plans and results by extracting relevant information to help with the devel-
opment of the current test plan in steps 2,4, 5, 6, and 7. Step 2 identifies
test objectives and scope. Step 3 assesses constraints that can impact the
test strategy, logistics, schedule, and its execution. The results from steps
1, 2, and 3 provide input to steps 4, 5, 6, and 7. A test strategy is devel-
oped in step 4 based on the information from steps 1, 2, and 3. Logistical
aspects of the test are specified in Step 5 using the information from steps
1 through 4. A test schedule is specified in Step 6 using the information
from steps 1 through 5. Step 7 identifies and assesses potential testing
risks. Finally, the results of the preceding steps are integrated to produce
the BC test plan document in Step 8. Each of these steps are explained in
detail in the following sections. |

6.5.1 Step 1: Review Previous BC Test Plans and
Results

Previous BC test plans and their results are a source of valuable informa-
tion for developing the current test plan. The information, for example, is
useful in identifying the current test objectives. Previous test plans and
their results are reviewed to determine the following:

1. Components and areas of the business continuity plan that have not

been tested
2. Components and areas of the business continuity plan that worked

well
3. Components and areas of previous BC test plans that did not work

well

Components and areas that have not been tested or that did not work well
become part of the current test plan’s test scope.

The information contained in the previous BC test plan and the results of its
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execution are useful input to develop the current test plan, particularly if
both plans contain similar test objectives and scope. The information
contained in the previous BC test plan can be extracted to develop the test
strategy, logistics, and schedule for the current BC test plan. Challenges
and obstacles encountered during execution of the previous BC test plan
can help to identify test risks in the current BC test plan.

6.5.2 Step 2: ldentify Test Objectives and Scope

The second step in the framework identifies test objectives and test scope.
This information becomes the basis for developing the rest of the test plan.

Test Objectives

Test objectives define the criteria for a successful test. Therefore, it is
essential to define the test objectives in concise and measurable terms.

Because the time and budget available for testing is often limited, it is
helpful to divide the test objectives into primary and secondary objectives.
Primary objectives focus on areas of the business continuity plan that must
be achieved in order to consider the test successful. Secondary objectives
include areas of the business continuity plan that are desirable to test, yet
the failure to do so does not render the test unsuccessful. Secondary
objectives are assigned a lower priority for testing purposes compared to
the primary objectives, and therefore, they are only attempted if time and
resources are available.

The following are samples of primary objectives:
1. Determine whether or not the business continuity plan is current

2. Determine the adequacy of the available resources (e.g. vital
records, personnel, or supplies)
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3. Determine the effectiveness of the backup procedures

4. Determine the ability of the BC test teams to execute the business
continuity plan.

5. Restore network and operating systems at the alternate recovery
facility '

6. Restore critical applications identified in the business continuity plan

These are samples of secondary objectives (assuming they are not covered
by the primary objectives):

1. Recover a specific distributed application

2. Reroute communication to the recovery facility

3. Test transition to either the original or the cold site once the recov-
ery at the alternate site is complete

Test Scope

The test scope, which identifies the overall depth and breadth of the test,
can range from testing specific parts of the business continuity plan to
testing the entire business continuity plan. The test scope describes

1. phases, activities, and procedures of the business continuity plan to
be tested;

2. business units and BC test teams required to conduct the test; and

3. business partners, vendors, and suppliers assisting with the test.

The test scope should also explicitly identify any key areas of the business
continuity plan that will not be tested.

g A T et
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6.5.3 Step 3: Assess Test Constraints

Test constraints are factors that limit or restrict the options available for
conducting the test. A clear understanding of the test constraints and their
potential effects on a test is essential for developing the test strategy,
logistics, and schedule. Some examples of possible test constraints are

listed below:

Financial Constraints

A limited test budget, due to financial constraints, can affect the test
in a number of ways. For example, it can restrict the number of
team members that can travel to the alternate recovery facility,
length of time the alternate recovery facility is available for testing,
and choice of recovery systems and equipment available for testing.

Service Disruption

The test should minimize any service disruptions to business opera-
tions. The BC test plan must consider any restrictions or limitations
of service disruptions that can result from the test.

Security Restrictions

The test may require access to confidential data and transactions
and sensitive systems and facilities. The BC test plan must consider
security policies of the organization, vendors, and alternate recov-
ery facility providers. Appropriate arrangements for security identi-
fication cards and authorizations should be made in advance of the
test.

Length of Time Alternate Recovery Facilities are Available
for Testing (Test Period)

The length of time available for testing at the alternate recovery
facilities is often limited. The reasons for this restriction can vary.
Two reasons, for example, are: (1) high rental costs of the facility
and (2) prior reservations of the facility by other organizations.
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Quality of Technical Support

A successful test requires highly qualified technical support at the
alternate recovery facility but it may not always be available. Con-
sider a test that occurs during peak vacation periods. In this situa-
tioh, the alternate recovery facility provider may not have sufficient
qualified support personnel available to support your test. .

Space Limitations :

The physical space allocated at the alternate recovery facﬂltles for
testing purposes can be limited. This can restrict the number of
teams and team members that can participate in testing at the alter-
nate recovery facilities.

Dissimilar Recovery Systems and Equipment
Alternate'recovery facilities may be equipped with systems and
equipment which are different than the systems and equipment at the
original site. For example, the alternate recovery facility may
contain different versions or configuration of the recovery hardware
than the version and configuration deployed at the original site. The
test plan needs to address such differences in systéms and equip-
ment as testing constraints.

Availability of BC Test Teams

Availability of team members can become a constraint if the testing
period conflicts with the team members’ other plans and commit-
ments. Team members, for instance, may have planned vacations or
important day-to-day commitments during the test period.

These test constraints provide input into steps 4 to 7 of the framework.
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6.5.4 Step 4: Develop Test Strategy

This step defines a strategy to achieve the test objectives defined in Step 2
based on the information from steps 1, 2, and 3. The strategy information
related to any current test objectives in previous BC test plans can be used
in this step as a basis for developing the current test strategy. This step
also ensures that the BC test plan is consistent with the test constraints
assessed in Step 3.

The following five components are part of the test strategy:

Test timing

‘Test method

Test scenario

Test evaluation criteria
Test spending

S B W e

These components are described in the sections below.

Test Timing

Establishing a date, time, and duration of the test requires careful consider-
ation of the test constraints and thie availability of required resources. Test
timing is determined through an evaluation of the readiness and availability
of various resources including |

1. testsoftware and data,'

2. alternate recovery facility vendor,

3. serial numbers and software patches needed for testing the recovery
hardware and software,

4. specialized test equipment,

6. BC testteams,

:
:
i
3
¢
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7. recovery hardware, and
8. communication services.

As a general guideline, test timing should minimize impacts to normal
business operations and avoid peak workloads, holidays, and important -
business events. |

Test Methods

A number of different test methods were introduced in the first part of this
chapter: checklist, walkthrough, simulation, parallel, and full-interruption.
The test strategy step selects the most appropriate testing method, and also
determines whether the test will be announced or unannounced.

As a general guideline, simple and basic tests should be carried out prior to
more complex tests. Checklist testing, for example, is recommended
before a walkthrough test; a walkthrough test is recommended before
attempting tests such as a simulation or parallel test.

Test Scenario

A test scenario, which is also known as a disruption scenario or disaster
scenario, is an essential element of the test strategy. The test scenario
describes business disruption conditions in terms of these three compo-
nents: |

1. Type of disruption
2. Disruption narrative
3. Damage caused by the disruption

kel "’:r;‘rmv—rw:
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Type of Disruption

Chapter 2 Risk Management includes examples of types of disruptions
that businesses can experience. The type of disruption selected to test the
business continuity plan must be realistic and credible. A flood scenario,
for example, is realistic for businesses that are located close to rivers;
similarly, an earthquake scenario is credible for businesses that are near
areas which have previously experienced earthquakes, such as California.
To add credibility, the type of disruption should correspond to real life
events, such as the bombing of the World Trade Center in 2001 major
power blackouts of 2003 1n USA and Canada, etc. '

Disruption Narrative

A disruption narrative describes the business disruption events and condi-
tions related to the test scenario. A disruption narrative includes these two
elements: date and time of the disaster, and sequence of events and condi-
tions following the disruption.

1. The date and time of the disaster _
The date and time of the disaster helps the BC test teams to assess
the possible extent of the resource and data loss, and determine a

suitable strategy for recovery. For instance, the teams may con-
clude that the loss of life is minimal if the disaster occurs during a
holiday or during early hours of the morning when no one is on the
premises. Moreover, if the company’s data was backed up weekly
on Fridays and the disaster occurred on a weekend, the teams may
determine that no additional transactions need to be applied to the
weekly backup to recover the systems. If however, the disaster
occurred on a weekday, the teams may determine that additional
transactions need to be applied.
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2. Sequence of events and conditions following. the disruptive
event
The disruption narrative should describe the events and conditions
triggered by the disaster in sequence. A brief example narrative is |

~ as follows: An electrical fire started in the north side of a corporate |

headquarter building at 10 p.m. on March 18, 2002; Fire trucks
arrived at the scene at 10:20 p.m.; By 11 p.m., water from the
sprinkler system flooded the computer center located in the
building’s basement; Management was notified of the event at 10:30
p.m.; and Escalation procedures in the recovery plan were invoked
at 10:40 p.m. '

Damage Caused by the Disruption

In addition to a disruption narrative, the test scenario provides a descrip- .
tion of the internal and external disaster damages to the organization. The :
description of internal damage to the organization should include impacts to '
its staff, property, and resources. The internal damage description includes

* status of all personnel,
* building safety and operational condition,
* status of vital records, -
* operational status of IT systems and applications, and
* impacts to critical business processes.

The description of external damages to the organization can be either local,
regional, or national in scope. The external damage description includes

information such as -

» areas effected by the disruption; |

* operational status of transportation channels, utilities, communica-
tion networks; and

* 1mpacts to vendors, customers, and suppliers.
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Test Evaluation Criteria

Once the test is completed, the results of the test are evaluated_ based on
certain test evaluation criteria. As part of the test strategy, specific evalua-
tion criteria should be developed for the different parts of the business
continuity plan being tested. An example of evaluatlon criteria for a test of
the business continuity plan’ s notlﬁcatlon procedures 1S glven below:

1. Wasthe notiﬁcation proceés suc’Cessful? |

2. What was the overall time requlred to complete the notification
procedure? S o

3. How many team members were contacted?

4. Were the key team members contacted?

5. For those that were not reachable how many alternates were
contacted?

6. How many incorrect phone numbers are on the contact list?

7. How many team members are not on the contact list?

The outcome of this evaluation is a test evaluation report which generally
indicates the following:

Completion of test objectives

Performance of BC test teams

Accuracy and validity of the business continuity plan’s procedures
Adequacy of the recovery resources and facilities
Recommendations

h B N e

The outcome of this phase is a test evaluation report which measures the
test successes and failures, and identifies strengths and weaknesses in both
the business continuity plan and the test execution. Table 6-1 shows an
example outline of a test evaluation report.
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Example Outline of Test Evaluation Report

-—

List of successfully completed test objectives

N

List of unsuccessful test objectives,

" and reasons for their failure .

List of completed test tasks

List of lncomplete test tasks

| Gaps and weaknesses in the BC plan document

Performance summary of BC test teams

List of problems encountered

- Adequacy of test resources and recovery facilities

o |~N|o|o|adw

Suggestions for improvements for the next test

10

Expense summary

11

Summary of test events in chronologlcal order

Table 6-1: Example outline of test evaluation

report

Test Spending Plan

The cost of testing the business continuity plan is mainly driven by the test
method and test objectives and scope identified in Step 2. For example,
test expenditures are expected to be much higher if the test objectives and
test scope require extensive travel and testing to a remote facility, com-
pared with testing at the original site. Examples of common test expendi-
tures are listed below:

e Travel expenses

e Salary expenses for staff and contractors

e Meals and accommodation expenses c -
* Phone service charges |

e Testsystem and equipment costs

* Alternate recovery facility usage fees

e Backup media shipping costs

e Technical support costs
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The test spending plan identifies the expected test expenditures and allo-
cates funds to them. The strategy must ensure the spending plan remains
within the overall financial (funding) constraint described in Section 6.5.3
(Step 3 Assess Test Constraints).

6.5.-5‘Step 5: Specify Test Logi'stics

Military science commonly refers to logistics as the process that deals with
the procurement of équipment, mobilization of personnel, and provisioning
of facilities as needed for a mission. Logistics also plays a critical role in
business continuity plan testing. Test logistics is a process that deals with
these four areas: |

Formation of BC test teams

Procurement of test resources and equipment
Mobilization of personnel

Provisioning of test facilities

o WN

Step 5 of the framework specifies the test logistics for these areas based
on the test strategy of Step 4 and test constraints of Step 3. The sections
below explain the four test logistics areas.

Formation of Business Continuity Test Teams

The BC test teams not only conduct tests, but also participate in test
preparation activities. The size, structure, and members of the teams
depend on the test method, objectives, and scope. The BC test teams are
formed by selecting members of the business continuity teams described in
Chapter 5 Business Continuity Plan Development. A business continuity
team is selected if its roles and responsibilities are essential for achieving
the test objectives. Similarly, a business continuity team member is se-
lected if his/her assigned tasks are part of the testing tasks.
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BC test teams could also include members that may not be part of the
business continuity teams. Below are examples of these additional mem-
bers:

® Pre-test Support Personnel
These personnel are needed to perform basw pre-test tasks such as
shipping and receiving resources and equipment, setup and conﬁgu—
ration of the test systems, resources, and facilities.

. Internal/ExternalAudltors
A qualified individual is assigned to audit the test. Theirrole is to
review the test objectives and test plan, monitor and track the test .
for problems and issues, and create an audit report for manage- |
ment. The report should include impartial findings of test accom-
plishments, problems and weaknesses, compliance with internal and
external guidelines, and recommendations for improvements.

* Vendors
Vendors play a vital support role during the test preparation and
test execution phases. Testing relies on vendors for technical _
support, and services such as installation and configuration of test
products and equipment. The test execution phase also provides | :
vendors with an opportunity to identify and fix any limitations of -
their products and services.

Test Resource Procurement

The resource procurement and logistics team, identified in Chapter 5
Business Continuity Plan Development, should be part of any test that
requires procurement of resources. Below are some examples of resource

procurement activities:

* Order voice and data communication equipment;
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* Arrange for a pre-arranged (quick-ship) delivery of computer
" hardware and software systems; )

* Order faxes, printers, copiers, etc.;

e Ensure adequate hardware and software infrastructure is available
at the crisis command center, alternate office work area, alternate
IT recovery facilities, and alternate manufacturing and production
facilities;

* Resolve software license issues with the vendors (e.g. serial number
dependencies); .

e Arrange technical support from software vendors for test purposes;

 Order backup media;

e Order containers to transport backup media;

 Ensure completeness of backup media inventory;

* Order forms used to track manual procedures;

e Order stationeries, calculators, etc.;

*  Ensure availability of test documents including the business continu-
ity plan, and list of inventories;

e Ensure availability of required tools for testing and problem track-
Ing; ‘

* Acquire and install workstations and network infrastructure for
alternate office work area.

In order to ensure timely availability of required resources, a detailed list of
resource procurement tasks are prepared and executed well in advance of
the test date. Advance preparations are a key to minimizing costs and
impacts to test timing and schedule which could result from unexpected
delays in resource order processing, shipment, and setup.

Mobilization of Personnel
The business continuity plan test generally requires mobilization of BC test

teams to remote locations such as off-site storage facilities, alternate IT
recovery facilities, alternate manufacturing and production facilities, alter-

SN 5 T
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nate office work areas, and crisis management center. The resource
procurement and logistics team together with the administration support
coordination team are responsible for planning and implementing logistics
activities to mobilize BC test teams.

The following are examples of logistics activities:

e Determine off-site travel locations.

e Determine who needs to travel to off-site locations.

® Determine when and how long each team member is needed at an

- off-site location. |

e Obtain necessary security approvals to allow team members access
to off-site locations.

e Make travel arrangements for team members, including transporta-
tion, food, and accommodations.

Certain test constraints, assessed in Step 3, can influence the mobilization
of BC test teams. Two examples of such constraints are: (1) travel, food,
and accommodation limits specified in the test spending plan (prépared n
Step 4 Develop Test Strategy); and (2) workspace and workstation
capacity limits for test teams at the alternate recovery facilities.

Test Facilities Provisioning

The business continuity test plan includes logistics activities to ensure the
availability of test facilities (e.g. alternate recovery facilities) that can
adequately support the test requirements. These logistics activities can be
divided into three tasks for each alternate recovery facility :

1. Assess Requirements for an Alternate Recovery Facility
2. Assess Current Capabilities of the Alternate Recovery Facility
3. Analyze Requirements and Facility Gaps

S SRSNE
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Task 1: Assess Requirements Jor an Alternate Recovery Facility

The first task is to assess the requirements for an alternate recovery facility
through a review of the test objectives, test scope, test strategy, and
business continuity plan. The following are example requirements for an
alternate recovery facility:

1. Type of alternate recovery facility required

2. Test timing and test duration

3. Systems, resources, and equipment needed at the alternate recovery
facility ' |

4. Configuration of systems, resources, and equipment needed for the

test
. Technical documentation required for the test
6. Technical support required for the test
Voice and data communications requirements for the test -

9

~]

Task 2: Assess Current Capabilities of the Alternate Recovery Facil-
ity

The second task is to assess the current capabilities of the alternate recov-
ery facility. The assessment involves two key activities. The first activity
requires a careful review of any existing agreements and contracts with the
facility owner/vendor. This review for example should determine the

following:

1. When and how often the facility can be used for test purposes

2. Procedure for accessing the facility for a test, including the require-
ments for an advance notice

3. Recovery inventory available for the test at the recovery facility .

4. System configuration and capacity of the recovery resources

5. Configuration of the network at the recovery facility

6. Types of manuals and documents available at the recovery facility
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7. Extent of the technical support available at the recovery facility , ;

8.-Capabilities of voice and data communication services at the recov-
ery facilities

9. Quantity of tape readers for the test

The second activity in the current capabilities assessment involves a visit to
the alternate recovery facility. The purpose of the visit is to gain a first- f
hand understanding of the environment, and to confirm if the facility con-
forms to the terms of the recovery contract. The visit can focus on the
following: ’

* Recent configuration changes

* Seating and office arrangements

e Telephone facilities o

e Security requirements

* Parking facilities

* Building services such as heating, air-conditioning, lighting,
restrooms, etc.

e Loading dock locations and procedures

e Multiple clocks providing different time zones and test scenario time

» Network configuration

¢ Meeting rooms

Task 3: Analyze Requirements and Facility Gaps :
The third task in provisioning of a test facility is to perform a gap analysis
of the requirements assessed in Task 1 and the current capabilities of the :
alternate recovery facility determined in Task 2. The gap indicates ele-

- ments that are missing at the alternate recovery facilities. These gaps are
reviewed with the alternate recovery facility vendor and, if required, con-
tracts are amended to ensure that gaps are eliminated.
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6.5.6 Step 6: Specify Test Schedule

A test schedule, like any other project schedule, demands careful planning
and management. A test schedule details the list of recovery activities,
procedures, tasks, priorities; assignments, start and end dates and times,
and dependencies. All of the logistical aspects described earlier regarding
the BC test teams, resources, and facilities are brought together in a test
schedule. ’ o

This step can be divided into eight main activities:

1. Review the test objectives and test scope identified in Step2
2. Review the test constraints assessed in Step 3 '

3. Select the activities specified in the business continuity plan that are

considered relevant for the test based on the review above

4. Select the test logistic activities specified in the test plan

5. Divide the activities from steps 3 and 4 into the three test phases
(test preparation, execution, and evaluation)

6. Identify dependencies between test activities

7. Determine the begin and end time for each test activity and their
sequence

8. Prepare atest schedule from the results of steps 3 to 5 above

A typical test schedule divides activities into the three business continuity
plan testing phases: (1) test preparation phase , (2) test execution phase,
and (3) test evaluation phase (see Figure 6-1).

The test preparation phase begins once the BC test plan document is
developed. The activities in this phase include pre-test meetings with
off-site storage vendors and alternate recovery facility providers. The BC
test teams must visit the alternate recovery facilities in order to become
familiar with the facility and its equipment, resources, and personnel. Test
logistics activities of the BC test plan begin during the test preparation
phase.
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The actual test is conducted during the test execution phase at the date and
time specified by the test plan. This phase covers recovery activities that
are part of the test objectives. The test schedule organizes these activities
into appropriate recovery categories. Example categories for the IT.
_systems recovery are operating systems recovery activity, applications
recovery activities, backup data restoration activities, and IT systems.
verification activities. The test schedule also includes activities that moni-
tor and track the recovery progress and the performance of BC test teams.

The test evaluation phase begins immediately after the completion of the -
test execution phase. The test schedule should include activities for evalu-
ating the test results, produce an evaluation report, and present the con-
tents of the evaluation report to management. The purpose these activities
‘is to evaluate the extent of success in achieving the test objectives, team
performance, problems encountered during the test, gaps and weaknesses
observed in the business continuity plan, and provide recommendations.

6.5.7 Step 7: Identify Test Risks

Minimizing the likelihood of a test failure is the main reason for developing
the BC test plan. This step of the framework identifies and controls poten-
tial risks of test failures based on a thorough review of all the information
gathered in the preceding steps. Below are some examples of review
questions to identify potential risks: '

e [s the scope of the test too large?

e Does the alternate recovery facility vendor provide adequate techni-
cal support for testing?

* Are backup recovery hardware and equipment available in the event
of problems with the primary recovery hardware and equipment?

e Hasthe recovery hardware been pre-configured and tested for
compatibility with the original hardware?

e [sthe testing team familiar with the alternate recovery facilities?

.
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* Hasthe backup media been recently verified?
* Does the test plan include sufficient rest time for team members?

Once the risks are identified, they can be ranked in severity as low, me-
dium, and high. Next, the teams should review the risks, determine pos-
sible solutions for minimizing the risks, and incorporate the accepted
solutions into the BC test plan. The BC test plan should document both
the risks and the solutions, which can then be referenced by the test teams
during the test preparation and execution phases. |

6.5.8 Step 8: Integrate BC Test Plan Components

The results of steps 1 through 7 are integrated in this stép to produce the
BC test plan document. An example outline of the BC test plan document
is given below:

Primary test objectives

Secondary test objectives

Test scope

9. Test constraints

10. Test method

11. Test scenario(s)

12. Testevaluation criteria

13. BC test teams participating in the test
14. Test resource procurement activities
15. Personnel mobilization activities

17. Provisioning of test facilities

1. BC test plan identification and version number

2. Business continuity plan identification and version number
3. Testsponsor |

4. Testdate/time

5. Testduration

6.

7.

8.
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18. Test schedule = \ = : 4
a. Test preparation phase

b. Test execution phase
~c¢. Testevaluation phase o . :
19. Test risks L _
20. Test spending plan ‘ - :

The BC test plan identifier and version number uniquely identify the test
plan; the business continuity plan identifier and version number uniquely
identify the business continuity plan being tested. The test sponsor indi-
cates the individual(s) who authorize the test.

The remaining elements of the outline consist of information resulting from
steps 2 to 7 of the framework.. For each element of the outline, Table 6-2
provides a reference to the step name and number in the framework as its
main source of information.

Prior to producing a final BC test plan document, the BC test teams must
review the contents of the BC test plan for any gaps and inaccuracies.
Moreover, team members must have a clear understanding of their indi-
vidual test related roles and responsibilities. The final BC test plan docu-
ment becomes a guide for the test preparation, execution, and evaluation
phases.
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BC Test Plan Outline Information Source

Test date/time Step 4: Develop Test Strategy

Test duration | Step 4: Develop Test Strategy
Primary test objectives Step 2: Identify Test Objectives and Scope -
Secondary test objectives Step 2: Identify Test Objectives and Scope
Test scope Step 2: Identify Test Objectives and Scope
Test constraints Step 3: Assess Test Constraints
Test method Step 4: Develop Test Strategy
Test scenario Step 4: Develop Test Strategy
Test evaluation criteria | Step 4: Develop Test Strategy
BC test teams partlmpatlng in “Step 5: Specify Test Logistics
the test 5
Test resource and procurement - Step 5: Specify Test Logistics k
activities :

Personnel mobilization activities | Step 5: Specify Test Logistics

Provisioning of test facilities Step 5: Specify Test Logistics :
Test schedule: Step 6: Specify Test Schedule
» Test preparation phase
e Test execution phase
» Test evaluation phase

Test risks Step 7: Identify Test Risks
Test spending plan Step 4: Develop Test Strategy -

Table 6-2: BC test plan outline with reference to information source
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Business Contmmty
Plan Maintenance

7.1 Chapter Overview

This chapter examines business continuity plan maintenance, stage 6 of the
BCP process. Once the business continuity plan has been tested, the role
of the maintenance stage becomes critical. Frequent internal and external
changes are common occurrences for businesses. Most of these changes
can potentially invalidate the business continuity plan unless it is continually
adjusted and modified to reflect these changes.

The objective of this stage is to ensure that the business continuity plan
always remains current, complete, accurate, and in a ready-state for ex-
ecution.

To achieve its objective, the maintenance stage employs the processes
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BC Plan
Audit

BC Plan
Training

BC Plan
Testing

BC Plan
Change
Management

Figure 7-1: BC plan maintenance proc'éSses

depicted in Figure 7-1:

Business continuity plan change management
Business continuity plan testing
Business continuity plan training

SN

Business continuity plan audits

This chapter describes the role of these processes and concludes w1th
guidelines for maintaining a business continuity plan.

7.2 BC Plan Change Management Process

Without a business continuity plan change management process, business
continuity plan maintenance becomes very difficult. A change management
process addresses two of the most challenging aspects of plan mainte-
nance: monitoring changes in the organization and its external environment; y
and controlling changes or revisions to the plan. Figure 7-2 shows the ’
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Monitor Intemal

Step 1 ———— e & External
Changes
Periodic BC Compiled Periodic BC
Plan Testing Changes Plan Audit

Review Compiled
Changes & Results of _ Audit
Plan Tests & 'Results
. I—" . Audits .
Step 2 +
' BC Plan Change
- Request

o Process BC Plan
Change Request

Revised BC
Plan
Document

Figure 7-2: BC plan change management process

Step 3

business continuity change management process. It consists of three main
steps: ‘

Step 1: Monitor Changes;
Step 2: Review Compiled Changes, Test Results, and Audit Result; and

Step 3: Process BC Plan Change Requests.

Changes in the organization and the external environment are monitored in
Step 1; and changes identified as having a potential impact to the business
continuity plan are reviewed in Step 2 to determine if those changes actu-
ally affect the business continuity plan. In Step 2, business continuity plan
change requests are issued for changes that affect the plan. Step 3 pro-
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cesses the change requests and updates the plan with necessary changes
and revisions. Additional details regarding these steps are described in the
sections below.

7.2.1 Step 1: Monitor Changes

Step 1 of the plan’s change management process represents the task of
constant monitoring of changes in the organization to identify potential
impacts to the plan. As depicted mF igure 7-3, changes to the organization
can occur at multiple levels: process, people, and resource. Any changes
in processes, people, and resources can potentially require changes to
certain parts of the plan. For instance, a process-related change can affect
recovery priorities; a people-related change can affect business continuity
teams or notification procedures; and a resource-related change can affect
recovery requirements for IT systems.

A business continuity plan is sensitive to changes that occur not only inter-
nally within the organization but those externally in business partners,
vendors, alternate recovery facilities, and off-site storage facilities. The

Resource
Changes

BC Plan
Changes

Process
” Changes

Figure 7-3: Changes impacting the BC plan

e
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examples below demonstrate possible internal and external changes related
to processes, people, and resources that may impact the plan.

Process Related Impacts
1. A new strategic product is introduced and as a result new proce-
dures arie added to affected business units.
2. A supplier has switched from manually processing orders to auto-
matic order processing using Electronic Data Interchange (EDI).
3. The hot site vendor has introduced a direct 1-800 number to its

disaster notification process.

People Related Impacts
1. An early retirement package is given to employees and as aresuita
 number of senior personnel have left the organization. .
2. Several key IT technical recovery team members have been pro-
moted to different departments an no longer perform the same

roles.
3. The hot site vendor has reorganized its technical support team.

Resource Related Impacts

1. The local area network supporting the organization’s critical sys-
tems has changed from token-ring to an ethernet architecture.

2. A vendor provides a contracted service to the organization for
remote system backups using a proprietary backup and recovery
tool. The vendor recently introduced an more efficient version of
the tool that automatically detects system configuration changes.

3. The hot site vendor has recently upgraded its mainframe system to
accommodate additional customers. This has resulted in certain

configuration changes.

The output of this step consists of a compilation of monitored changes that
can potentially impact the business continuity plan.
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7.2.2 Step 2: Review Compiled Changes, Test Results,
and Audit Results \

The purpose of this step is to review information that can potentially affect
the business continuity plan’s accuracy and validity, and cause the organi-
zation to issue business continuity plan change requests. There are three

main sources of input to this step. The first source of input is the compiled

changes resulting from Step 1; the second source is the results of any
business continuity plan tests; and the third source is the results of any
business continuity plan audits. A change manager, responsible for coordi-
nating the processing of change requests with business continuity teams,
reviews the information from these three sources in order to determine if it
affects the plan. Following this review, one or more change requests are
issued corresponding to the information affecting the plan. These change
requests are processed in the Step 3 of the change management process.

7.2.3 Step 3: Process BC Plan Change Requests

This step ensures that updates or revisions to the business continuity plan
take place according to the change control procedures specified in the
plan. The change request resulting from the preceding step is processed in
this step. An example of a high-level procedure for processing a business
continuity plan change request is described below. This procedure as-
sumes that there is a change manager with the responsibility to coordinate
the processing of the change request with the business continuity teams.

1. Review the change request.

2. Determine nature of the changes required (e.g. people, process, or
resource change).

3. Determine the sections or parts of the plan affected by the change.

4. Identify the personnel responsible for the affected areas of the plan
who then either create a draft document containing revisions and
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changes to their respective areas of the plan or reject the change -
request related to their part of the plan, and document the reasons.

5. Review all draft documents for any dependencies, conflicts, and
inconsistencies; and revise the draft documents if necessary.

6. Finalize the draft documents and obtain approval from authorized
personnel.

7. Update the business continuity plan document according to the
changes and revisions specified in the approved documents, and
apply version controls. .

8. Record the changes in this section of the plan.

9. Distribute the business continuity plan to the individuals on the -
business continuity plan distribution list (see Business Continuity
Plan Distribution List in Chapter 5, Section 5.14 BC Plan Appen-
dices).

7.3 Business Continuity Plan Testing

Business continuity plan testing is the second process used to maintain the
business continuity plan. Periodic tests are an excellent opportunity for
improving the effectiveness and accuracy of the plan. Test results can
reveal the strengths, weaknesses, and gaps of various parts of the plan.
For example, periodic plan testing can reveal the following: '

* Contact information in the call tree that is not current.

 Vendor contact information that is not up to date.

* Recovery time frames achieved during testin g are longer than the
recovery time objectives. |

 Certain applications failed recovery at test time due to a missing
service pack. |
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The test results also provide an opportunity to determine how well the

plan’s change management process, as described in the previous section, is -
implemented. During tests, for instance, discovering that only a few pieces

of information are missing in the planindicates that the change management
process is effective. |

7.3.1 BC Plan Test Schedule

Establishing a test schedule is an important element of maintaining a busi-
ness continuity plan. There are two main activities defining a test schedule.
The first is to select appropriate test intervals: monthly, quarterly, semian-
nually, or annually. The second is to assign a test method to each test
interval. The assignment of a test method to a test interval should consider
the test method’s complexity—that is, its testing scbpe, effort, resources,
costs, etc.

Figure 7-4 shows a typical assignment of test methods to a schedule of test
intervals and shows their relative complexity. Test methods are repre-
sented as circles in the graph. The size of the circles vary, indicating the
relative scope of the test method.

Over the entire test schedule of Figure 7-4, the testing begins with the most
simple and basic test methods and gradually increases to more complex
methods for subsequent tests. Similarly, the test scope is smaller in the
beginning and then increases gradually to cover the entire scope of the
business continuity plan. In general, the schedule ensures that the tests that
occur with greater frequency use simpler methods and scope compared to -
other less frequent tests. The checklist and walkthrough tests, for instance,
are scheduled monthly and quarterly because they are much simpler com-
pared to semiannual or annual tests.
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A
Full-Interruption
High —+— |
- Test 1
Complexity
) , Unannounced
Medium —— : Simulation
O O Walkthrough
Walkthrough
Low ——t— O OChecklist
Checklist |
Monthly Quarterly S°™  Annuall
y y annually y
Test Schedule

Figure 7-4: Example test schedule in terms of relative test
complexity

- The following list characterizes the relative complexity of the testing meth-
ods in Figure 7-4:

Checklist Test: low complexity

Walkthrough Test: low to medium complexity
Simulation Test: medium to high complexity
Full-interruption Test: high complexity
Unannounced Test: medium to high complexity

N B W e
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Using a test schedule, therefore, gradually trains the teams to conduct more
complex tests and allows business continuity plan to be completely evalu-
ated. The results and experience from simpler tests are used to improve
the business contihuity plan and prepare the teams for subsequent more
complex tests. The probability of success of a full-interruption test in-
creases con{sidera‘bly as gaps and weaknesses, in both business continuity
plan and business continuity test plan, are discovered and addressed in
earlier tests.

Testing Intervals

Tests can be conducted at different intervals such as monthly, quarterly,
semiannually, or annually. Monthly tests use a checklist or walkthrough
method to verify currency and accuracy of the following:

¢ System and application documents

¢ Telephone numbers in the contact lists
e Vital records

e Hardware and software inventories

e Vendor contact information

¢ Product inventories

e Equipment configuration information

¢ Storage media

¢ Forms

e Data stored at off-site storage facilities
¢ Operational manuals

Quarterly tests expand the scope of monthly tests to caver additional areas
of the plan such as procedures for

e receiving and responding to the initial disaster event,
e assessing the disaster,
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* initiating the business continuity plan,

* notification tasks,

* coordinating business continuity team activities, and
* monitoring recovery and resumption procedures.

The semiannual test uses more advanced test methods such as the simula-
tion test method, and if needed, combines it with a walkthrough and a
checklist test method. See Chapter 6 Business Continuity Plan Testing
for details on test methods. Most areas of the business continuity plan are
verified during semiannual testing.

Annual tests, which are typically the most comprehensive in scope, verify
all aspects of the business continuity plan. Annual tests are based on either
simulation or full-interruption test methods. The scope of the test includes
all staff, business units, vendors, business continuity teams, off-site storage
facilities, alternate recovery facilities, notification and escalation proce-
dures, recovery-and resumptions procedures, etc. The annual test should
also exercise the normalization phase in which transition is performed back
to the original site or a new cold site from the alternate recovery facility.

/.4 Business Continuity Training

A valid and up-to-date business continuity plan is of little value if the

employees responsible for its improvement and execution do not have

adequate training and awareness. The business continuity plan mainte-

nance stage implements an enterprise-wide continuous awareness and

training program. Management commitment is critical to the success of

such a program. Management needs to ensure that a yearly business -
continuity planning budget includes sufficient funding for training, and
ensures that the employees participate in training.
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Development of a business continuity awareness and training program is a
four step process: - |

1. Identify awareness and training requirements by specifying who in
the organization needs BCP training, and what type of knowledge
they need to fulfill their expected roles and responsibilities.

2. Assess the gapsin BCP knowledge between what individuals need
and what they currently possess. ‘

3. Selecta set of training methods for each individual identified inrthe
requirements, taking into account their training gaps and the training
budget.

4. Create a schedule of BCP awareness and training activities using the
methods selected above.

Various resources exist for BCP awareness and training, such as

* internal business continuity policy, brochures, and posters;

* business continuity plan development, testing, and maintenance
activities;

e BCP events such as seminars and conferences;

* books and documents covering specific BCP topics;

e BCP courses,

* business continuity resources such as BCP organizations and publi-
cations (see Appendix B Business Continuity Resource Informa-
tion at the end of this book for a list of BCP resources).

Periodic audits and frequent reviews of the organization’s awareness and
training program are highly recommended to improve and maintain its
quality. To assist with any audits the progress of the organization’s aware-
ness and training program should be tracked and documented.
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7.5 Business Continuity Audits

Periodic business continuity audits are the fourth important activity of

business continuity plan maintenance. A business continuity audit involves
an impartial review of organization’s business continuity plan and program .
to determine its compliance with the organization’s internal guidelines, and

external regulations and standards. The scope of the audit needs to includ_e

the all of the stagés'ofthe BCP process as described in this book:

Risk management

Business impact analysis

Business continuity strategy development
Bilsiness»continuity plan development
Business continuity plan testing '
Business continuity plan maintenance

AN N BN e

From a plan maintenance perspective, gaps and weaknesses in any of the
above stages identified in an audit report will result in these activities: \

* Redoing those BCP process stages that are identified as ha\}ing

gaps and weaknesses. . :
* Implementing recommendations of the audit report wherever pos-
sible.
* Updating the business continuity plan document to incorporate the
changes resulting from the above activities according to the plan’s
change management process.

7.6 Suggestions for BC Plan Maintenance

Maintaining a business continuity plan document in a constant ready-state
1s a complex and challenging task. The preceding sections suggested the
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use of four different processes to help maintain the plan:

Business continuity plan change management
Busmess continuity plan testing _
Business continuity plan training L
Business continuity plan audits | B -

.#.ws\)e

The list belo_w provides additional suggestions to help main't?ain' the plan:

® Maintain copies of plan in multiple locations such as the primary
site, alternate recovery facilities, employees’ vehicles and homes,
and off-site storage facilities. , |

» Conduct regular testing to identify gaps and weaknesses in the plan.

» Thoroughly test the plan whenever there are critical cha'nges made
to the plan. | _

® Any significant changes in process, people, or resources should be N
reviewed for initiating possible plan updates and plan testing.

* Use version control for the business continuity plan and business
continuity test plan in order to avoid confusion and use of outdated
documents.

* Integrate current and future projects into the BC plan change man-
agement process. :

e Assignresponsibility for business continuity plan maintenance to an Z
experienced person or team. .

* Ensure that documented procedures exist for business contmulty
plan maintenance.

* Ensure that business continuity plan maintenance is part of the
annual BCP budget.

® Create an enterprise-wide BCP awareness and training program.

¢ Create a business continuity plan distribution list that is limited to
authorized individuals.

* Adequately train new employees.

TV S e A
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BCP Process: Reports
and Documents
Summary

By completing all six stages of the BCP process, an organization accumu-
lates crucial information and knowledge—in the form of reports and docu-
ments—needed to survive potential disasters or business disruptions. |
Table 8-1 at the end of this chapter lists the key products of the BCP
process.

8.1 Stage 1: Risk Management

The main product of the risk management stage is the risk assessment
report which identifies information related to different threats, risks of
business losses, and options for controlling risks. The risk assessment
report raises the organization’s awareness of the possible threats and



254 : Chapter 8

potential losses. The report also provides the costs and risk reduction
effectiveness of control options to help management select the most appro-
priate options.

8.2 Stage 2: Business ImpaétAnaIysis |

The key product of this stage is the BIA report which identifies critical
business processes, financial and operational impacts from a potential
disaster, and requirements for recovering from a disaster situation. The
BIA report raises management’s awareness of those business areasand
resources that are critical for maintaining business continuity. The findings
from the BIA help to define the recovery objectives for the business conti- -
nuity strategy and the business continuity plan. ‘

8.3 Stage 3: Business Continuity Strategy
Development

The outcome of this stage is the business continuity strategy report which
contains viable recovery options for the recovery requirements categorized
into different recovery areas such as work areas, IT systems and infra-
structure, manufacturing and production, and critical data and critical/vital

records. The strategy report also provides the cost and capability informa-

tion for viable recovery options in order to assist management in selecting
the most appropriate recovery option for each recovery requirement.
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8.4 Stage 4: Business Continuity Plan
Development

The business continuity plan document is the key product of this stage. In
the event of a disaster, it is quite possible that the only document that
remains safe and available at hand is the business continuity plan. The plan
contains all of the key information needed to recover and restore damaged
resources and disrupted business processes. It integrates the results of the
preceding stages: risk management, business impact analysis, and business
continuity strategy development.' Table 8-1 lists a typical outline of infor-
mation required in the business continuity plan.

8.5 Stage 5: Business Continuity Plan TeSting

The BC test plan document and test evaluation report are two key out-
comes of the business continuity plan testing stage. The BC test plan
guides the preparation and execution of the test, while the test evaluation
report documents the results of the test once the BC test plan has been
executed. The BC test plan also enables an orderly execution of the test,
and reduces uncertainties that can hinder the success of the test.

The test evaluation report provides feedback to both management and the
BC test teams regarding the results of the test. The report shows how well
test objectives were achieved, performance of teams, problems encoun-
tered during the test, and gaps and weaknesses observed in the business
continuity plan. Table 8-1 includes an example outline of the test evalua-
tion report.
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8.6 Stage 6 Business Contmmty Plan
Maintenance

The following are the key products of the business continuity plan mainte-
nance stage: |

* Revised business continuity plan

* Business continuity plan test schedule

* Business continuity training and awareness pro gram
* Business continyity plan audit report

These products are crucial for maintaining the business continuity planina
constant ready-state for execution. Changes in the organization and the
external environment could cause revisions to plan. A test schedule en-
sures that the plan is tested at regular test intervals and with appropriate
test methods to verify the plan’s effectiveness and accuracy. A business
continuity awareness and training program helps personnel gain the neces-
sary skills required to develop, maintain, and execute the plan. A business
continuity plan audit report contains an evaluation of the organization’s
ability to maintain continuity of business during a disruptive event, and
recommends improvements to the company’s business continuity program
and plan.
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BCP Stages

Key Product

Summary of Product Content

Stage 1: Risk
Management

Risk
Assessment
Report

Threats

Risks

Critical assets exposed to threats

For each threat event, a list of control
options and their risk control option

categories (risk acceptance, risk avoidance,

risk reduction, and risk transfer)

For each risk control option:
1. c()st of implementing each risk control
option - '
2. risk reduction effectiveness
3._ cost per unit of risk reduction (CURR)

4. the best risk control options based on
their CURR values -

Stage 2: BIA

BIA Report

Summarized findings such as:

1. Number of business processes and
critical business processes for each
business function

2. Number of critical business processes
reaching their MTDs over a period of
time

3. Sum of losses over a period of time

List of critical business processes

List of MTDs and criticality rankings

Prioritized list of systems and applications

Prioritized list of non-IT resources

List of recovery point objectives (RPOs)

List of recovery time objectives (RTOs)

List of work-around procedures

Stage 3:
Business
Continuity
Strategy
Development

Business
Continuity
Strategy
Report

Recovery options for:
1. Work areas
2. IT systems and infrastructure
3. Manufacturing and production
4. Critical data and critical/vital records

Table 8-1: A summary

of key products of BCP stages
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BCP Stages | Key Product | Summary of Product Content
Stage 4: Business 1. Objective and scope of the plan
Business Continuity 2. Definition of a disaster
g; r:lnwty Plan 3. Risk management summary
Development 4. Summary of business impact

assessment

5. Summary of business continuity
strategy '

6. Business continuity teams
Contact information

8. Activities for BC plan executions
~ phases: -
Initial response and notification

~

Disaster declaration

Plan implementation logistics
Recovery and resumption

. Normalization

9. Mapping resources to BC plan
execution phases, activities,
procedures, and tasks

10. Assigning activities, procedures, and
tasks

11. BC plan change control management
12. BC plan appendices

™o a0 T

Problem assessment and escalation

q
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BCP Stages | Key Product Summary of Product Content
Stage 5: | Business 1. Test plan identifier and version number
Business Continuity 2. BC plan identifier and version Number
Continuity Test Plan 3. Test sponsor :
Plan Testing 4. Test date/time
5. Test duration :
1 6. Primary test objectives
7. Secondary test objectives
8. Test scope
9. Test constraints
10. Test method
- | 11. Test scenario
12. Test evaluation criteria
13. BC test teams participating in the test
14. Test resource and procurement
activities
| 15. Personnel mobilization activities
- 16. Provisioning of test facilities -
17. Test schedule: '
¢ Test preparation phase
» Test execution phase : 2
+ Test evaluation phase
18. Test spending
Test 1. Alist of successfully completed test
Evaluation objectives
Report 2. Alist of unsuccessful test objectives, 5
and reasons for their failure
3. Alist of completed test tasks :
4. Alist of incomplete test tasks ‘
5. Gaps and weaknesses in the BC plan
, document :
6. Performance summary of BC test teams -
7. Alist of problems encountered
8.. Adequacy of test resources and
recovery facilities
9. Suggestions for improvements for the
next test
10. Expense summary .
11. Summary of test events in chronological
order
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BCP Stages | Key Product | Summary of Product Content
Stage 6: ‘Revised Business continuity plan revisions and
Business Business updates.
Continuity Continuity
Plan Plan ' .
Maintenance | Business See the product details of Stage 5: business
Continuity continuity plan testing.
Plan Test '
Schedule . )
Business Various options for a business continuity
Continuity awareness and training program are:
Awareness 1. Internal business continuity policy,
and Training . brochures, and posters
Program | 2. Business continuity plan development
1~ testing, and maintenance activities
3. Business continuity events such as
seminars and conferences
4. Books and documents covering specific
~ business continuity topics
5. Business continuity courses
6. Business continuity resources such as
business continuity orgamzatlons and
publications
Business An evaluation of an organization’s ability to
Continuity maintain continuity of business during a
Plan Audit disruptive event.
Report

Compliance with internal and external BCP
guidelines.

Strengths and weaknesses in the business
continuity plan and the six stages of the
BCP process.

5
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Appendix A:

BCP Standards,
Guidelines, and Best
Practices

The business continuity community has long recognized the need for a
common body of knowledge—standards, guidelines, and best prac-
tices—to guide businesses and business continuity professionals to pre-
pare, implement, and maintain business continuity programs. Although
international standards that are solely devoted to business continuity plan-
ning do not yet exist, a number of organizations have published documents
that contribute to the common body of business continuity knowledge. The
following are the four key publications that address the topic of business
continuity:

* International Standard ISO/IEC 17799:2000—Code of Practice for
Information Security Management

phis e inies g
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e DRI International—Professional Practices for Business Continuity
Professionals

e COBIT—Control Objectives for Information and related Technol-
ogy

e NFPA 1600—Standard on Disaster/Emergency Managémeht and
Business Continuity Programs

A.1 International Standard ISO/IEC 17799:2000 :
Code of Practice for Information Security Management

ISO/IEC 17799 is issued by the International Organization for Stan-
dardization (ISO) as a code of practice for information security man-
agement. It contains comprehensive guidelines and directions for
initiating, implementing, and maintaining information security within
an organization.

ISO/IEC 17799 defines security controls for the following ten areas:

e Security Policy

e Organizational Security

e Asset Classification and Control

e Personnel Security

e Physical and Environmental Security

e Communications and Operations Management
e Access Control

e Systems Development and Maintenance

e Business Continuity Management

e Compliance

|
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The Business Continuity Management security control addresses guide-
lines for business continuity. These guidelines cover various aspects of
business continuity including |

* business continuity management process,

* impact analysis,

e continuity plan development and implementation,

* business continuity planning framework, and

* testing and maintenance of business continuity plans.

ISO/IEC 17799 is based on the Information Security Management
Standard BS 7799 published by British Standard Institute in 1995. BS
7799 is divided into two parts:

e BS 7799-1: 1999 Code of Practice for Information Security
Management

e BS 7799-2: 2002 Specification for Information Security Man-
agement Systems

Part 1 is a guide for initiating, implementing, and maintaining infor-
mation security. It specifies at a high level what an organization
“should” do. The International Standardization Organization has adopted
BS 7799 Part 1 as the security standard ISO 17799:2000.

Organizations can use Part 2 to conduct an audit and obtain certification
for Information Management Security Systems (ISMS).

[ B I



264 Appendix A

A.2 DRI International (DRH)
Professional Practices for Business Continuity
Professionals

DRII was established in 1988 by a group of industry professionals with
the objective to

e establish a common base of knowledge (standafd) in contin-
~ gency planning through education, assistance, and publications;
e certify qualified individuals against a minimum acceptable level
of measurable knowledge; and
e promote the credibility and professionalism of certified indi-
viduals.

In 1997, DRII published a common base of knowledge called “The
Professional Practices for Business Continuity Planners”. This com-
mon base of knowledge has become a part of the industry’s best prac-
tices standard that outlines the minimum experience required by busi-
ness continuity professionals. It consists of 10 business continuity
subject areas:

* Project Initiation and Management

e Risk Evaluation and Control

* Business Impact Analysis

e Developing Business Continuity Strategies

* Emergency Response and Operations

¢ Developing and Implementing Business Continuity Plans
* Awareness and Training Programs

* Maintaining and Exercising Business Continuity Programs
* Public Relations and Crisis Communication

* Coordination with Public Authorities

For each subject area, the professional practices for business continuity

B
]

PR LYo Ty R e 2o p il



BCP Standards, Guidelines, and Best Practices 265 :

planners specifies the role of the professional and the recommended
knowledge.

DRII has established an on-going process to review its international
standard for pertinence and accuracy, and to update the standard ac-
cordingly. The standard is used by DRII as a basis for its educational
and certification program. |

A.3 COBIT

COBIT (Control Objectives for Information and related Technology) is

a framework for Information Technology (IT) security and internal
controls. This framework is developed by IT Governance Institute as a :
standard to meet the needs of management to control risks related to

information and IT. ‘ -

COBIT is intended for three types of audiences: management, users,
and auditors. It helps management to balance risk with control invest-
ments. Users can employ it to obtain assurances on security and con-
trol of IT services. Auditors can use it to substantiate their opinion regard-
ing internal controls.

While it serves as a valﬁable tool for users and auditors, COBIT is
primarily a business focused framework containing comprehensive guidance
for management and business process owners. Through its control objec-
tives, this framework links IT processes, IT resources, and information to
enterprise strategies and objectives. The framework ensures that informa-
tion and related technology resources that support business objectives are 5
used responsibly, and risks are managed appropriately.

The framework defines 34 high level business control objectives, and their
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classification structure. The classification structure consists of the follow-

ing hierarchy:

1 Activities and Tasks: Activities and tasks, at the bottom layer of the
hierarchy, are needed to achieve measurable results.

2 Processes: Processes, at the second layer, are defined as series of
joined activities or tasks with natural breaks.

3 Domains: At the top layer, processes are grouped into domains to
represent the responsibility structure and domains within an organi-

zation.
The framework groups IT processes into four domains:

Planning and Organization |
Acquisition and Implementation :
Delivery and Support
Monitoring

W N =

A high level business control objective is defined as a business need
within a particular IT process. The framework links the high level

business control objectives to information criteria and IT resources | 3
that are impacted by the objectives. The information criteria is defined in

terms of

effectiveness,
efficiency,
confidentiality,
integrity,
availability, /
compliance, and ;
reliability.
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IT resources are defined in terms of

1 people,

2 applications,
3 technology,
4 facilities, and

5 data.

COBIT addresses business continuity from an IT security perspective.
For example, it defines control over the IT process of “Ensuring Con-
tinuous Service”, classified as part of the Delivery and Support do-
main. This control has the following characteristics:

* Itensuresthat IT services are available (as required) and impact to
business is minimum in the event of a major disruption.

* [tis enabled through an operational and tested IT continuity plan
which is in line with the overall business continuity plan.

* It takes into consideration

criticality classification;

alternative procedures;

backup and recovery; ,

systematic and regular testing and training;

monitoring and escalation processes; -

internal and external organizational responsibilities;

business continuity activation, fallback and resumption plans;

¢ (o B o T I = VN S T = S -

risk management activities; and
assessment of single points of failure.

Yok o



268 | | Appendix A

A.4 NFPA 1600 |
Standard on Disaster/Emergency Management and

Business Continuity Programs

- NFPA is a nonprofit international organization established in 1896 as
the National Fire Protection Association. Its mission is to “reduce the
worldwide burden of fire and other hazards on the quality of life by
providing and advocating scientifically-based consensus codes and
standards, research, training, and education. o '

On January 14, 2000, NFPA issued NFPA 1600 standard to establiéh a

common set of criteria for disaster management, emergency manage-
ment, and business continuity programs. On February 11, 2000, the
American National Standards Institute (ANSI) endorsed NFPA 1600 as
an American National Standard. It is also approved by the Federal
Emergency Management Agency (FEMA).

The objective of NFPA 1600 is to provide

e the criteria to assess current disaster, emergency, and business
continuity program capabilities; and

* the guidelines to establish a program to mitigate, prepare for,
and recover from disasters and emergencies.

NFPA 1600 addresses a wide range of disaster and emergency program
elements, including the following:

* Policy

* Program coordination
* Program committee

* Program assessment
* Laws and authorities
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* Hazard identification
e Risk assessment

* Hazard mitigation
¢ Resource management 5
* Planning |

* Direction, control, and coordination

e Communications and warning

e Operations and procedures

* Logistics and facilities

e Training : ,

e Exercises, evaluations, and corrective actions

e Crisis communications
¢ Public education and information

The standard has evolved from its initial focus on disaster manage-
ment to a “total program approach”—that combines disaster/emer-
gency management planning and business continuity program in both
private and public sectors. The current version of the standard repre-
sents a coordinated effort of the representatives from the Federal
Emergency Management Agency, the National Emergency Management
Association, and the International Association of Emergency Manag-

Crs.
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Business Contlnwty
Resource Information

B.1 Business ContanIty Planning Related
Organizations |

Business Continuity Planners Asséciation (BCPA)
(www.bcpa.org)

The Business Continuity Planners Association (BCPA) is a nonprofit
association with the mission to provide an environment to exchange
professional and educational information and experiences related to -
business recovery, crisis management, emergency management, contin-
gency planning, disaster preparedness, or a related professional voca-

tion.
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Disaster Recovery Institute International (DRII)
(www.drii.org) -

DRI International was founded in 1988 by a group of professionals
that forecasted the demand for comprehensive business continuity
education. DRII provides a global certification program for busineSs
continuity/disaster recovery planners. In 1997, DRII and the Business

Continuity Institute published the “Professional Practices for Business

Continuity Planners” as the industry’s common base of knowledge. It
also offers business continuity and disaster recovery training courses.

Business Continuity Institute
(www.thebci.org)

The Business Continuity Institute (BCI) was established in 1994 with
the mission to promote the art and science of business continuity
management. With its 1450 members in 41 countries, BCI promotes
the highest standards of professional competence and commercial
ethics in the provision and maintenance of business continuity man-
agement services. Its aim is to define professional competencies for
business continuity professionals, provide an internationally recog-
nized certification program, and promote continuous professional
development for maintaining professional competencies.

British Standards Institute (BSI)

(www.bsi-global.com)

Established in 1901, BSI is the national standard body of United King-
dom. One of its main responsibilities includes facilitating, drafting,

publishing, and marketing British Standards and other guidelines. BSI
addresses business continuity planning in the BS 7799 standard which
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consists of two parts: part 1, BS 7799-1: 1999 Code of Practice for
Information Security Management; and part 2, BS 7799-2: 2002 Speci-
fication for Information Security Management Systems (ISMS). Part 1
of BS 7799 has been adopted as an international standard (ISO/IEC

17799).

Information Systems Audit and Control Association
(ISACA) ‘ |

(www.isaca.org)

ISACA is a global organization serving as a centralized source of
information and guidance for information governance, control, security
and audit professionals. ISACA has been actively publishing IS audit-
ing and IS control standards and guidelines which are followed by
professionals worldwide. IT Governance Institute, which is affiliated
“with ISACA, is responsible for publishing COBIT (Control Objectives
for Information and related Technology) as a framework for Informa-
tion Technology (IT) security and internal controls. One of the con-
trol objectives within COBIT deals with the topic of business continu-

ity.

Survive—The Business Continuity Group
(www.survive.com)

Survive was established in 1981 as a business continuity group with
the objective to provide a forum for exchange of information, ideas,
and experiences among business continuity professionals. To achieve
its objective, Survive publishes a magazine and holds conferences,
meetings, and workshops. .

[
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The Association of Contingency Planners (ACP) ]
(www.acp-international.com) -

The Association of Contingency Planners (ACP) is a nonprofit associa-
tion founded in 1983. It promotes an environment for international - |
networking and information exchange related to contingency and :
business resumption planning. ACP issues a quarterly corporate news-

letter entitled ‘The ACP Sentinel’, which includes business reports,

announcements, and planned activities. ACP enables its members to

learn about state-of-the-art contingency and business continuity tech-
niques through educational programs at the chapter and corporate
levels.

TIETE
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Securities Industry Association’s Business Continuity
Planning Committee
(www.sia.com) | )

The disaster of September 11, 2001 prompted the creation of SIA’s

Business Continuity Planning Committee in October 2001. Its objec- 7
tive is to provide a forum for securities firms, industry organizations, [
and service providers to share specific plans and business continuity !
information. The committee is currently divided into nine subcommit- f
tees: SIA BCP Command Center, Exchange/Markets, Utilities & g
Service Prdviders, Critical Physical Infrastructure and Urban Renewal,
Best Practices, Insurance, Catastrophic Events, Industry Testing, and

Regional Issues.

Disaster Recovery Information Exchange (DRIE)
(www.drie.org)

Established in 1994, DRIE aims to become the primary source of
information and education for contingency planners. It is a Canada-
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wide organization with chapters in various Canadian cities. DRIE and

its chapters organize regular conferences and seminars on the subject
of disaster recovery and contingency planning.

American Red Cross
(www.redcross.org)

American Red Cross Services responds to disasters that cause human
suffering or create human needs. Its mission is to ensure nationwide
disaster planning, preparedness, community disaster education, mitiga-
tion, and response.

Canadian Centre for Emergency Preparedness
(www.ccep.ca)

The Canadian Centre for Emergency Preparedness (CCEP) is a non-
profit organization with objective to raise awareness of the risk of
disasters and promote disaster management to individuals, communi-
ties, and organizations within Canada. It aims to achieve its objective
through activities such as promotion of sound disaster management
principles and practices, education and training, career development,
research, and services and products. CCEP holds an annual World
Conference on Disaster Management.

Federal Emergency Management Agency (FEMA)

(www.fema.gov)

FEMA is an independent agency of the U.S. federal government, estab-
lished in 1979. Its mission is to reduce loss of life and property and
protect the nation’s critical infrastructure from all types of hazards.
FEMA adopts a comprehensive, risk-based, emergency management

j i
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program of mitigation, preparedness, response and recovery. FEMA
has developed an “Emergency Management Guide” for business and
industry to help with emergency planning, response, and recovery.

International Disaster'Recovery Association (IDRA)
(www.idra.com) ‘

IDRA was established in 1989 with a focus on voice, data, image, and
sensory telecommunications aspects of Disaster Recovery Planning
(DRP), Contingency Planning, and Business Continuation. It also has
another IDRA special interest group (SIG) that concentrates on secu-
rity, terrorism, employee safety and workplace violence. It holds an
annual conference that covers topics such as contingency planning,
risk management, voice, data, image or sensory telecommunications,
corporate security, international management, management information
systems, emergency management, executive protection, and public
safety.

National Fire Protection Agency (NFPA)

(www.nfpa.org)

NFPA is a nonprofit organization focused on reducing the worldwide
burden of fire and other hazards on the quality of life. It issues safety
codes and standards, provides education to protect life and property,
and promotes professional development and certification programs.
NFPA 1600 is a standard issued by NFPA for Disaster/Emergency
Management and Business Continuity Programs—to guide the private
and public sector in the development of a program for effective disas-
ter preparedness, response, and recovery.
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International Organization for Standardization (ISO)
(www.iso.org) i

ISO is the world’s largest developer of standards, having developed
more than 14000 international standards for business, government, and
society. ISO represents a bridge between public and private sectors
through a network of national standards institutes from 147 countries
working in partnership with international organizations, governments,
industry, business and consumer representatives. ISO has developed a
number of standards that address business continuity and risk manage-

ment.

The Natural Hazards Center

- (www.colorado.edu/hazards)

The Natural Hazards Center, associated with the University of Colo-
rado, in Boulder, Colorado, USA, has the objective to disseminate
information and increase communication among individuals, research-
ers, agencies, and organizations actively working to reduce disaster
damage and suffering. It provides information on natural hazards and
human adjustments to hazards and disasters through annual workshop,
research, library services, and on-line resources.

The Financial Services Technology Consortium (FSTC)
(www.fstc.org)

FSTC is a consortium of leading North American-based financial
institutions, technology vendors, independent research organizations,
and government agencies. It aims to promote interoperable, open-

- standard technologies to support critical infrastructure for the financial

services industry. The FSTC has a number of Standing Committees to

AR
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address key financial service technology areas, one of which deals
with business continuity for financial services industry.

The Association of Insurance and Risk Managers
(AIRMIC)

(www.airmic.com)

AIRMIC is a UK based organization dedicated to the field of insurance
and risk management. AIRMIC supports its members with self-devel-
opment, technical awareness, and internal working relationships.
Together with the Institute of Risk Management (IRM) and ALARM
The National Forum for Risk Management in the Public Sector,
AIRMIC has formulated a new Risk Management Standard.

B.2 Natural Hazard and Disaster Information

United Nations Environment Programme (UNEP)
(www.grid.unep.ch/activities/earlywarning/preview)

Through its project of Risk Evaluation, Vulnerability, Information &
Early Warning, UNEP has developed an online tool to visualize data
on worldwide natural disasters.

USGS—U.S. Geological Survey

(www.usgs.gov)

USGS is a federal source for science about the Earth, its natural and
living resources, natural hazards, and the environment. The Earth-

————
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quake Hazard p’rografn of USGS provides an online map and a list of
last 8 to 30 days of worldwide earthquake activities
(earthquake.usgs.gov/recenteqsww).

Incident.com
(www.incident.com)

This website displays a map of recent hazards and disaster events built
on-the-fly from Internet data sources.

Federal Aviation Administration (FAA)

(www.faa.gov)

FAA’s website provides access to preliminary accident and incident
data that has been received by the Office of Accident Investigation
during the last 10 business days.

Federal Emergency Management Agency (FEMA)

(www.fema. gov/news/dlsasters fema)

FEMA’s website maintains a library of major US disaster declarations.

American Red Cross
(www.redcross.org/news)

The American Red Cross provides access to their news articles related
to recent disaster events on their website.

Y
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Department of Geology, University of California Davis
(www-geology.ucdavis.edu/egmandr.html)

The department of geology’s website contains recent earthquake infor-
mation.

University of Edinburgh

“(www.geo.ed.ac.uk/quakes/quakes.html)

University of Edinburgh’s website supports an online worldwide
earthquake locator.

US Environmental Protection Agency (EPA)

(www.epa.gov/epahome/commsearch.htm)

EPA’s website contains a database of environmental facts such as
pollution, hazardous waste sites, and other regulatory information.
The database supports a zip code based search of environmental infor-
mation about a specific location and community.

NOAA Satellite and Information
National Environmental Satellite, Data, and Information
Service (NESDIS)

(www.nesdis.noaa.gov)

NOAA'’s website provides timely access to global environmental data |
and imagery—from satellite and other sources—for various hazards o
such as dust storms, fires, floods, icebergs, ocean, and severe weather.
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B.3 List of BC Related Publications

Contingency Planning and Management

(www.contingencyplanning.com)

Disaster Recovery Journal
(www.drj.com)

Continuity Insights Magazine
(www.continuityinsights.com)

Disaster Prevention and Management
(www.emeraldinsight.com)

Disaster Recovery Yellow Pages
(www.disaster-help.com)

Hazardous Material Management Magazine
(www.hazmatmag.com)

Risk Management Magazine
(Www.rmmag.com) |

Information Security Magazine
(infosecuritymag.techtarget.com)

Business Continuity Magazine
(www.kablenet.com/bc)

NFPA Journal
(www.nfpa.org)
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Glossary of BCP
Terms and
Abbreviations

Acquire-as-needed
Recovery option in which critical IT and non-IT resources are
acquired from a supplier based on the need following a disruption
(see also pre-established, pre-arranged (quick-ship)).

~ Alternate office work area

An alternate facility containing office equipment and resources (such
as desks, telephones, persbnal computers, fax and copier machines,
etc.) needed for staff to perform their office work during the recov-
ery period following a business disruption (see also crisis manage-
ment center, and work area).
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Alternate I'T recovery facility
~ An alternate facility where IT systems and infrastructure are recov-
ered in the event of a disruption to the primary facility.

Alternate manufacturing and production facility
An alternate facility where manufacturing and production equipment
are recovered in the event of a disruption to the primary facility.'

Alternate recovery facility
Refers to an alternate IT recovery facﬂlty, an alternate manufactur—

ing and production facility, or a work area.

Announced test
Business continuity plan test that 1S announced to teams prlor to

execution.

BSI
British Standards Institute

BS 7799
Information Security Management Standard published by British
Standard Institute. The standard-contains two parts:
e BS7799-1: 1999 Code of Practice for Information Security
Management, and
* BS 7799-2: 2002 Specification for Information Securlty
Management Systems.

Business continuity planning process (BCP process)
Defines a life cycle for developing and maintaining a business conti-
nuity plan. The BCP process life cycle consists of six phases: risk
management, business impact analysis, business continuity strategy

development, business continuity plan development, business conti- |

nuity plan testing, and business continuity plan maintenance.

B
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Business continuity planning management (BCP management)
Focuses on management and organizational activities related to
business continuity planning, such as developing and implementing a
business continuity policy, establishing a BCP steering committee,
initiating a plan development project, ensuring compliance with laws
and regulations, etc.

Business continuity coordinator (BCC) .
A person who has an overall responsibility for managing the busi-
ness continuity plan through its phases of development, testing,
maintenance and execution. During the plan execution phase, the
BCC coordinates the plan execution activities and provides a
critical communication link between CMT and other business conti-
nuity teams.

Business continuity planning (BCP) ,
Business continuity planning is a discipline that prepares an organi-
zation to maintain continuity of business during a disaster through an
implementation of a business continuity plan (see also BCP man-
agement, and BCP process).

Business continuity plan (BC plan)
A document containing procedures and guidelines to help recover
and restore disrupted processes and resources to normal opera-
tional status within an acceptable time frame following a disaster or
a disruptive event.

Business continuity teams
Teams responsible for development, maintenance, testing, and
execution of the business continuity plan.
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Business continuity test teams (BC test teams) 4

Teams responsible for testing the business continuity plan.

Business impact analysis (BIA) :
A BIA 1s a process that determines the financial and operational
impact of a disruption to a business, and the requirements for
recovering from the disruption.

Business continuity plan execution phases ,
Business continuity plan is executed in phases which consist of initial
response and notification, problem assessment, disaster declaration,
plan implementation logistics, recovery and resumption, and normal-
ization phases.

Business continuity strategy
Business continuity strategy is composed of a set of recovery
options that are utilized as alternatives in the event that existing
critical resources are unavailable.

W

Business disruption
(see disaster)

Business function
An area of business responsible for one or more related business

processes needed to support company’s mission.

Business process , _
Business process defines one or more related tasks or activities of a

business function.

Call tree
A hierarchical structure containing information about the business

continuity team members and their notification sequence (see also i

contact list).
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Checklist test ‘
A basic business continuity plan test method that reviews the BC

plan to determine the currency and adequacy of the resources and

components specified in the plan.

Cold site

An alternate recovery facility that does not have any recovery
resources and infrastructure such as hardware, software, or data

and voice communications equipment. A cold site may include basic
services such as power, heating, air-conditioning, water, sprinkler
systems, and raised floors for computing equipment (see also warm

site, and hot site).

Contact list
A contact list contains information on how to contact each BCP

team member such as team member name, telephone number, email

address, etc. (see also call tree)-

Critical business process
A business process that is critical for maintaining business continu-

ity.

Critical IT resources
IT systems and applications that support critical business processes.

Critical non-IT resources
Non-IT resources used to support critical busingss processes.

Crisis communication plan
A crisis communication plan guides the crisis management team in
providing tlmeIY, consistent’ and accurate CI‘iSiS informati()n to the

personnel within the organization, business partners, customers, and

the public.
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Crisis management center (CMC) ' ’ 1
A facility where the crisis management team can conductrecovery
efforts (see also work area, and office work area).

Critical data
Critical data can include critical I'T applications and components

- needed to support those applications, such as operating systems,
databases, and data (see also critical record, and vital record).

Criticalrecord | ; .
Critical records are used by critical processes for legal, regulatory,
and operational purposes. Critical records include information
contained in documents, drawings, and photographs, etc. (see also
critical data, and vital record).

DRII
(Disaster Recovery Institute International)

Detailed problem report
A detailed problem report is produced during the problem assess-
ment phase, phase 2 of the business continuity plan execution
phases. Thisreport provides an-overview of the cause and extent

of damage. £

Disaster
An event that disrupts critical business processes and degrades their

service levels to a point where the resulting financial and operational
impact to an organization becomes unacceptable. '

Disaster declaration statement
A statement that officially declares a disaster event according to the

disaster declaration definitions and procedures specified in the
business continuity plan.
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Disruption
(see disaster)

Disruptive event
(see disaster)

Emergency responsé plan
'An emergency response plan contains guidelines and procedures to
follow immediately after a disaster in order to prevent loss of life
and injuries and minimize damages to the organization’s assets.

FEMA ,
(Federal Emergency Management Association)

Financial impact - , _
Financial impact measure the extent and severity of financial loss to
the business in the event of a disruption.

Full-interruption test ,
A full-interruption test activates all components of the business
continuity plan and assumes all critical business processes are
disrupted. In addition, it can interrupt normal business operations.

Hot site
An alternate facility that contains pre-configured hardware, soft-
ware, data and voice communications infrastructure needed for
recovering critical business processes (see also cold site, and
warm site).

ISO (International Organization for Standardization)
ISO, a network of national standards institutes of 148 countries, is
the world’s largest developer of technical standards. It has issued
standards such as ISO 9000, ISO 14000, and ISO/IEC 17799.
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ISO/IEC 17799 ,
Code of practice for information security management. It contains
comprehensive guidelines and directions for initiating, implementing,
and maintaining information security within an organization (see also

BS 7799).

Lost data .
~ The data which is lost between the time of the last backup of data
and the business disruption event (see also work backlog).

NFPA (National Fire Protection Association)
A nonprofit organization with a focus on reducing the worldwide
burden of fire and other hazards on the quality of life. It is respon-
sible for developing the NFPA 1600 standard for disaster/emer-
gency management and business continuity programs.

NFPA 1600
A standard for disaster/emergency management and business conti-
nuity programs issued by NFPA and endorsed by FEMA.

Off-site data storage facility _
An alternate facility where copies of the critical data are stored. In
the event of a disruption, the stored critical data is retrieved from
the alternate facility and used during recovery (see also off-site
storage facility, and off-site record storage facility).

Off-site record storage facility
An alternate facility where copies of the critical and vital records
are stored. Inthe event of a disruption, the stored records are
retrieved from the alternate facility and used to recover from the
disruption (see also off-site storage facility and off-site data
storage facility)

P



Glossary of BCP Terms and Abbreviations 291

Off-site storage facility
A facility where the copies of the critical data, critical records, and
vital records can be stored (see also off-site data storage facility,
- and off-site record storage facility).

Operational impact |
Operational impact is a negative effect of a disruption on various
qualitative aspects of business operations, such as efficiency, satis-
faction, image, confidence, and control.-

Original facility
A facility which a business uses to conduct its normal business
“operations. Inorder to differentiate it from an alternate recovery
facility, this facility is described in various terms such as original
facility or site, primary facility or site, and damaged facility or site.

Parallel test
In this test, systems are recovered at the alternate recovery facility
using the last backup of data while the production environment
continues to function as normal. Any transactions at the production
environment are recorded manually and reentered into recovered
systems at the alternate recovery facility. At the end of the test the
state of both environments at the alternate recovery facility and
original facility are compared.

Pre-arranged (quick-ship)
A recovery option in which an agreement is made with a vendor that
guarantees the delivery of systems or equipment (needed for recov-
ering from a disruption) within an agreed time following a disruption
(see also pre-established, and acquire-as-needed).
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Pre-established
A recovery option in which alternate systems and equipment=—
needed for recovering from a disruption—are acquired and installed
at an alternate recovery facility prior to a disruption event (see also
pre-arranaged(quick-ship), and acquire-as-needed).

Preliminary problem report
Preliminary problem report is produced during the initial response
and notification phase, phase 1 of the business continuity plan
execution phases. This report provides an overview of the ‘caus"e

and extent of the damage.

Maximum tolerable downtime (MTD)
Length of time a process can be unavailable before the company

experiences significant losses. MTD corresponds to time period
between the disruptive event and start of normal processing.

Simulation test
In this test, business disruption is simulated and business continuity

test teams executes tasks and procedures specified in one or more
parts of the business continuity plan. Some tasks and procedures
may be simulated to minimize the cost and interruptions to normal

business operations.

Recovery areas
Areas of business with critical resources that need to be recovered

in the event of a business disruption. Typical recovery areas include
IT systems and infrastructure, manufacturing and production, work
areas, and critical data and critical/vital records. - -

Recovery option
An alternative option for recovering disrupted critical resources.

For example, a cold site, warm site, and hot site are three options
for recovering IT systems and infrastructure.

wasrm
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Recovery point objective (RPO)
Refers to the tolerance for the loss of data measured in terms of the
time between the last backup of data and the disaster event. RPO
is an indicator of how much lost data can be recovered once sys- -
tems are recovered and updated with the last backup of data.

Recovery priority
Sequence for recovering critical business processes.

Recovery time objective (RTD) ,
Length of time available for recovering disrupted systems and
resources.

Recovery time requirements’
Time frames that collectively represent the requirements to recover
from a disruption, such as Maximum Tolerable Downtime (MTD),
Recovery Time Objective (RTO), Recovery Point Objective (RPO),
and Work Recovery Time (WRT).

Risk
A chance or likelihood of a threat source causing an event with
adverse business impacts.

Risk acceptance
Risk control option which accepts the risk of a threat as tolerable

and does not require additional steps to reduce or eliminate the
risk.

Risk assessment
Risk assessment is a process that begins with the identification of

potential threats to an organization and ends with a set of risk
values for those threats.
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Risk avoidance
Risk control option which avoids the risk altogether.

Risk control option . _
Options for controlling the risks of threats. Risk control options
can be divided into four areas: risk acceptance, risk avoidance, risk

reduction, and risk transfer.

Risk mitigation |
Risk control option which reduces the risk to an acceptable level.

Risk transfer _
Risk control option which transfers the risk to another entity or

organization (e.g. an insurance company).

Threat event ,
A disruptive event caused by a threat source (e.g. a power outage
event caused by an ice storm - a threat source).

Threat source
The source of a threat event. (e.g. an ice storm can be a source of a

power outage - a threat source). -

Unannounced test .
Business continuity plan test which is initiated without a prior an-

nouncement of the test to the BC test team.

Vital records
Critical records that are either irreplaceable, or difficult or expen-
sive to reproduce (see also critical data, and critical record).
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Walkthrough test
Business continuity test teams meet to verbally walkthrough the
activities, procedures, and tasks they are expected to follow during
the execution of the business continuity plan. This test allows the
members of business continuity test teams to review and critique -
each others’ test activities and performance. Itisalso knownasa
tabletop test. |

Warm site :

An alternate recovery facility containing some of the required
hardware, software, machinery, equipment, and data and voice
communications infrastructure that must be prepared and configured
for recovery activities following a business disruption. A full recov-
ery requires additional systems and equipment at a warm site (see
also cold site, and hot site).

Work-around procedure
Alternate procedures for handling work and processing transactions
in the event of a disruption to normal procedures.

Work backlog
Work collected manually between the time of the disruption event

and systems/resource recovery (see also lost data).

Work area
Alternate office work area or crisis management center or both (see

also office work area, crisis management center, and recovery

areas).

Work recovery time (WRT)
Length of time needed to recover lost data, work backlog, and
manually captured work once systems/resources are recovered and
repaired. WRT corresponds to the time between systems/resource
recovery and the start of normal processing.
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